ROUNDTABLE: GLOBAL GOVERNANCE IN HARD TIMES

Information Fragmentation and

Global Governance in Hard Times
Julia C. Morse

n 2022, the Intergovernmental Panel on Climate Change (IPCC) issued its

sixth assessment detailing the scientific consensus on climate change. In

addition to highlighting extreme risks from global warming and lack of
action, the report was the first to describe the threat of misinformation related to
climate change.’ “Misinformation,” defined as the unintentional spreading of false
information, directly impedes the IPCC’s mission: How can an organization send
a clear signal about scientific consensus when many people believe lies and rumors
over facts? How does the IPCC maintain influence in a world where truth is
treated as subjective?

Information provision is a necessary ingredient for most functioning interna-
tional organizations (IOs). International rules serve as focal points for state
behavior. IO bureaucrats offer technocratic expertise that facilitates problem
solving and policy implementation. Even as cooperation has expanded into new
issue areas, the importance of information has remained a steadfast feature of
most 1Os.

Yet technological shifts over the last two decades have shifted the modern
information environment. Gone are the days when elite actors could easily control
a public narrative. Information has democratized, allowing any smartphone user to
post her own account of events directly on social media. Meanwhile, artificial
intelligence has fostered the creation of deepfakes that fracture truth. Today’s
informational landscape is one where intentional lies and sleights of hand can be

as influential as facts.

Julia C. Morse, University of California, Santa Barbara, California, United States (jcmorse@polsci.ucsb.edu)

Ethics & International Affairs, 39, no. 2 (2025), pp. 159-172.

© The Author(s), 2025. Published by Cambridge University Press on behalf of Carnegie Council for Ethics in
International Affairs. This is an Open Access article, distributed under the terms of the Creative Commons
Attribution licence (http://creativecommons.org/licenses/by/4.0), which permits unrestricted re-use,
distribution and reproduction, provided the original article is properly cited.

doi:10.1017/50892679425100130

159

https://doi.org/10.1017/50892679425100130 Published online by Cambridge University Press


https://orcid.org/0000-0001-7156-8478
http://creativecommons.org/licenses/by/4.0
https://doi.org/10.1017/S0892679425100130
mailto:jcmorse@polsci.ucsb.edu
https://doi.org/10.1017/S0892679425100130

Such profound technological changes would test any institution, but global
governance bodies also face a multitude of other challenges. Shifts in the balance
of power mean that rising states are more likely to resist institutional action, even as
IOs themselves are being asked to tackle more complex policy issues like climate
change and the COVID-19 pandemic. Meanwhile, countries that formed the
foundation of the postwar order are riding waves of anti-globalism and electing
leaders who are distrustful of multilateralism.

In the introduction to this roundtable, Benjamin Faude and John Karlsrud
suggest that hard times are associated with two institutional dynamics. First, formal
IOs are drifting, stuck in significant gridlock and unable to fulfill core responsi-
bilities. Second, alternative institutional arrangements are proliferating as states
pursue cooperation through informal IOs,> ad hoc coalitions,> and other low-cost
institutions.*

What do these trends portend for international politics? One way to answer this
question is to return to a core attribute of most high-functioning IOs—providing
information—and see how such changes affect IO efficacy. If we evaluate I1Os as
information providers in this complex era, we see decline in some arenas and
adaptation in others.

Broad and expansive 1Os like the United Nations are clearly struggling to maintain
their centrality in world politics. Institutional gridlock on key policy issues like the
recent conflicts in the Middle East and Ukraine has undermined the signaling power
of formal I0s. Dissatisfied states have also turned to alternative institutional venues
that offer competing legal or policy interpretations. Formal IOs are thus saddled with
weak policy responses, ambiguous rules, and competing signals—all factors that make
it difficult for an IO’s information to cut through the noise.

On the other hand, the proliferation of low-cost institutions may represent
global governance evolution. Informal institutions and ad hoc coalitions bring
together states looking to solve an ever-expanding range of policy issues, often
through technical cooperation rather than high-level bargaining. These IOs are not
designed to reshape international politics in broad ways but rather to set interna-
tional standards and monitor implementation of agreed-upon solutions. Their
narrow technical focus means that they are unlikely to become flashpoints for
political struggles. This is a world of fragmented, but not necessarily competing,
informational signals from differentiated institutions.>

Formal IO stagnation and informal governance proliferation raise normative

questions for global governance. The legitimacy of I0s depends on them being
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perceived as both functional and following acceptable procedures.® Focusing
exclusively on outcomes, global governance may retain legitimacy because infor-
mal bodies are often quite effective at promoting technical cooperation. From a
process-oriented view of legitimacy, however, the decline of broad-membership
formal IOs in favor of smaller, less transparent informal institutions is problematic.
Not only do informal governance bodies tend to include fewer members but they
are also set up in ways that remove direct oversight from citizens and legislators. As
such, the informational gains of informal governance must be weighed against
losses of political control and agency.

This essay continues with a discussion of IOs as information providers amid
shifting global governance structures. It then considers how information fragmen-
tation has affected IOs and exacerbated other global challenges. Finally, it assesses
the normative implications of these trends. The shift toward informal IOs may be
normatively desirable for some policy outcomes, but it also raises concerns about
decreased democratic accountability. Ultimately, evaluating these trends requires

making judgments about the legitimizing principles for global governance.

IO INFORMATION PROVISION AND GLOBAL GOVERNANCE
TRENDS

Information provision is an important component of institutionalized coopera-
tion. States work together through institutions in order to coordinate policies,
organizing expectations around a clear focal point or standard of behavior. More
difficult cooperation problems require negotiation and overcoming information
asymmetries, which exist when some governments have higher-quality informa-
tion on a policy issue and can exploit such advantages.” IOs draw authority from
providing credible information,® with rules and decisions serving as focal points to
guide state behavior and monitoring procedures allowing for external rule enforce-
ment.® IO expertise enhances perceived legitimacy,'® which in turn increases an
IO’s ability to develop new rules and secure compliance from states."

IO information also supports cooperation through the establishment and rein-
forcement of norms. Institutionalizing rules, particularly through binding treaties
and charters, helps diffuse core standards of behavior.”> Information can also be
used strategically to reinforce norms through naming and shaming transgressor

states or highlighting cooperative behavior.*?
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Gridlock in formal IOs has affected both their instrumental and normative value
as information providers. When states obstruct voting, disrupt day-to-day oper-
ations, or stall IO policy decisions, these actions directly reduce an I0’s ability to
provide timely information. Gridlock born of dissatisfaction, either due to the
failure to accommodate rising powers or a desire for a shifted agenda, is also likely
to undermine the normative power of the organization: IOs acquire normative
strength from perceived legitimacy,'# and concerns about lack of representation or
poor outcomes should affect this property.

The negative effect of gridlock on information provision can be seen in the recent
history of the World Trade Organization (WTO). When countries created the
WTO in 1994, it was a watershed moment for the international trade regime. For
decades, WTO panels and the Appellate Body provided countries with crucial
information about how to interpret trade obligations, and also helped reinforce the
normative power of the trade regime. Yet due to U.S. dissatisfaction and its
blocking of new appointments, the Appellate Body has been unable to function
since 2019. With the IO at a standstill, countries have increasingly adopted targeted
export restrictions and taken advantage of carve-outs in WTO rules.”s

In contrast to gridlock, the expansion of informal governance may actually have
positive implications for information. Informal IOs promote the building of
epistemic communities that share common knowledge and norms.® Rules serve
as focal points for responsible behavior,”” and what starts out as a standard may
become hardened law if core economies adopt implementing legislation.'®

Informal IOs also have informational advantages related to rule specificity.
Actors may agree to highly detailed and technical standards because agreements
are not binding under international law. Such contrasts can be particularly notable
when compared to action in formal IOs. After the 9/11 terrorist attacks, for example,
the UN Security Council passed an expansive resolution that required all countries
to criminalize the financing of terrorism but specified few details for the content of
such laws. Ultimately, it was the Financial Action Task Force, a nonbinding
intergovernmental body, that formulated specific guidelines on the contours of
relevant legislation.*

The proliferation of informal institutions may also have informational down-
sides. Expansion and fragmentation increase regime complexity, where govern-
ments may be confronted with a large number of competing rules and standards.
Amid such complexity, individuals may be more prone to selective information

processing and a reliance on heuristics rather than reasoned decision-making.>°
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Regime complexity research has also highlighted concerns about institutional
proliferation and competing standards,>* which may promote forum shopping,>
regime shifting,>* and other types of contested multilateralism,** or even empower
powerful countries at the expense of a rule-based order.?s But such outcomes are
not predetermined; IOs may adapt and divide labor among themselves>® or engage
in institutional deference.>” The fragmentation of regime complexity could even
enhance accountability if it furthers productive contestation of rules.>® Such
arguments suggest that the impact of informal governance on the broader infor-

mation environment may vary across issue area and time.

How INFORMATION FRAGMENTATION EXACERBATES HARD
TiMES

Recent social and technological changes have shifted how people process information.
Public trust in the media has declined in many countries.>® Countries with longitu-
dinal data reveal massive drops across time; in the United States, for example, trust in
media has dropped from 60 percent in 1990 to 34 percent in 2022.3° Low trust leads
people to seek out alternative news online,’* which may increase exposure to mis-
information and ultimately reinforce skepticism of mainstream media.>*

Social media has reinforced such trends. For many, the source of a news story is
less important than who shares it on a given platform.> Individuals often rely on
platforms like YouTube and TikTok instead of online news services.>* Recent
advances in artificial intelligence, which allow for the creation of deepfakes,
increase the possibility of detrimental information diffusion.

Declining trust, the rise of social media, and the growth of artificial intelligence
create ripe conditions for information disorder. The term “information disorder”
describes three types of informational challenges: misinformation, disinformation,
and malinformation. Misinformation can easily be transmitted through social
networks, with pseudoscientists and self-declared experts touting blatantly false
claims. Transmission patterns may promote conspiratorial thinking along both
political and nonpolitical dimensions.>> Nefarious actors may also disseminate
“disinformation,” defined as “intentional falsehoods spread as news stories ... to
advance political goals.”>® The spread of disinformation can undermine public
trust in government institutions. Finally, strategic actors may also release infor-
mation in a way that exaggerates the truth and is intended to mislead and cause

potential harm—a practice known as “malinformation.”?”
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This fragmented information environment poses a distinct challenge for global
governance. In a world where wrong information is sometimes shared more widely
than the truth, an IO’s informational power is easily countered. Even the strongest
I0s may have difficulty cutting through the noise. Moreover, many IOs are already
under attack and suffering legitimacy challenges, further weakening their ability to
provide credible information. When the COVID-19 crisis occurred, for example,
WHO struggled to respond in a timely fashion, declaring a public health emergency
too late and delaying the imposition of travel restrictions.>® Its delayed action
undoubtedly damaged its credibility on global health, and made it more difficult for
WHO to respond to misinformed social media posts that offered alternative,
nonscience-based treatments or questioned the safety of vaccines. While the spread
of disinformation during a pandemic is hardly a new phenomenon,*® technological
developments like the smartphone and social media have allowed for more rapid
dissemination.

Information fragmentation also intensifies the impact of other global challenges.
In previous eras where only a small number of narratives received news coverage,
rising powers dissatisfied with an existing IO had informational incentives to work
within the system to seek change. With the expansion of informational outlets,
challenger states have more pathways to compete for public influence. Russia, for
example, has offered its own historical and humanitarian justifications for its
actions in Ukraine, and has spread false claims about Ukrainian forces using
chemical weapons.“® The Russian government has also tailored messages to
different audiences, calling the West hypocritical and working to incite anti-
Western sentiment to distract attention from the war.#* Online censorship and
Internet controls allow Russia and other authoritarian countries to shut off
alternative accounts, cementing their narrative control. Such processes make it
difficult for an IO to reinforce international law or provide the formative inter-
pretation of a policy problem.+> They may also increase the likelihood of institu-
tional gridlock, as dueling coalitions compete to shape policy responses.

Information disorder and distrust also exacerbate anti-globalism. While eco-
nomic dissatisfaction and the unequal distribution of gains from globalization may
be core factors driving the increase in authoritarian populism, these factors also
make clearly identifiable groups of people prone to disinformation and create
general distrust in institutions.#> Authoritarian populists often target IOs as being
unfair or disadvantageous to their countries; for those influenced by such rhetoric,

IO drift may be presented as evidence of wasted resources.
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Populist claims of institutional bias may also be laced with stereotypes, preju-
dices, and misinformation that exacerbate disputes.#+ Populist rhetoric draws on
disinformation: leaders decry the mainstream media as elitist and define who is “pure”
and who is “corrupt” with little supporting evidence.#> Such patterns are visible also in
how populist leaders engage with IOs, as they may withhold scientific information in
order to undermine an IO’s mission or employ xenophobic rhetoric to criticize an IO
and damage its legitimacy.+® Populist disinformation about global governance may
amplify pessimism about compliance and even lead to rule defections.+”

Interestingly, while information fragmentation creates challenges for formal
IOs, it may have smaller impacts on informal governance bodies. The same
technological processes that create information fragmentation also enable informal
governance: cross-border communication has never been cheaper or easier.+*
Because informal IOs rely on bureaucratic networks exchanging technical infor-
mation, cooperation is largely hidden from public view. This creates fewer incen-
tives for governments to challenge such bodies for political gain; it may also make
them less likely to be targets of disinformation. “Fake news” is typically provocative
and sensational and is most effective when true and false information appear
together.# Stories about informal IOs that are unfamiliar, opaque, and highly
technical are unlikely to gain traction compared to more well-known political
targets. For these reasons, informal I0s may be better equipped to handle the

modern information environment.

HARD TiMES AND GLOBAL GOVERNANCE LEGITIMACY

Despite signs of resilience, global governance in hard times raises normative
concerns. A post-truth world directly undermines the ability of IOs to send credible
and persuasive public signals.>° If IOs are increasingly competing for airspace with
alternative sources, and informational power is only loosely connected to accuracy
and truth, an IO’s informational advantages are severely damaged. IOs derive
legitimacy in part from being useful policy tools, and thus the weakening of 10
informational power has direct normative consequences. Here, I consider two
complementary approaches for evaluating such effects—one focused on outcome-
oriented legitimacy and one focused on process-oriented legitimacy—and discuss
the implications of both conceptualizations for formal and informal governance.
An outcome-oriented conceptualization of legitimacy suggests severe challenges

for formal IOs.5* Information fragmentation and drift undoubtedly reduce an I10’s
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ability to solve problems. Since the WTO Appellate Body ceased to operate, for
example, the WTO has no longer been able to provide a clear organizing signal
about whether a country has violated trade law. Consequently, countries have
submitted significantly fewer cases for dispute settlement, dropping from ninety-
two in the period of 2015—2019 to twenty-eight from 2020-2023.5> Whereas the
UN Security Council of the 1990s was sometimes criticized for being too active in
deploying peacekeepers around the world, the Council today is most recognized
for gridlock over conflicts in Syria, Gaza, and Ukraine. Such policy inaction in
response to numerous high-profile conflicts highlights the Council’s difficulties
in serving as a reliable source of information about the boundaries of
international law.

In contrast to formal IOs, informal governance institutions fare fairly well in the
modern information climate and thus, from an outcome-orientation standpoint,
retain significant legitimacy. Informal IOs are typically structured around func-
tional cooperation, and as such, they face less informational competition. They may
bring together bureaucrats to coordinate regulations’* or empower private sector
actors to influence government policy,”# but in general, such narrowly defined
cooperation is well equipped to provide credible focal points and respond to threats
in a timely manner.>> The Financial Action Task Force (FATF), for example, has
expanded to respond to changing threats: Although G7 countries created the
organization to focus on anti-money laundering, its mandate now includes coun-
tering terrorist financing, combating proliferation financing, and regulating virtual
currencies, and its membership now includes nearly all strategically important
economies.>® Throughout this expansion, the FATF has continued to provide a
central organizing focal point for country risk related to illicit financing.>”

Yet most treatments of legitimacy also highlight a second component, process,
and on this dimension, the normative implications of stagnation and proliferation
may be more troubling.>® “Process legitimacy” focuses on how an IO arrives at
decisions, with considerations like inclusiveness, transparency, and compatibility
with democratic governance.>® Along these dimensions, formal governance insti-
tutions have considerable legitimacy advantages over informal bodies. Most long-
standing treaty-based IOs have broad memberships, whereas informal IOs typi-
cally have smaller, club memberships.°® Informal IOs are thus less inclusive and
may undermine a broad, rules-based approach to international politics. For smaller
states in particular, this creates a significant dilemma: Should they continue to

invest in gridlocked IOs that uphold the process-based principles of the liberal
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order, or should they invest in more flexible formats that may inadvertently
undermine the very principles of the international system that recognize them as
sovereign equals?

Process-based accounts of legitimacy also highlight differences in transparency
between formal and informal IOs. Institutionalizing power through formal struc-
tures is core to the legitimation of the modern state.® While formal IOs maintain
this separation, informal IOs concentrate power in individuals rather than pro-
cesses, in ways that reduce accountability.®> Indeed, transnational regulatory
bodies are often criticized on this dimension.®* Formal IOs may align better with
the principles of democratic governance, as states must ratify or accede to under-
lying treaties or charters in order for the obligations to take effect.°+ All of this
suggests that under a process-based conceptualization of legitimacy, the stagnation
of formal IOs and the shift of cooperation to informal bodies is normatively
problematic.

A comprehensive analysis of global governance legitimacy thus reveals an
uneasy tension. Functionally, the decline of formal IOs does not indicate the
deceleration of cooperation. IOs do more than ever before, regulating and mon-
itoring state policy across numerous issue areas and creating a patchwork of
cooperative arrangements unimaginable in previous eras. But the proliferation of
low-cost institutions raises serious normative concerns about procedural legiti-
macy. Informal IOs tend to be club organizations with limited memberships, yet
they may nevertheless make rules for the world. Rulemaking is rarely transparent,
and democratic publics have few opportunities to sign off on agreements. Effi-

ciency gains must thus be weighed against the loss of domestic control.

CONCLUSION

Global governance is adapting to the difficulties of the modern era. The shift
toward informal governance represents an evolution from earlier forms of coop-
eration. States now work together on a variety of micro- and macro-issues, with
bureaucrats sharing information and technical expertise across borders. Many
technocratic bodies are well equipped to handle the modern climate of information
fragmentation because they are perceived as less political and more independent
than formal IOs; they are also less likely to encounter competing information
because of their narrow mandates. Such institutions are also capable of responding

quickly to emerging threats, even on high-stakes issues like transnational terrorism
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or the global financial crisis. From an outcome orientation, the breadth, scope, and
variety of informal cooperation today may compensate for the stagnation and
gridlock in formal IOs.

Yet a normative assessment of modern global governance requires thinking
beyond outcomes and considering the broader legitimacy of these trends. From this
standpoint, cooperation indeed faces hard times. Formal IOs are typically more
inclusive, transparent, and integrated with democratic principles than informal
institutions. While voting rules and pathways of informal influence may allow
powerful countries disproportionate influence,°> weaker states benefit as well
because agreements establish formal restraints on power.%¢ Treaty-based cooper-
ation also acquires democratic legitimacy when states formally ratify or accede to
agreements. Informal IOs, in contrast, are clubs of like-minded states working
together through a process that is largely hidden from public view. From a domestic
standpoint, informal IO rulemaking lacks transparency and is rarely subject to
direct electoral oversight. From an international standpoint, these small clubs may
end up setting focal points for the entire world. Ultimately, global governance in
hard times appears to be innovating in a way that emphasizes outcomes at the
expense of process, with crucial implications for the overall legitimacy of interna-

tional regimes.
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Abstract: With formal international organizations (IOs) facing gridlock and informal IOs prolif-
erating, cooperation in the twenty-first century looks different than it did in previous eras. Global
governance institutions today also face additional challenges, including a fragmented information
environment where publics are increasingly vulnerable to misinformation and disinformation.
What do these trends portend for international politics? One way to answer this question is to return
to a core ingredient of a well-functioning IO—information provision—and ask how such changes
affect efficiency. Viewed through this lens, we see decline in some arenas and adaptation in others.
Formal IOs are struggling to retain relevance as their weak policy responses and ambiguous rules
create space for competing signals. The proliferation of informal institutions, on the other hand,
may represent global governance evolution, as these technocratic bodies are often well-insulated
from many political challenges. Yet even if global governance retains functionality, the legitimacy
implications of such trends are troubling. IO legitimacy depends in part on process, and from this
standpoint, the informational gains of informal governance must be weighed against losses of
accountability and transparency. Ultimately, evaluating the normative implications of these trends
requires making judgments about the preferred legitimizing principles for global governance.

Keywords: Global governance, international institutions, international organizations, misinforma-
tion, disinformation, regime complexity, legitimacy
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