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Abstract: We analyse conflicts over norms and institutions in internet governance. In
this emerging field, dispute settlement is less institutionalised and conflicts take place at
a foundational level. Internet governance features two competing spheres of authority
characterised by fundamentally diverging social purposes: A more consolidated liberal
sphere emphasises a limited role of the state, private and multistakeholder governance
and freedom of speech. A sovereigntist challenger sphere emphasises state control,
intergovernmentalism and push against the preponderance of Western institutions and
private actors. We trace the activation and evolution of conflict between these spheres
with regard to norms and institutions in four instances: the World Summit on the
Information Society (WSIS), the World Conference on International Telecommunica-
tions (WCIT-12), the fifth session of the United Nations Group of Governmental
Experts (UNGGE) and the Budapest Convention of the Council of Europe. We observe
intense norm collisions, and strategic attempts at competitive regime creation and
regime shifting towards intergovernmental structures by the sovereigntist sphere.
Despite these aggressive attempts at creating new institutions and norms, the existing
internet governance order is still in place. Hence, authority conflicts in global internet
governance do not necessarily lead to fragmentation.
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L. Introduction

With its dramatic rise in importance, the analysis of internet governance
increasingly moves from predominantly technical analyses to general con-
ceptual lenses such as constitutionalisation (Celeste 2019; Fischer-Lescano
20165 Pernice 2018), the evolution of norms (Finnemore and Hollis 2016) or
the role of state interests (Drezner 2007). We contribute to this mainstream-
ing by analysing conflicts between spheres of authority in internet
governance over the last 20 years.

We find that despite the relative novelty and the extreme dynamism of the
field where one might expect to find rapidly evolving governance structures
and complex conflict constellations, there is relative stability and only slow
change of spheres of authority. A prevailing liberal sphere is strongly
supported by Western states but increasingly challenged by an assertive
sovereigntist sphere spearheaded by China, Russia and a number of author-
itarian as well as developing countries. Contrary to what one might expect, the
growing number of institutions and fora in internet governance and the explicit
activation of norm collisions has not (yet) led to the fragmentation of internet
governance. Rather, the liberal sphere is undergoing slow internal change.

Our argument proceeds as follows: In the next section, we present our
understanding of internet governance, of authority conflicts and our meth-
odology for selecting cases and analysing these conflicts. The following four
sections provide detailed studies of different cases for supporting our argu-
ment. We conclude by interpreting and generalising the results.

II. Analytical concepts and methods

Defining internet governance has been subject to considerable debate by
policymakers (WSIS 2005) and specialised scholars (DeNardis 2014: 19-20;
Hofmann et al. 2016: 1418). As we aim to apply general concepts to the
study of internet governance, we define (global) governance in line with a
widespread use in international relations as ‘the exercise of authority across
national borders as well as consented norms and rules beyond the nation
state, both of them justified with reference to common goods or transna-
tional problems’ (Ziirn 2018: 4-5). This rather broad definition includes
purely intergovernmental bodies as well as purely private or non-profit
arrangements or mixed forms, and it refers to agreed norms and the exercise
of authority (as opposed to power alone) but it is neutral with regard to the
underlying social purposes.

Internet governance (like governance in other issue areas) takes place in
distinct spheres of authority. A sphere of authority is more than just a group
of like-minded states, which the literature on internet governance frequently
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identifies (Deibert and Crete-Nishihata 2012: 346; Maurer and Morgus
2014: 3; Nye 2014: 13), but ‘a governance space with at least one domestic
or international authority, which is delimited by the involved actors’ per-
ception of a common good or goal at a given level of governance’ (Kreuder-
Sonnen and Ziirn, this issue: 255). Spheres of authority can comprise a
diversity of actors such as states, intergovernmental organisations, private
actors and multistakeholder fora, with some actors as focal points and some
more at the periphery. In line with the definition of governance above,
spheres of authority are not just functional or technocratic bodies but
normative orders about common goods. For our empirical analysis, we
distinguish between two ideal types, a liberal and a sovereigntist sphere.
Our description emphasises their characteristic and distinctive features. As
ideal types, they are not meant to be an accurate representation of a complex
reality but rather constitute an abstraction from this reality in order to use
them as analytical concepts.

The proponents of the liberal sphere see the internet as an opportunity and
as an emerging transnational space that should mostly be governed by private
self-regulation based on voluntary participation and substantive expertise.
Institutions should be flexible and stakeholder-based whereas the role of the
state should be limited to providing security and enforcing hard rules when
needed. Their social purpose is to encourage the development of the internet
as much as possible by giving individuals, firms and civil society organisations
as much freedom as possible. Intergovernmental organisations are perceived
as too status quo oriented for achieving this purpose. The underlying ideology
is a combination of free market and pluralist civil society thinking.

The proponents of the sovereigntist sphere see the internet as a threat
rather than as an opportunity. It should therefore be governed by intergov-
ernmental institutions in order to respect domestic sovereignty and avoid
external encroachments. Firms, civil society or experts should at best have
an advisory role. The social purpose of this sphere of authority is to protect
sovereignty and core domestic values and goals against domestic or inter-
national actors empowered by the internet. The underlying ideology is a
world in which governments decide about domestic policies without exter-
nal intervention and constraints and enter into international agreements on
the basis of sovereign equality.

The added valued of constructing two competing views of internet gov-
ernance stems from the fact that while there is often a myriad of social
purposes, institutional architectures and social or legal norms, these highly
specific elements often come in packages. As analytical concepts, our two
ideal-typical spheres of authority are located at a rather high level of
abstraction. There is room for variety within each sphere but no third way
which is categorically distinct from the liberal and the sovereigntist sphere.
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The libertarian views mainly popular in the 1990s as well as calls for tighter
regulation and a more active state voiced in recent years are variants and
possible trajectories of the liberal sphere.

Also, the diverging regulatory regimes of the US and the EU in the area of
data privacy (Farrell and Newman 2019) constitute struggles within it. The
sovereigntist sphere encompasses the views of authoritarian states that wish
to control the internet in order to maintain domestic rule as well as views of
developing countries eager to have a greater say in a governance system they
perceive as dominated largely by Western states and firms. When we speak
of ‘adherents’ or ‘proponents’ of the liberal or the sovereigntist sphere, this is
a shorthand for expressing the positions of states and other actors towards
alternative ways of organising internet governance. It does not say anything
about their positions towards other issues and is not to be confounded with
formal membership. Although the concept is neutral with regard to actors
and could also include firms and civil society actors, we focus largely on
states in this article for reasons of space.

We use these two spheres of authority for understanding the evolution of
conflicts about how internet governance should be organised. This shows
the applicability of the concept of spheres of authority beyond established
spheres (see Gholiagha et al., this issue) such as trade or drug control in rapidly
evolving fields without a settled institutional structure like internet gover-
nance. We use our two ideal-typical spheres of authority for identifying
stability, continuity and incremental change in a seemingly highly dynamic
and unsettled policy area. We argue that underneath the surface of dyna-
mism, the underlying social purposes, institutional preferences and norms
remain relatively stable over time and are structured along a conflict line
between two spheres of authority of which the liberal one is dominant and
evolving over time while the sovereigntist one is a growing challenger.

For the analysis of these two spheres, we look at two dimensions where
they clearly differ and where conflict is most pronounced. With respect to
institutions, we analyse ‘contested multilateralism’ and assess state strate-
gies in terms of whether they attempt ‘regime shifting’ (e.g. moving an issue
from a multistakeholder forum to an existing intergovernmental institution)
or ‘competitive regime creation’ (e.g. creating a new intergovernmental
institution (Morse and Keohane 2014)). The advocates of the liberal sphere
prefer private or multistakeholder fora. They are not in principle opposed to
formal institutions but support them in some cases, mainly for dealing with
core state powers such as security provision and crime control. For these
issues, they prefer Western organisations such as the Council of Europe. The
sovereigntists want a different institutional setup that is not dominated by
large and powerful Western states and firms but gives primacy to sovereign
states and equal representation and use regime shifting and competitive
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regime creation for achieving this goal. Their preferred institutional venue is
the UN or its specialised organs such as the International Telecommunica-
tion Union (ITU).

With respect to norms (understood as shared standards of appropriate
behaviour for actors with a given identity; Finnemore and Sikkink 1998:
891), we analyse conflict over specific norms for governing the same sub-
stantive issues between the adherents of the two spheres, for instance
whether they prefer to strengthen human rights and freedom of expression
or rather stress norms of information security or criminal law. As is typical
for internet governance, these norm collisions often involve general princi-
ples or social norms rather than hard law, which is the focus of other
contributions in this Special Issue (e.g. Moe and Geis, this issue; Krisch et al.,
this issue). They often (but not exclusively) take place in political and deliber-
ative fora rather than in institutions for formal law-making and adjudica-
tion. The proponents of the liberal sphere emphasise human rights, freedom
of expression and a limitation of state control. Their sovereigntist con-
tenders see the content of internet-based communication as a threat to
domestic values and domestic stability that needs to be controlled rather
than encouraged. Sovereigntists strive for the recognition and legitimisation
of state control over the internet. Table 1 provides an overview of the
differences.

In order to trace developments over time and to analyse conflicts over
norms and institutions in some detail, we provide four case studies on the
conflict over the World Summit on the Information Society (WSIS) and the
Tunis Agenda from 2003 to 2005, the clash over seemingly technical details

Table 1. Spheres of authority in internet governance.

Conflict
over liberal sphere sovereigntist sphere

institutions .

private or multistakeholder e intergovernmental

e institutional status quo e institutional change

e Western institutions e UN or non-Western institutions

e consensus-basedinclusive delibera- @ state veto power, one country/
tion one vote

norms ¢ individual human rights o state rights
e freedom of speech ¢ information security
e free flow of information e territorial integrity, domestic
stability
e universal values e national sovereignty

unfragmented and global internet ~ ® national internet segments
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during the World Conference on International Telecommunications
(WCIT-12) in 2012, the debates in the fifth session of the United Nations
Group of Governmental Experts on Developments in the Field of Informa-
tion and Telecommunications in the Context of International Security
(UNGGE) in 2017 and the disputes over cybercrime and law enforcement
online in the context of the Budapest Convention of the Council of Europe
from 2017 onwards. We selected these four instances of conflict because
they are moments of high conflict and intense debate where norm conflicts
are activated and competing institutional proposals are made. They show
large shifts and breaks between the spheres of authority while covering a
wide scope of actors, issue areas and time. They take place in different fora
(a large UN conference, an international technical conference, a UN expert
group and a European intergovernmental institution), cover highly different
substantial topics (general principles of internet governance, technical
norms, the role of international law and security issues) and stretch over
more than 15 years. Showing that there is a constant pattern of conflict in
highly divergent cases over an extended period strengthens the generalisa-
bility of the results.

In the following, we analyse the conflict presented above in a stylised form
in more depth. We show that while some states changed sides during the
evolution of the conflict and the substance of contestation shifted, the overall
structure of two competing spheres of authority remained constant even in
different issue areas. In the next four sections, we briefly describe the sub-
stantive content and context of each of the four instances, identify the most
important conflicts over institutions and over norms after the conflict was
activated and analyse the outcomes. A summary of our findings can be found
below in Table 2. Despite a series of intense challenges, there is still little
fragmentation in internet governance and the existing order remains in place.

III. Emerging conflicts during the WSIS process and the Tunis Agenda

The first major conflict occurred at the first World Summit on the Informa-
tion Society, which formally started at the International Telecommunication
Union in Geneva in 2003 and continued in Tunis in 2005. With the burst of
the dot-com bubble in 2000-2002, there was increasing recognition of a
‘regulatory void’ (Hofmann 2005: 10) that needed to be filled. The devel-
opment of regulative norms and principles as well as a definition of ‘internet
governance’ became a key objective during the preparatory meetings and a
Working Group on Internet Governance was established. A group of
sovereignty-oriented actors challenged the existing US-centric governance
structures and the conference resulted in a compromise and established the
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Table 2. Overview of conflicts and outcomes.

WSIS WCIT-12 UNGGE Budapest
Topic definition, scope and actors revision of 1988 technical  applicability of cybercrime
of internet governance ITU Treaty for internet international law to use convention
age of ICTs by states
Forum World Summit on the World Conference on Fifth UNGGE (UN expert  Council of Europe,
Information Society International group) UN
Telecommunications
Time of conflict 2003-2005 2012 2016/17 since 2017
Actors liberal US and ICANN, technical 55 countries (incl. US, supported by EU CoE members
bodies; EU undecided and Australia, Canada, EU Member States and including US, but
finally compromising Member States, India, others except Russia,
Japan, New Zealand, Japan, South
Us) Africa
sovereigntist  Brazil, South Africa, China, 89 countries (incl. African ~ BRICS states, CIS, Russia, China,
Iran and ITU with internal countries, Brazil, China, developing countries authoritarian
rifts due to democratic vs Indonesia, Iran and countries (e.g.
authoritarian systems Russia) Iran), sometimes
global South
Positions liberal private or multistakeholder maintaining no new regime, no globalise Council of
institutions body multistakeholder model multistakeholderism Europe Budapest
convention
sovereigntist UN, ITU increasing role of ITU creating a new new UN treaty

intergovernmental
regime

MAIANAFO *S DINV ANV SHONAINTLHOV[ SOMAVIN NINOTA ATTTINVA ()LE
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Table 2. (Continued)

WSIS

WCIT-12

UNGGE

Budapest

Positions liberal
norms
sovereigntist
Outcome institutions
norms

freedom of expression

first indications of content as

threat

attempted sovereigntist
regime shifting largely
failed

commitment to democratic
internet governance, but
also emphasis on
sovereignty

prevent increased
authority of
governments, prevent
justification of content
control, prevent
mentioning internet in
revised ITRs

increased role of
governments in
governing content, e.g.
in traffic routing,
defining spam

successful sovereigntist
competitive regime
creation

no agreement on
government authority in
internet governance

apply right to self-
defence,
countermeasures and
humanitarian law

development of lex
specialis, recognition of
sovereignty in
cyberspace

attempted sovereigntist
regime shifting failed,
liberal consolidation of
existing regime failed

no consensus on how
norms of international
law apply to cyber
operations

human rights (esp.
free speech),
cooperation

sovereign control,
non-interference,
for some: content
control

ongoing attempts at
sovereigntist
competitive
regime creation

ongoing clash
between human
rights and non-
interference/
content control
norms

[/€ 9oUBUIOAOS J9UIIUI UI SIDIFUOD AIIoyIny
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UN Internet Governance Forum (IGF) as a ‘new forum for multi-stakeholder
policy dialogue’ (WSIS 2005).

With regard to institutions, different perspectives existed concerning the
status quo at the outset of the WSIS conference. The US-centric governance
system included a multiplicity of rather informal, technical bodies, such as
the Internet Engineering Task Force (IETF), private actors,and ICANN. The
emerging countermovement, led by China, Brazil, South Africa and sup-
ported by the ITU, favoured a more intergovernmental model (Wright
2005), emphasising the significance of political authority and its links to
sovereignty and economic development (Kleinwachter 2004).

While initially mostly favourable of the US model, the US unilateral
oversight of ICANN, which existed at the time, increasingly developed into
a source of conflict in the EU-US relations as well (Mueller 2010: 74). In
particular the simultaneous advertisement of private sector leadership was
perceived as contradictory. Thus, a power battle emerged between the US
and ICANN on the one side and both non-Western and European states on
the other (Mueller 2010: 67).

The European Commission (EC) proposed a ‘new cooperation model’ on
‘a more solid democratic, transparent and multilateral basis, with stronger
emphasis on the public policy interest of all governments’ (EC 2005) and
thus implicitly questioned the status quo. It was severely criticised by the US
as a concession to the sovereigntist push for an intergovernmental body
(Wright 2005). Multistakeholderism in its current form with relatively equal
opportunities for the various stakeholders, particularly governments, was
only emerging (Weinberg 2011: 201). However, after significant diplomatic
efforts, European and other democratic countries were willing to compro-
mise due to concerns about the efforts by countries such as China, Saudi
Arabia or Iran to increase cyber sovereignty (Palfrey 2010).

While there were significant divergences regarding the appropriate insti-
tutions for internet governance, there was less conflict over norms, probably
because the low internet access rates in most but the highly industrialised
countries kept issue salience low. Nevertheless, the narrative of the internet
as a threat to domestic stability was already emerging. For instance, the
Chinese representative’s statement emphasises the need to ‘stress social
responsibility and obligation’ (Ju 2005) in internet governance. In contrast,
actors of the liberal sphere expressed concerns about threats to freedom of
expression and emphasised principles of openness and participation as
embodied by ICANN and the IETF as well as freedom of expression and
opinion as enshrined in the Universal Declaration of Human Rights (WSIS
2005: 47).

The Tunis Agenda (WSIS 2005) and the accompanying Tunis Commit-
ment concluded the WSIS process with a compromise. On the one hand, the
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Tunis Agenda emphasises that the ‘[p]olicy authority for Internet-related
public policy issues is the sovereign right of States’ (Article 35a) and brings
attention to governments’ ‘equal role and responsibility’ (Article 68). On the
other hand, it legitimises the existing structures (Article 55) and, in a
commitment to multistakeholderism, highlights the ‘important roles’
(Article 35b, ¢) of private actors and civil society. The creation of the IGF
as a forum for deliberation de-escalated rather than resolved the conflict. Its
weak institutional capacities, by some dismissed as a mere ‘talkshop’
(Zittrain 2008), did not significantly restrict the authority of ICANN or
other technical bodies. Therefore, the novelty of the IGF consisted in the
significant inclusion of non-state actors in governance processes (Mathiason
2008). Nevertheless, the creation of the IGF already shows the emerging
conflict between the liberal and the sovereigntist sphere.

With regard to norms, WSIS merely showed first signs of the conflicts that
erupted later. The Tunis outcome documents often avoided specific phrasing
on contentious issues to allow diverging interpretations by different coun-
tries and stakeholders (Mueller 2010). However, in contrast to earlier
discussions that emphasised less controversial ‘bottom-up’ processes, a
commitment to a ‘democratic’ management of the internet featured prom-
inently in the first paragraphs of the Tunis Agenda, which indicates that core
norms of the liberal sphere prevailed.

After the conflict, the liberal sphere had further consolidated, despite the
contradictions between the simultaneous emphasis on US government con-
trol and private sector responsibility. In contrast, the sovereigntist sphere
was still in flux. The efforts of the democratic BRICS, in particular Brazil and
South Africa, might have contributed to enhanced governmental responsi-
bility in internet governance if the European states had backed their efforts
towards increased transparency and public regulation (Ebert and Maurer
2013). However, their insistence on the inclusion of private actors and
concerns about the empowerment of authoritarian states made the
Europeans join the US and push for multistakeholderism as an institutional
compromise. This move successfully stopped the attempt to shift the regime
to the UN.

IV. Fragmentation in a seemingly technical forum: WCIT-12

On the 2012 World Conference on International Telecommunications
(WCIT-12), ITU member states wanted to amend the International Tele-
communication Regulations (ITRs) treaty from 1988, which was widely
regarded as outdated and unsuitable for dealing with growing threats of
cybercrime, cyberwarfare, and cyberespionage. The ITRs established
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general principles about the provision and operation of international tele-
communication services, and the underlying international transport means
to provide these services (ITU 1988). Although the ITRs were technical and
most proposed revisions not controversial (about 90 per cent, Hill 2013:
317), some proposals were highly conflictual. At the end of WCIT-12,
89 countries (under which many African countries, Arab states, China,
Russia, Iran, and emerging economies like Argentina, Brazil, Indonesia,
Mexico, South Korea, and Turkey) signed the revised ITRs whereas 55 coun-
tries (under which Australia, Canada, EU Member States, India, Japan,
New Zealand, and the US) did not sign the revised treaty (ITU 2012b). This
led to the creation of two institutional structures: one for the states which
signed the revised 2012 ITRs and one for the states that stuck to the old 1988
ITRs (see Hill 2013 for a comprehensive overview).

There was strong disagreement between adherents of the liberal and the
sovereigntist sphere over institutions (on the role of the ITU in internet
governance) and norms (on the balance between human rights and security
concerns). With regard to institutions, there was conflict over to what extent
internet governance should be brought under UN auspices (Nocetti 2015:
125). Whereas adherents of the liberal sphere wanted to keep the role of the
ITU limited, proponents of the sovereigntist sphere wanted to replace exist-
ing multistakeholder models by giving more authority to the ITU to regulate
the internet. For instance, Russia submitted a proposal that member states
should have equal rights to manage the internet with regard to naming and
numbering (Russian Federation et al. 2012), aimed at creating an alternative
to ICANN. Proponents of the liberal sphere were concerned that this kind of
proposals would give more authority to the ITU and replace the
multistakeholder model (US Majority Committee Staff 2012). For the US,
‘[clentralised control over the Internet through a top-down government
approach would put political dealmakers, rather than innovators and
experts, in charge of the future of the Internet’ (Verveer 2012).

With regard to norms, states disagreed on human rights norms and the
possible justification of content control. For instance, adherents of the
sovereigntist sphere submitted a proposal that governments should know
how internet traffic is routed and that operating agencies should determine
which international routes should be used (Algeria et al. 2012: Article 3) in
order to improve cybersecurity. They also submitted a proposal about spam,
defining it as information having no meaningful message transmitted in bulk
over telecommunication networks (Russian Federation et al. 2012). Adher-
ents of the liberal sphere were opposed to any proposal on cybersecurity and
spam since this would have given national governments more authority over
the internet and justify internet censorship in the name of national security
(US Majority Committee Staff 2012). The US even wanted to prevent any
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mention of the internet in the revised ITRs because they feared limitations of
freedom of speech online (Pfanner 2012). As the US gained the support of the
EU, a liberal and a sovereigntist bloc with strongly diverging preferences
were in opposition.

The ITRs revision process escalated over the accompanying non-binding
Resolution 3, which states that ‘all governments should have an equal role
and responsibility for international internet governance and for ensuring the
stability, security and continuity of the existing Internet’ (ITU 2012a). Pro-
ponents of the liberal sphere were concerned that this would increase the role
of the ITU and move internet governance more towards an intergovernmen-
tal model instead of a multistakeholder model (Hill 2013: 325). The process
by which this resolution was adopted is characteristic for the intensity of the
conflict. Although the ITU Secretary-General had assured that no voting
would take place, the conference chair, Mohamed Nasser al-Ghanim, asked
for an informal poll, on which member states used their nameplates to show
whether they agreed or not with the resolution. After a majority of member
states was in favour of the resolution, the chair ruled that it was approved.
Whether this process counted as an official and authoritative vote was
debated until the end of the conference (Maurer and Morgus 2014: 3). This
incident activated the conflict and created concerns with adherents of the
liberal sphere and greatly contributed to the later rejection of the revised
ITRs by 55 countries.

In the end, 89 countries signed the revised ITRs, and 55 countries did not
due to concerns over the ITU’s role in global internet governance and
increased state control over internet content even though there was a
consensus that outdated technical regulations needed to be updated. Adher-
ents to the sovereigntist sphere successfully created a competitive regime,
which entered into force in 2015 for those ITU member states who signed the
revised ITRs. For the non-signatories, the 1988 ITRs are still in force. WCIT-
12 thus led to a fragmentation of internet governance in a specific sector.

V. Divisions over security at UNGGE 2016/2017

Since cybersecurity had become a global concern by 2015, the UN General
Assembly (UNGA) tasked the fifth United Nations Group of Governmental
Experts on Developments in the Field of Information and Telecommunica-
tions in the context of International Security (UNGGE) to write a report on
how international law applies to the use of ICTs by states (UNGA 2015).
The UNGGE was established after a Russian proposal in 2001 and consists
of government representatives. Since 2004, five UNGGEs have convened on
common norms, rules and principles for responsible state behaviour in
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cyberspace. In 2013, the third UNGGE agreed #hat international law, and in
particular the UN Charter, applied to the use of ICTs by states. The fourth
UNGGE of 2015 articulated voluntary and non-binding norms of respon-
sible state behaviour (Tikk and Kerttunen 2017: 11). However, during the
fifth UNGGE in 2017, the working group could not reach a consensus on
how norms of international law apply to cyber operations (UNGA 2017a)
and did not adopt its final report.

The conflict was activated when proponents of the liberal (the US and EU
Member States) and sovereigntist sphere (BRICS, Commonwealth of Inde-
pendent States members and some developing countries) disagreed on a
number of issues. Regarding institutions, adherents of the liberal sphere
wanted to apply existing international law to cybersecurity without creating
a new regime. However, adherents of the sovereigntist sphere preferred a
new binding intergovernmental regime (Tikk and Kerttunen 2017: 16) but
proponents of the liberal sphere were unwilling to initiate such a negotiation
process in the UN (Rodriguez 2017).

Regarding norms, proponents of the liberal and sovereigntist sphere
disagreed on what was concretely meant by the application of existing
international law to issues such as the right to self-defence, countermea-
sures, and humanitarian law (Delerue 2018: 3—4). Adherents of the sover-
eigntist sphere feared that including the right to self-defence would
legitimise retaliation with conventional weapons (Sukumar 2017). Partic-
ularly problematic for them was the formulation in the draft final report
that the malicious use of ICTs by states was the same as an armed attack as
defined in Article 51 of the UN Charter (which justifies self-defence)
(Rodriguez 2017). Some states feared that the US would use such a reading
of international law as a justification to launch retaliatory strikes against
cyberespionage by countries like China (Segal 2017: 7). They also feared
that the reference to countermeasures could recognise the right to recip-
rocate a cyberattack (Sukumar 2017). This would enable sanctions and
punishment while bypassing existing mechanisms, such as the UN Security
Council (Russian Federation 2017). Since the US has superior conven-
tional and cyber capabilities, the inclusion of the right to self-defence and
countermeasures is problematic for sovereigntists (Sukumar 2017). More-
over, they argued that a reference to Article 51 does not send a message of
peaceful settlement of conflict prevention (Rodriguez 2017) since it sug-
gests a legitimation of cyberwarfare. Whether or not these are valid legal
arguments is debatable but they show the high degree of conflict over the
topic of cybersecurity.

These disagreements escalated once some proponents of the sovereigntist
sphere started to retract their support for the applicability of international
law made in previous UNGGEs. This backsliding was not acceptable for
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proponents of the liberal sphere. The US stated that some participants
believed that they are ‘free to act in or through cyberspace to achieve their
political ends with no limits or constraints on their actions’ (Markoff
2017). The diverging views between the two spheres’ adherents proved
to be insurmountable during the fifth UNGGE. The attempt of adherents of
the liberal sphere to consolidate the existing information security regime
failed when no final report was adopted. Likewise, the attempt of adher-
ents of the sovereigntist sphere to shift the regime into their preferred
direction or even creating a new regime failed when the UNGGE did not
reach a consensus. Previously established reports were already fragile
compromises and the chair of the fifth UNGGE, Karsten Geier, even
argued that the establishment of a future UNGGE was unlikely since
‘continuing to do the same thing and expecting a different outcome is a
sign of madness’ (Geier 2018).

The divisions continued when conflicting resolutions by the US and
Russia were both adopted by the UNGA First Committee in 2018. The US
resolution (139 votes) calls for the establishment of a new UNGGE to further
study norms and to discuss how international law applies to cyberspace
(UNGA 2018b). The Russian resolution (109 votes) establishes an open-
ended working group (OEWG) to further develop the norms of the fourth
UNGGE and to discuss models for regular institutional dialogue under the
UN (UNGA 2018a). This recent attempt by the sovereigntist sphere actors to
create an alternative to the UNGGE is a development similar to the WCIT-
12 case. It shows proactive attempts to create a competitive regime with the
support of a considerable amount of countries and to move debates to new
venues (e.g. the OEWG) when they are considered unfruitful in other fora
(the UNGGE). Although the outcome of these developments are not clear
yet, it at least indicates that the conflict between the proponents of the liberal
and sovereigntist sphere over cybersecurity continues.

VI. Norm clash over cybercrime and law enforcement online

Cybercrime has become an increasingly significant global problem and is
addressed by different global and regional institutions, such as the OECD,
the G8, the African Union, or the Arab League. However, the Council of
Europe’s (CoE) (2001) Convention on Cybercrime (Budapest Convention),
in force since 2004, is the only legally binding and arguably most important
international instrument. The CoE is an intergovernmental organisation
focused on human rights, democracy and the rule of law in Europe. It has
47 member states, including all EU member states and Russia. The US and
Canada have observer status. However, the Budapest Convention has
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explicitly been designed to have a global reach and at present has more than
60 parties to the convention, including the US, Canada, and Japan.

While not all CoE member states have ratified the convention, Russia is
the only CoE member to refuse to even sign it, mainly due to concerns about
cross-border law enforcement access during cybercrime investigations (CoE
2001: Article 32b). While the more intergovernmental character of the CoE
should, in principle, find their support, sovereigntists under Russian
leadership attempt to create a competing regime under the auspices of
the UN that reflects a commitment to sovereignty and non-interference
rather than strong human rights protections typical for the CoE. While
Russia has been pushing for an international treaty in the area of cyber
and information security since 1998, for instance at the UNGGE and
other UN fora, these efforts are echoed by all BRICS states. The BRICS
collectively stated after a meeting in late 2017 that they ‘recognize the need
for a universal regulatory binding instrument on combatting the criminal
use of ICTs under the UN auspices’ and ‘acknowledge the efforts of the
Russian Federation’ (BRICS 2017).

Russia activated the conflict by proposing a UN Draft Convention on
Cooperation in Combating Information Crimes (Lavrov 2017; Russian
Federation 2017) at the UNGA in 2017. While this proposal received only
limited attention, a Russian-sponsored resolution, backed by Brazil, China
and South Africa, was adopted with 88 votes in favour in November 2018
(UNGA 2018c). Compared to the Draft Convention, the 2018 resolution is
less ambitious but attempts to re-emphasise the role of the UN, including the
Secretary-General, in the area of cybercrime.

Most parties to the Budapest Convention reject these attempts as unnec-
essary or ‘premature’ (T-CY 2017) in light of the existing framework and the
significant time and effort necessary to negotiate a new agreement on the
global level. The 2018 resolution was severely criticised by the US represen-
tative for its attempt at ‘politicizing, polarizing and undermining’ existing
policies (US Department of State 2018). In response to criticism of the
exclusive negotiation framework of the CoE as a European institution, the
CoE makes strategic efforts to appeal to particularly countries of the Global
South through outreach and capacity-building projects.

With regard to norms, the Russian-led efforts emphasise a commitment to
cyber sovereignty, territorial integrity and non-interference. For instance,
Russian Foreign Affairs Minister Lavrov (2017) referred to a UNGA Reso-
lution (2017b) emphasising the right to non-interference and the rejection of
extraterritorial use of national laws, which echoes criticisms of other sover-
eigntists. In contrast, proponents of the liberal sphere have voiced concerns
about potential attempts to induce state control over the internet via a global
treaty (UNGA 2016). Whereas human rights online, such as freedom of
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speech or freedom of opinion, are prominently mentioned in the Budapest
Convention, they have a limited role in the Russian proposals or in the
cybersecurity strategies of the Shanghai Cooperation Organization (SCO)
or China and are replaced by references to ‘stability and security of society’ or
the need for sovereignty (China 2017: Preamble). This conception of ‘content
as threat’ for the internal stability of a country (Nocetti 2015: 116; Palfrey
2010) has been promoted increasingly since the Arab Spring by authoritarian
countries. Liberal states consider these efforts as a “Trojan horse’ (Ebert and
Maurer 2013: 1055) to introduce content control and thus circumvent
constitutionalist principles. This also decreased support from the democratic
countries among the sovereigntists. This conflict is still ongoing.

VII. Conclusion

In this article, we analysed conflicts over norms and institutions in the field of
internet governance. Beyond a multiplicity of seemingly unrelated issues,
there is an overarching conflict between two fundamentally different views
with different social purposes, institutional structures and specific norms
(see Table 2 for an overview of our empirical findings). As internet gover-
nance is by and large not strongly legalised, this conflict rarely, and in
contrast to other contributions to this Special Issue (see e.g. Moe and Geis,
this issue; Krisch et al., this issue), involves collisions of legal norms from
different established spheres of authority. Rather, it is in many instances not
yet established which norms apply to which issue of internet governance. The
UNGGE even debated whether international law was applicable at all. In this
situation of normative uncertainty and rapid development, two distinct
groups tried and are still trying to establish the applicability of specific norms
to particular policy problems. In doing so, they draw on different sets of
norms emanating from different institutions, the liberals typically from the
area of human rights, the sovereigntists usually referring to non-interference
and the collective rights of societies.

The polycentric nature of internet governance (Scholte 2017), charac-
terised inter alia by a low degree of legalisation, the lack of a strong core
institution or formalised dispute settlement, in contrast to other areas, such as
world trade (see Gholiagha et al., this issue), and the rapid multiplication of
formal and informal venues for dealing with internet governance, are factors
that could have contributed to a quick fragmentation of internet governance.
However, we find little fragmentation. Only one case can be interpreted as
such. In the WCIT-12 case on the revision of the International Telecommu-
nication Regulations (ITRs), a massive sovereigntist attempt at regime shift-
ing was rejected by the adherents of the liberal sphere and led to the creation
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of a competitive parallel regime. The creation of the open-ended working
group (OEWG) by Russia in 2018 shows the resolve of the sovereigntists but
it is too early to assess whether this is a permanent fragmentation.

The underlying conflict between two spheres of authority is not limited to
the four cases analysed here. Instead, these cases are indicators of a broad
sovereigntist endeavour to challenge the existing internet governance norms
and institutions and to shape an emerging and therefore still malleable field.
There is a plethora of other examples of this conflict. For instance, Russia
proposed a Convention on International Information Security in 2011
(Russian Federation 2011). Similarly, Shanghai Cooperation Organization
member states promoted a Code of Conduct for Information Security at the
UNGA in 2011 and 2015 (China et al. 2011, 2015). Furthermore, China
organised an annual World Internet Conference (WIC) in Wuzhen, focused
on creating global internet governance norms.

However, the liberal sphere is not only challenged from outside but also
from within. Particularly after the Snowden revelations in 2013, conflicts in
areas such as data privacy or the domain name system have challenged the
hegemonic influence of the US Government and of US companies. For
instance, Brazil aimed to create a new multistakeholder forum on internet
governance and hosted a first meeting in 2014. However, despite backing
from other actors in the liberal sphere, the NETmundial Initiative failed. The
TANA transition between 2014 and 2016, which terminated the exceptional
role of the US in global Internet infrastructure, was a response to criticism of
US hegemony from both liberal and sovereigntist proponents. However,
these challenges do not necessarily result in a weakening of the liberal
sphere. As also demonstrated by Scholte (2018) the IANA stewardship
transition actually resulted in a manifestation of, for example, the position
of the US government and the (liberal) multistakeholder community. The
liberal sphere adapts or even strengthens by reacting to challenges and thus
prevents a fragmentation of internet governance. However, the liberal
sphere suffers from two inconsistencies: (1) the weakness of political author-
ity, and (2) domestic stability and security.

First, there is a strong reliance of the liberals on private self-regulation,
soft law and discursive multistakeholder processes rather than on public
international law. As a result, the liberal sphere is strong in technical
authority but weak in legitimate political authority. The need for the latter
is, however, increasingly felt with internet governance gaining increasing
domestic political and economic importance. Particularly US technology
companies have embraced a more proactive role, in some instances effec-
tively pushing for or challenging governmental practices by positioning
themselves as competing power centres or ‘Digital Switzerlands’
(Eichensehr 2019) in the liberal sphere. Tellingly, a proposal by a private
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firm (Microsoft) to adopt a ‘Digital Geneva Convention’ as a classical
international law treaty dealing with cyberwarfare is seen with great reserve
by Germany, a state which is usually a staunch supporter of multilateralism
and international law. Particular developing countries criticise these efforts
to keep the dominant liberal sphere under-legalised and under-
institutionalised and thus dominated by large Western powers and large
Western firms. This is also seen as a refusal of formalised specific rights and
obligations, which are characteristic of the very idea of constitutionalisation
(Fischer-Lescano 2016).

Second, the liberal attitude towards internet-based communication as a
threat to domestic stability is changing. For a long time, the liberals have
regarded this argument as a Trojan horse for strongly illiberal and undem-
ocratic tendencies justifying internet shutdowns and censorship. Yet, for
sovereigntist (and often supported by developing countries), the current
configuration of norms and institutions is another instance of how a small
number of Western states shapes and dominates institutions and rules with a
global reach. Their core argument is that the current system for internet
governance is deeply intrusive into legitimate domestic social purposes and
domestic laws. Even among Western states, there is an increasing tendency
to introduce legislation aimed at manifest violations of domestic criminal
law, combating terrorist propaganda and disinformation, most notably
when it interferes with elections, and export of dual-use technologies. The
concerns of the liberal sphere in this respect sound increasingly similar to
those of the sovereigntists. This weakens the liberal resistance against
limitations of freedom of expression in the name of legitimate domestic
concerns.

More recently, particularly the EU but also emerging powers have increas-
ingly diverged from the current weak legalisation and constitutionalisation,
which have raised the question whether there is a ‘third way’ between a
‘Californian’ and a ‘Chinese cyberspace’ as French President Macron put it
during the 2018 IGF. Although it is too early to make a decisive call on this
issue, we argue that it is more likely that the liberal sphere will accommodate
requests for stronger internet regulation and a more proactive role of the
state because this would not violate its normative core but allow the liberal
sphere to remain dominant. Other liberal states, such as the US or
New Zealand, are also facing increased internal contestations of their
current internet policies and face public debates about, for example, hate
speech, competition, data privacy, or intermediary liability (Frosio 2018).
However, conflicts within the liberal sphere are likely to increase as the
current US administration has in some areas worked against this trend, for
example by dismantling net neutrality rules, refusing to join the widely
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supported Paris Call for Trust and Security in Cyberspace, or in recent
attacks on French proposals for digital taxation.

Nevertheless, the concept of spheres of authority allows for these gradual
shifts in constellations of actors, policy preferences and motivations for
regulation, as long as the spheres are still meaningfully distinguishable from
each other. Hence, the changing shape of spheres is not a new phenomenon.
For example, early libertarian positions of internet pioneers have been
abandoned once the internet became larger in scale and scope and China
has remarkably expressed its support for the multistakeholder organisation
ICANN, despite recent efforts to subject domain name registration to
governmental licensing. As argued in the previous section, security concerns
are an important driver for these changing constellations of the liberal
sphere. External shocks such as terrorist attacks in Christchurch increase
the demand for state regulation and the liberal sphere adjusts accordingly,
creating new opportunities for sovereigntist challengers to shape global
internet governance debates. Hence, the conflicts over adequate internet
governance institutions and norms are ongoing, transforming and unlikely
to be resolved in the future.
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