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Abstract

Objective: As posthumous data use policy within the broader scope of navigating postmortem
data privacy is a procedurally complex landscape, our study addresses this by exploring patterns
in individuals’ willingness to donate data with health researchers after death and developing
practical recommendations. Methods: An electronic survey was conducted in April 2021 among
adults (>18 years of age) registered in ResearchMatch (www.researchmatch.org), a national
health research registry. Descriptive statistics were used to observe trends in, and multinomial
logistic regression analyses were conducted at a 95% confidence interval to determine the
association between, willingness to donate some, all, or no data after death with researchers
based on the participants’ demographics (education level, age range, duration of using online
medical websites, and annual frequency of getting ill). Results: Of 399 responses, most
participants were willing to donate health data (electronic medical record data [67%],
prescription history data [63%], genetic data [54%], and fitness tracker data [53%]) after death.
Among 397 respondents, we identified that individuals were more likely to donate some data
after death (vs. no data) if they had longer duration of using online medical websites (adjusted
relative risk ratio = 1.22, p = 0.04, 95% CI: 1.01 to 1.48). No additional significant findings were
observed between willingness to donate all, some, or none of their data after death and other
demographic factors. Conclusions: Engaging patients in online medical websites may be one
potential mechanism to encourage or inspire individuals to participate in posthumous data
donation for health research purposes.

Introduction

Today, in the 21 century, participation in the digital economy is not only commonplace, but
also necessary for the majority of the population to engage in their day-to-day livelihoods. From
searching the internet, using self-monitoring devices (i.e., wearables and fitness trackers),
engaging on online banking, obtaining genetic ancestry test results, seeking medical care online,
connecting on social media, online purchasing, ride-sharing, sending email and text messages,
and more, the likelihood of data being stored in online accounts and individuals participating in
the digital economy or development of digital assets at any age today is high. Therein lies both a
concept and practice of data ownership and individual autonomy to donate data for various
causes or initiatives, such as health research, during life and/or death. Those who make decisions
regarding the collection and subsequent use(s) of individuals’ data upon their death, or
posthumous data use within the broader scope of postmortem data privacy and discretion, must
navigate a procedurally complex landscape [1-5]. Namely, decision-makers seeking to advance
health care via secondary research (i.e., medical product research and development, comparative
effectiveness research, observational research, etc.) using a wide variety of data would find it
critical to promote both an understanding of and solutions to either common or unique
challenges in accessing posthumous data.

For instance, decision-makers must consider existing and applicable data privacy law, review
available decisions made in related cases that have been presented in arbitration or the court of
law, and determine what is in the best interest and well-being of decedents’ surviving family
members or life/care partners [6]. Within the United States (US), the Health Insurance
Portability and Accountability Act (HIPAA) protects individuals’ personally identifiable health
information or data derived from health care settings for 50 years after death [7,8]. Likewise, the
European Convention of Human Rights also protects the confidentiality of persons’ medical
information upon death [9]. Yet, lessons learned from the legally contested commercialization
of Henrietta Lacks’ immortal cancer cell line, an event that predates HIPAA, and use cases
surrounding HIPAA limitations and other legal paradigms, or lack thereof, concerning data
send an important message [7,10,11]. That is in addition to procedural considerations, such as
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privacy boards being capable of granting a waiver of authorization
for accessing decedent data on a case by case basis without prior
authorization (under Section 164.512 of the Privacy Rule in the
US). Today’s general lack of comprehensive, or the current
presence of outdated, posthumous biobank and data use consent
practices for health research are thus a potential blind spot in data
use policy today, contributing to the growing importance of
understanding the ethical implication surrounding individuals’
willingness to share or allow sharing and use of their individual
data postmortem.

The amount of data related both directly and indirectly to
health, and generated and/or stored within or outside of traditional
health care settings, is unprecedented. Resulting are concerns
about the sufficiency of data privacy and human subjects research
protection laws, if any, to reach beyond enterprise terms of service
agreements and protect against potential misuses of individual-
level data of the deceased. Comprehensive laws such as the 2014
Uniform Fiduciary Access to Digital Assets Act (UFADAA;
including its revision called RUFADAA) legally provide data
subjects and their fiduciaries ownership and dictation rights over
digital assets in the event a data subject or owner dies or becomes
incapacitated [12]. Yet, privacy law protections are limited or
uneven at best. For instance, the European General Data
Protection Regulation does not apply to deceased individuals
and the new Washington My Health My Data Act in cases of
deceased individuals [13,14]. One legal scholar noted that the
California Consumer Privacy Act “CCPA stops short of
empowering the personal representatives of decedents to exercise
control over personal data according to the decedent’s wishes [1].
Lastly, the US Common Rule does not consider research involving
deceased individuals as human subjects research (must be a “living
individual; 45 CFR 46.102[el]) and thus does not require
institutional review board oversight of research involving
exclusively deceased individuals [15].

A systematic review shows that individuals and their relatives,
who might serve as personal representatives, are willing to share
data with health researchers when given sufficient opportunities,
within or outside of legal processes, to plan for and dictate uses of
their data assets before becoming deceased [16]. Further insights to
help navigate this legally and procedurally complex frontier are
necessary to drive innovative and trustworthy data-driven health
research and reduce risk of data misuse for deceased individuals
and their families, former caregivers, etc. In this paper, we report
findings from a national survey eliciting individuals” willingness to
donate various amounts of data across several sources after death
with health researchers. We also evaluate how demographic factors
might influence individuals’ willingness to donate data after death.
When considered alongside current and emerging evidence, policy,
and commentary, our present findings will be useful to researchers,
practitioners, and data subjects seeking to make immediate
decisions about and/or collaborate on the development of policies,
consent tools, and/or practices focused on posthumous data use
within the broader scope of postmortem data privacy.

Methods
Survey development, validation, and distribution

The survey was developed, validated, and distributed in April 2021
and as described in detail in our prior work [17,18]. The survey was
made available to participants, who agreed to be contacted, using
online Qualtrics software. Survey participants aged 18 years and
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older were identified and contacted online using the
ResearchMatch online platform, a “disease-neutral, Web-based
recruitment registry to help match individuals who wish to
participate in clinical research studies with researchers actively
searching for volunteers throughout the US.”

Response data collection and analysis

This analysis centers on participant responses based on four
demographical items (independent variables) and two items
focused on willingness to share sources of data with researchers
(dependent variables). The present analysis centers on
ResearchMatch participants who fully completed and submitted
the survey online via Qualtrics (including completed surveys with
items containing no responses. A Qualtrics software tool was used
to calculate an ideal sample size (n=384) needed to survey to
achieve results that are representative at a 95% CI; 5% margin of
error based on the then-total number of participants within
ResearchMatch registry (n = 148,090 as of April 2021). To observe
the association between willingness to donate data after death and
demographic variables, we fitted multinomial logistic regression
models using each willingness to donate real-world data after death
outcome as a dependent variable (no data, some data [willing to
donate data from at least one source], or all data [willing to donate
data from every source]). Results from a recent systematic review
and a survey study each showed that age, income level, and
education level are the strongest predictors of online or digital
footprint activity.[19,20] Therefore, independent variables
assessed in our present survey were education level, age range,
duration of using online medical websites, and annual frequency of
getting ill (see Table 1). Results were reported as unadjusted and
adjusted relative risk ratios (RRRs) with 95% confidence intervals
(excluding “Unsure” responses to willingness to donate after death
and demographic questions from our analysis due to lack of
meaningful interpretation). Descriptive analyses were conducted
using Microsoft Excel and all logistic regression analyses were
conducted using Stata version 17.0 Standard Edition.

Ethics review, oversight, and approval

ResearchMatch is a registry and collaborative project that is
maintained at Vanderbilt University and overseen by the
Vanderbilt University Institutional Review Board. The present
study was reviewed and approved by the Ohio University
Institutional Review Board under protocol #20-E-457 and
Harvard Pilgrim Health Care Institute Institutional Review
Board under protocol #1687515-2 as exempt under review
(category 2). ResearchMatch participants’ completion of the
survey implied their formal written consent to engage in the
survey.

Results
Overall participant characteristics

Overall participant characteristics were as described in our prior
work [17,18]. Among 470 participants who initiated the survey,
402 completed and submitted at least one response to the survey
questions (86% completion rate). An overall majority of the survey
participants were over the age of 21 (99%); held either some
college/associates/trade school, a bachelors’ degree, or masters’
degree (87%); used online medical websites for 7 years or more
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Table 1. Demographic variables (age range, education level, duration of using
online medical websites, and annual frequency of getting ill) and willingness to
donate specific real-world data sources after death

Demographic variables

Education levels Age ranges (years)

+ High school « 18 to 30 (Under 30)
» Some college/associates/trade « 31to 40
school « 41 to 50
+ Bachelors « 51 to 60
» Masters « Over 60
+ Doctorate or other terminal
degree

Duration of using online medical
websites (years)

Annual frequency of getting ill

+ Never « Less than 1
« Less than 1 «2to3
«+2to3 «4to6
«4to5 e 7to 10
+6to7 « More than 10

+ More than 7

Real-world data sources (willingness to donate none, some, or all)

Social media data

+ Facebook data

» Twitter data

+ Instagram data

+ Snapchat data

+ Yelp reviews and ratings

Health data

« Fitness tracker data (FitBit, Apple
watch, etc.)

Online browsing or streaming data
« Music streaming data (Spotify,
Pandora, etc.)
« Google search history
Financial data
« Online purchase history
(Amazon, Target, eBay, etc.)
« Tax records and income history
« Credit card statement data
« Prescription history (CVS, Location data
Walgreen’s, etc.) « Ride-sharing history (Uber, Lyft,
« Electronic medical record data etc.)
+ Genetic data (23andMe, etc.) « Geolocation (GPS from your
Direct communication data phone or computer) data
« Text message and phone calldata  Voting history data
+ Email History (Gmail, Yahoo,
Comcast, Verizon, etc.)

(56%); and reported an annual frequency of getting ill of six
occurrences or less (94%).

Willingness to donate data after death

Among participants who indicated willingness/unwillingness to
donate data after death (n=397), regardless of demographic
details provided, 7.3% (n = 29) were willing to donate all data, 86%
(n = 342) were willing to donate some data, and 6.5% (n = 26) were
unwilling to donate no data after death (see Table 2; note for
annual frequency of getting ill, none of my data is [# =28] and
some of my data [n=341] differ due to a lesser number of
responses to this demographic question). Among 399 participants
indicating willingness to donate data by data type, most were
willing to donate health data (electronic medical record data [67%],
prescription history data [63%], genetic data [54%], and fitness
tracker data [53%]) after death (see Figure 1). Few participants
were willing to donate Snapchat data (18%), credit card statement
data (19%), tax records and income history data (21%), ride-
sharing history (22%), and Twitter data (23%) after death.
Across all responses to the demographic questionnaire
(n =400, duration of using online medical websites; n =396, age
range; n = 398, annual frequency of getting ill; n = 400, education
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level), we evaluated the relationship between participants’ will-
ingness/unwillingness to donate data after death and each
demographic variable. Among participants indicating willingness
or unwillingness to donate data after death (n=397), most
participants (>67%) were willing to donate some of their data after
death. Less than 22% of participants across all demographic
categories/subcategories were unwilling to donate any of their data
and <11% were willing to donate all of their data after death levels
(see Table 2 and corresponding Figure 2). Interestingly, all (100%)
of participants with an annual frequency of getting ill of 7 to 10
years were willing to donate some of their data after death,
compared to 80% of participants with an annual frequency of
getting ill of 4 to 6 years.

We identified that individuals were more likely to donate some
data after death (vs. no data) if they had longer duration of using
online medical websites (adjusted RRR=1.22, p=0.04, 95%
confidence interval [CI]: 1.01 to 1.48 see Table 3). Among
individuals willing to donate some data after death and had more
than 2 years of using online medical websites, they were more likely
to donate health data (electronic medical record data; prescription
history data; genetic data, and fitness tracker data; supplement
Table 1), similar to the overall participant population (Figure 1).
No additional significant findings were observed between willing-
ness to donate all, some, or no data and other demographic
variables.

Discussion

This study is the first to explore a national sample of
ResearchMatch participants’ willingness to donate data after death
with researchers. This is a timely exploration of adults’ preferences
to share data after death with health researchers who are working
towards improvement in the standard of care, developing new or
optimize current treatments with precision medicine applications,
and/or building our generalizable knowledge about health and
disease in the real world.

Tang et al. have defined “online medical websites” as popular
forms of public health service products that can “address patients’
basic medical problems remotely and give health guidance
online [21]. That is, online medical websites are a common and
convenient source of authoritative health-related guidance in
online environments. Our finding that individuals who increas-
ingly participate in the use of online medical websites are
significantly more willing to donate some data posthumously
could therefore be related to the availability of on-demand,
convenient, and perhaps trusted health education to internet users
and resulting health literacy [22].

Given our findings, we suggest that individuals engaging in
online medical websites could be empowered with tools to
communicate and (pre)specify which data they wish to donate and
with whom after death. This is especially true and important to
help navigate individuals’ personal preferences to share data (or
not share data/be forgotten without digital resurrection) after
death amid complex privacy and tort laws, research enterprise
regulations, and potential family and other surviving caretaker
concerns and needs [23]. Further work might explore whether
individuals within online communities might be more willing to
donate data to health researchers once the individuals are deceased.
Such studies might be useful for researchers who use online
mechanisms to engage and educate individuals, prior to and during
their engagement in health research, about how their data can be
safely processed and/or used upon death during a study. Also,
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Table 2. Table summary of participants’ willingness to donate none, some, or all data after death per reported duration of using online medical websites, age range,

annual frequency of getting ill, and education level

Duration of using online medical websites (years), n = 369*

Willingness to donate data after Less than 1 4to5 6to7
death* (hn=18) 2to3(n=236) (n=53) (n=38) More than 7 (n=224)
None of my data (n = 29) 22% 8% 9% 8% 5%
Some of my data (n=342) 67% 83% 79% 89% 89%
All of my data 11% 8% 9% 3% 6%
(n=26)
Age range (years) n =400
30 and under 31 to 40 41 to 50 51 to 60 Over 60

(n=164) (n=78) (n=>57) (n=71) (n=126)
None of my data (n = 29) 8% 12% 5% 7% 6%
Some of my data (n=342) 88% 82% 84% 90% 84%
All of my data 5% 5% 9% 3% 10%
(n=26)

Annual frequency of getting ill, n =398
Less than 1 2to 3 (n=149) 4to6 7to 10 More than 10

(n=193) (n=35) (n=5) (n=16)
None of my data (n = 28) 8% 5% 14% 0% 0%
Some of my data (n=341) 83% 89% 80% 100% 94%
All of my data 8% 5% 6% 0% 6%
(n=26)

Education level n =400
High school Some college/ Bachelors Masters Doctorate or other terminal
(h=12) associates/ trade (n=138) (h=117) degree
school (n=35)
(n=298)

None of my data (n = 29) 8% 5% 10% 6% 6%
Some of my data (n=342) 83% 88% 81% 87% 91%
All of my data 8% 6% 8% 6% 3%
(n=26)

*Respondents who indicated “Unsure” for willingness to donate data after death (n =3), and “Never” (n=5) and “Unsure” (n = 26) for duration of using online medical websites are excluded

from this table summary.

given that our study did not explore associations between the
combined effects of duration of using online medical websites and
sex/gender or racial/ethnic identity on willingness to share
posthumous data, emerging evidence suggests that this research
is warranted [24].

Although little to no empirical studies have been published on
the topic of posthumous data donation, our findings can be
compared to a few. For instance, one recent patient survey study,
conducted in an emergency room setting, found that most
participants (65%; n=160) expressed willingness to share data
from at least one digital data type listed in their survey after death
[25]. This finding is consistent with our finding that most
participants (>67%) across all demographic categories were willing
to donate some of their data with researchers after death. This same
study also found that over 70% of its participants were willing to
donate prescription history, electronic medical record, wearables,
genetic, and Facebook data [25]. Their findings largely concur with
our present study findings, except we found that less than 50% of
participants indicated willingness to donate Facebook data after
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death (see Figure 1). Therefore, future work might explore the
potential impact of surveys conducted among patients or
participants within emergency room settings versus online settings
to evaluate willingness to donate data after death.

Research and commentary are emerging with discussions on
posthumous data donation for secondary research purposes and
data use consent strategies. This includes but is not limited to work
describing meta-consent versus potentially controversial uses of
broad consent, use of data without consent when considered
ethically or morally permissible, and “contextual exceptionalism”
that would require evaluating uses of data from deceased
individuals on a case-by-case basis by research ethics committees
[26-28]. Such work can be useful for practicing researchers and
research oversight boards to identify or develop best practices and
consent tools, especially in cases where postmortem data privacy
laws might be either nonexistent or vague in covering a wide range
of data sources used for research purposes.

For example, commentary highlighting consent models that
protect the interests of data subjects, giving them opportunities to
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Snapchat data 18%
Credit card statement data 19%
Tax records and income history 21%
Ride-sharing history (Uber, Lyft, etc.) 22%
Twitter data 23% (Quartile 1)
Yelp reviews and ratings 24%
Geolocation (GPS from your phone or computer) data 25%
Text Message and Phone Call Data 25%
Instagram data 27%
Email History (Gmail, Yahoo, Comcast, Verizon, etc.) 28% (Quartile 2)

Voting history HE — —————— 32,
Music streaming data (Spotify, Pandora, etc.) EE .-—— 339
Google search history 36%
Online purchase history (Amazon, Target, Ebay, etc.) - —— 339 (Quartile 3)
Facebook data I —— 33
Fitness tracker data (FitBit, Apple Watch, etc ) 53%
Genetic (23andMe, etc.) data  /— 54%
Prescription history 1 (; 3 )

Electronic medical record data . (7 T

0% 10%  20%  30% 40% 50% 60% 70%  80%

Figure 1. Participant willingness to donate data on social media, health, direct communication, online browsing or streaming, financial, location, and voting history data after
death (n=399).

Duration of using online medical
websites Age range Annual frequency of getting ill Education level
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Figure 2. Graphicalillustration of participants’ willingness to donate none, some, or all data after death based on duration of using online medical websites (n = 400), age range
(n=400), annual frequency of getting ill (n=398), and education level (n =400).

expressly opt-out of or opt-in to research using their data upon  practice to broad consent, a more controversial alternative, for data
their death, are useful to develop checklists, forms, and other  use after death [26]. That is, the practice of meta-consent provides
working documents to support the practice of protecting the  data subjects with opportunities to indicate or design how, when,
interests and autonomy of data subjects. Meta-consent is one such  and whether they would like to be approached for data use consent.
consent model highlighted as a potentially useful alternative in ~ Under the meta-consent model, individuals could specify research
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Table 3. Results from multinomial logistic regression assessing participants’ willingness to donate data after death

Demographic category

Unadjusted RRR 95% Cl P value Adjusted RRR 95% Cl P value
Willingness to donate some data (n = 342) versus no data (n =29)
Age 1.14 0.88 to 1.46 0.32 1.10 0.84 to 1.43 0.49
(n =400)
Education level 1.04 0.71 to 1.52 0.85 0.95 0.63 to 1.43 0.81
(n =400)
Duration of using online medical websites (n = 400) 1.22% 1.02 to 1.47* 0.03* 1.22* 1.01 to 1.48* 0.04*
Annual frequency of getting ill? 1.16 0.75 to 1.81 0.50 1.16 0.73 to 1.85 0.52
(n=398)
Willingness to donate some data (n = 342) versus all data (n = 26)
Age 0.87 0.65 to 1.13 0.28 0.84 0.63 to 1.11 0.22
(n=400)
Education level 1.15 0.77 to 1.72 0.50 1.14 0.76 to 1.72 0.53
(n=400)
Duration of using online medical websites 111 0.91 to 1.37 0.31 113 0.91 to 1.41 0.26
(n=400)
Annual frequency of getting ill* 121 0.75 to 1.94 0.43 1.18 0.74 to 1.90 0.50
(n=398)
Willingness to donate all data (n = 26) versus no data (n =29)
Age (n = 400) 1.33 0.92 to 1.91 0.13 1.31 0.90 to 1.92 0.16
Education level 0.90 0.53 to 1.54 0.71 0.83 0.48 to 1.45 0.52
(n = 400)
Duration of using online medical websites (n = 400) 1.10 0.85to 1.42 0.48 1.08 0.82 to 1.42 0.59
Annual frequency of getting ill? 0.96 0.51 to 1.80 0.91 0.99 0.52 to 1.87 0.96

(n=398)

*significant (p <0.05)

2None of my data is n =28 and some of my data is n =341 due a lesser number of participant responses to this demographic question. CI: Confidence Interval, RRR: Relative Risk Ratio.

terms, conditions, and contexts (i.e., donation of some, all or no
data from one or more data sources to evaluate specific research
questions) in which they would consent to the posthumous use,
nonuse, or deletion of their personal data.

One recent study that surveyed 100 nonfederal acute care
hospital websites to explore whether their privacy policies
accurately disclose their use of third-party tracking technologies
[29]. The study found that 96.0% of hospital websites had at least
one third-party data request and 86.0% had at least one third-party
cookie (n=100); although, among the 71 accessible privacy
policies found only 40 (56.3%) specifically named third-party
companies receiving user data [29]. Therefore, our study, among
others, indicates that there are opportunities for health systems,
medical journal publishers, and others to determine best practices
to safely, creatively, accessibly, and purposefully engage patients in
health systems’ online medical websites for educational purposes
[30-33]. Doing so might encourage or inspire individuals to
expressly engage in posthumous data donate for health research
purposes.

For instance, online medical websites could be developed in
ways that might address popular and/or identified reasons for
health information seeking behaviors among demographically and
geographically diverse populations (i.e., private self-screening,
caregiving, learning about clinical trials, creating and/or sharing
new information for others, etc.) [33-35]. Owners of websites with
moderate to high user activity, or website owners seeking to build
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towards moderate to high activity, might do so with our present
findings in mind. That is, to explore opportunities to develop or
embed tools that help prospective study participants connect with
researchers and/or opt-in to receiving notifications about
opportunities to participate in data-driven research.

Our study is accompanied by general limitations, some of which
have been mentioned in our prior publications [17,18]. For
instance, our study sample was derived from ResearchMatch, a
platform that uses a meta-consent model to directly reach and
engage a population that is likely inclined to engage in data sharing
for research. Future work should explore the validity of our key
findings among other representative samples of the US population.
Also, given that none of our survey respondents with an annual
frequency of getting ill at 7 to 10 indicated a willingness to share
neither all or none of their data after death, further work could
explore this particular sub-demographic to either confirm or
gather further qualitative context around this finding.

Lastly, our survey allowed participants to indicate their
willingness to share “Genetic data (23andMe, etc.)' without
specifically indicating whether that entails DNA sequencing
results, health, and/or ancestry information. Future work should
explore this in greater detail to assess individuals” willingness to
share certain forms or interpretations of their genetic data as well
as their relevant data privacy or use consent concerns, if any,
concerning themselves and/or their relatives (biological or
nonbiological).
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Conclusion

Navigating the procedurally complex landscape of postmortem
data privacy and within the data-driven health research landscape
warrants the need to explore patterns in individuals’ willingness to
donate data with health researchers after death and development of
practical recommendations. Our study shows that not only are
individuals likely willing to donate health data after death; people
are more likely to donate some data after death as they have greater
years of using online medical websites. Therefore, our study
provides useful insights into how a nationally representative
sample of ResearchMatch participants are willing to donate data
after death with researchers, which is one route to help guide this
complex landscape. Likewise, our findings are useful to those
exploring opportunities and strategies to safely and meaningfully
engage individuals with online health information seeking
behaviors in data-driven health research, both actively and
posthumously.
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