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Abstract

Quantum computers hold significant promise for peaceful applications, but one of the more
immediate potential applications is breaking of public key encryption technologies. This poses
significant risks to the information security of global digital infrastructure in a broader sense.
At the same time, the development of quantum computing is a quintessentially scientific
undertaking. There is a tension in the scientific freedom required to develop these technologies,
and the measures to mitigate the risks associated with quantum computers. Policy for resolving
this tension must be in line with the human right to science, read together with the right to
privacy and the right to freedom of expression. In this article, I apply these rights to the
development of quantum computing to provide guidance for government policy on quantum
computing. I conclude that states must create the conditions for scientific research to flourish,
even if this research may carry significant societal risks. This applies also to research and
development of quantum technologies. In the context of quantum computing, this primarily
means investing in the development and uptake of alternative encryption technologies which
are resistant to attacks by quantum computers. It also means regulating the use of these
technologies for applications which are undesirable.

Introduction?

Quantum computing is a multi-purpose technology. Quantum computers hold significant
promise for peaceful applications, in domains such as logistics, finance and medicine. But one of
the more immediate potential applications, should quantum computers become sufficiently
powerful, is the breaking of public key encryption technologies. That’s an application which is
mostly useful for governments in their intelligence gathering activities, activities which are
strongly related to the military domain. It’s also an application which poses significant risks to
the information security of global digital infrastructure in a broader sense. Given the potential
risks of this technology, it makes sense to determine which policies - rules or otherwise — are
needed to shape the development of quantum computing.

One simplified way of determining these rules, is by balancing the opportunities associated
with these technologies with the risks. But this assessment is complicated by the fact that the
development of quantum computing is a quintessentially scientific undertaking: getting these
machines to work at scale requires an intricate understanding of physical effects at quantum
level, combined with technologies which can sense and manipulate reality at that level. Insights
from this research may lead to spin-offs which have little to do with quantum technologies, and
with benefits that are difficult to calculate. Moreover, the development of science very much
depends on the freedom of scientists, to choose what to focus on, to collaborate and to share
knowledge.

There’s an obvious tension in the scientific freedom required to develop these technologies,
and the measures which may be contemplated to mitigate the risks associated with quantum
computers. For example, quantum computer-related export controls could limit the risks posed
to digital infrastructure, but these measures also impact international collaboration. One
important question is how this tension can be resolved when devising policy on quantum
computing. I explore this in this article.

One aspect of this answer lies in the application of the human right to science, read together
with the right to privacy and the right to freedom of expression. In this article, I apply these
rights to the development of quantum computing to provide guidance for government policy on
quantum computing. First, I shortly discuss quantum computing, the risks of breaking public
key encryption and the scientific nature of the development of this technology. Then I discuss
the human rights framework, focusing on the European Convention for Human Rights
(the Convention), the European Union Charter of Fundamental Rights (the Charter) and the
Covenant on Economic, Social and Cultural Rights (the Covenant). Finally, I then apply this
framework to the development of quantum computing, and draw lessons for other contexts.

Elements of this work are part of a PhD which was defended in October 2022 (van Daalen, 2022).
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The main answer to the question is that the right to science, read
together with the right to privacy and the right to freedom of
expression, imposes on governments’ two obligations. First, states
must create the conditions for scientific research to flourish, even if
this research may carry significant societal risks. This applies also
to research and development of quantum technologies. But states
must at the same time take measures to mitigate the risks involved
in these activities. This sometimes means developing “counter”-
technologies. In the context of quantum computing, this primarily
means investing in the development and uptake of alternative
encryption technologies which are resistant to attacks by quantum
computers. It also means regulating the use of these technologies
for applications which are undesirable.?

Quantum computing is a multi-purpose technology, which
can also break public key encryption

Quantum computers have long remained a theoretical possibility
envisioned by scientists, not a thing which actually works. But even
when these technologies were still vapourware, experts agreed that
ifit worked, it could be used for a number of applications. Feynman
in the eighties of the last century suggested that it could be used to
simulate physics.? Since this would allow for much more efficient
chemical engineering, it could lead to breakthroughs in medicine,
fertilisers, batteries. The other potential use lies more in the realm
of mathematics, namely to compute discrete logarithms and
factoring. This could be used in domains such as finance and
logistics.®

And one concrete application of quantum computers in this
domain is the breaking of public key encryption. This is based on
an invention of an algorithm by mathematician Peter Shor in
1994.% This algorithm makes it possible to quickly calculate the
private encryption key on the basis of a public key, if the quantum
computer has a sufficient size, something which is currently
impossible with classical computers. The breaking of public key
encryption is one of the main reasons why governments are
investing much time and resources into the development of
quantum computers. The inventor of the keybreaking algorithm,
Shor, even predicted that “[i]f the only uses of quantum
computation remain discrete logarithms and factoring, it will
likely become a special-purpose technique whose only raison d’étre
is to thwart public key cryptosystems.””

Still, the impact of breaking public key encryption technologies
with quantum computers does not immediately lead to the world’s
information becoming transparent to everyone with an internet
connection. Most importantly, only a select few will initially have
access to a sufficiently powerful quantum computer, if only
because there will be very few working quantum computers at first.
Given the primary application of these computers — namely
codebreaking - it is likely that these will include governments.
A government can own the computer directly, for example if it was

2yan Daalen (2022).

3Feynman (1982, 1986).

“See e.g. Hoofnagle and Garfinkel (2021), Budde and Volz (2019), Evers et al. (2021),
Choi (2021) and Choi (2022).

5See for an overview, e.g., Herman et al. (2023).

5Shor (1994, 1997). As as sidenote, another algorithm was developed around that
time which could also speed up the breaking of symmetric algorithms, but the
efficiency gains are not as spectacular, and the impact is therefore deemed to be
limited, so this will receive no further attention in this contribution.

"Shor (1994, 1997).
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developed by the intelligence agency, or, if it was developed by a
private company, it can enlist the computer for these purposes.

Having access to these machines is, however, not enough: you
also need access to the information which you want to decrypt.
This means you will have to be able to intercept communications
flowing over the internet (or other networks), or access information
stored on servers (to the extent that these are encrypted with
public key encryption technologies). Again, these physical capabil-
ities are often limited to governments. We know for example from
the Snowden revelations that the United States and the United
Kingdom have far-reaching access to messages transmitted via
undersea cables landing at their shores - but its fair to expect that
many others have the legal and technical capabilities in place to
intercept communications flowing through their territory.3

Finally, especially in the beginning, quantum computers will
speed up the recovery of private keys from public keys,
but decryption will not be so fast so as to make it instantaneous
(this could become different when these computers grow even
more powerful, allowing the near-instant decryption of large sets of
keys).? So at first, governments will have to focus on a limited set of
information which they will want to encrypt.

After this initial phase, however, there will come a time when
access to these computers will be broadened. It is possible that
remote, shared access to quantum computers will also become
available. When that happens, others will also be able to use
this information to start breaking public key encryption. Again,
this also presupposes access to the encrypted information, but one
can imagine that others than governments, such as organised
crime, or commercial entities trying to gain an economic
advantage, may in fact be able to gain access to some
information - for example by intercepting communications over
the air locally, by breaking into the infrastructure of communi-
cations service providers or by gaining unauthorised access to
encrypted data on servers (which in some cases may also be
encrypted with public key encryption).

So when quantum computers become sufficiently powerful, we
will have to contend with the realistic possibility that some of the
information currently encrypted with public key technologies can
be decrypted by governments and private parties. This in itself is
already highly problematic for the persons and institutions whose
data would be subject to attacks — one could imagine for example
diplomatic traffic between governments and their embassies
becoming available to other countries, which has the potential to
upset diplomatic relations or even worse outcome. But a more
fundamental effect of this, is that it will affect trust in digital
infrastructure: for users of digital infrastructure, it will become
difficult to assess whether particular information may be decrypted
at will by attackers, which may affect the use of this infrastructure.
For my analysis, it is not necessary to further determine the
extent of these risks: it is already sufficient to establish that
the development of a powerful quantum computer will in the
foreseeable future have negative impact on the confidentiality of
information and the trust in digital infrastructure.

The rights to science, freedom of expression and privacy

The question then is how this relates to the rights to science,
freedom of expression and privacy. The rights to science and
freedom of expression, viewed from an abstract level, serve the

8MacAskill et al. (2013).
°Engineering National Academies of Sciences [2018].
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same goals, roughly related to safeguarding the access, analysis and
sharing of information in the public interest. The right to privacy
serves in part the interest of ensuring the confidentiality of
information, and, read together with freedom of expression,
the confidentiality of communications. The challenge is to find
an appropriate balance between these interests within the legal
framework.

The right to science and the right to freedom of expression

The right to science, read together with the right to freedom of
expression, not only protects the right to perform scientific
research, and share the results of this - it also imposes on states a
duty to mitigate the harmful effects of science. I have expanded on
this further in another article in the context of information
security.'® I will provide a short summary of this argument here.

For purposes of this article, three instruments relating to the
right to science are relevant.'' In 1948, it was recognised in Article
27 of the Universal Declaration of Human Rights (the
Declaration).!? In 1966, it was adopted in Article 15 of the
International Covenant on Economic and Social Rights (the
Covenant), which protects the right to “enjoy the benefits of
scientific progress and its applications.” And finally, the right is
protected under the European Charter of Fundamental Rights in
Article 13, which considers that the “arts and scientific research
shall be free of constraint” and that “academic freedom shall be
respected.”

Under the Covenant, the right to science is primarily informed
by four documents. Firstly, there’s the Venice Statement,
developed between 2007 and 2009 by human rights experts,
which set the stage, by highlighting the obligation of states to
respect scientific freedom while preventing the misuse of science
and technology that could impede human rights and fundamental
freedoms.'® This balance is suggested to be achieved through legal
and policy frameworks that promote the development and
diffusion of science and technology in a way that is consistent
with fundamental human rights, as well as by promoting
nondiscriminatory access to the benefits of science and its
applications.!*

In a 2012 report, Special Rapporteur Farida Shaheed then
further stressed the link between the right to science and the
freedom of expression, advocating for the freedom of inquiry and
the importance of freely sharing scientific research.'” She points to
the positive impact of scientific progress on people’s well-being and
human rights, while also highlighting the need for protection
against the harmful applications of science.'®

UNESCO then developed this further in 2017, by recom-
mending that researchers operate in a spirit of intellectual freedom,
encouraging states to facilitate the publication and access to
scientific knowledge, while ensuring that any restrictions are
minimal and subject to safeguards.!”

1yan Daalen (2022).

Hsee for literature on the right to science; Mann et al. (2020), Smith (2020), Mann
and Schmid (2018), Morgera (2015), Butenschon Skre and Eide (2013), Gran et al.
(2013), Donders (2011), Muller (2010), Shaver (2009), Schabas (2007); see for an early
analysis of scientific freedom (Zoontjens, 1993).

2Universal Declaration of Human Rights [1948].

13UNESCO (2009).

14UNESCO (2009), art. 16(a) and (b).

15Shaheed (2019), par. 18 and 21.

16Shaheed (2019), par. 24 and recommendation (m).

TUNESCO (2017), par. 16, 38.
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And finally, the Committee on Economic, Social and Cultural
Rights (CESCR) in 2020, through its General Comment on the
right to science, emphasised the necessity of robust protection for
research freedom, considering it essential to determine the
research’s direction and method and to share results.'® It advocates
for prioritising the development of science for peace and human
rights and highlights the importance of the precautionary principle
to avoid harm when full scientific certainty is lacking, suggesting
that public deliberation is key in balancing the interests of scientific
freedom with potential risks.!” The CESCR also acknowledges the
profound implications of scientific and technological advance-
ments, such as quantum computers, on the enjoyment of rights,
urging states to enact policies that enhance benefits while
mitigating risks and to engage in global cooperation to manage
these risks effectively.?

Article 13 of the Charter should be understood as building on
this edifice. The explanatory memorandum states that this right is
deduced primarily from the right to freedom of thought and
expression, to be exercised having regard to Article 1 (on human
dignity) and subject to the limitations under Article 10 of the
Convention.?! But of course the considerations from the Covenant
equally apply in the context of the Charter.

Finally, the right to freedom of expression as laid down in
Article 10 of the Convention and Article 11 of the Charter further
supports the right to science, but there are a number of things
which distinguishes it in a subtle way. First, it emphasises the
informational aspects of the scientific process - it protects the
access to, and sharing of “information and ideas.” Second, it
attaches a lot of weight to the public interest aspects of this
information.?? Finally, Article 10 of the Convention explicitly
imposes duties and responsibilities on the beneficiaries of these
rights, which implies a certain duty of care on researchers to limit
and mitigate potential damage.?®

The right to privacy

So while the right to science, read together with the right to
freedom of expression, not only imposes on states an obligation to
protect the development of science, it also imposes on states an
obligation to mitigate the related risks. One of the main risks of the
research and development of quantum computers, as outlined
above, is that of breaking public key cryptography and affecting
trust in digital infrastructure.

This also leads to the question how this risk mitigation
obligation relates to the right to privacy. This is a relevant question,
because the right to privacy, read together with the right to freedom
of expression, protects confidentiality — of private information and
of communications. One way to ensure this confidentiality, is
through the application of encryption technologies, exactly the
application which could be undermined by sufficiently advanced
quantum computers.

I have analysed the relationship between encryption technol-
ogies and the right to privacy (and data protection) in another

18CESCR (2020), par. 13.

19CESCR (2020), par. 6, 22, 57.

20CESCR (2020), par. 74-76, 81.

2lExplanations Relating to the Charter of Fundamental Rights [2007].

225ee for example Magyar Helsinki BizottsGg v Hungary [2016], par. 162.

ZStankiewicz and others v Poland [2014], par. 62; see before Bladet Tromse and
Stensaas v Norway [1999], par. 65; Fressoz and Roire v France [1999], par. 54; Steel and
Morris v United Kingdom [2005], par. 90.
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article in-depth.?* There, 1 conclude that when it comes to
governmental measures relating to encryption, the risk of unlawful
access to private information and confidential communication is
central to the determination of an interference and the assessment
of proportionality. For purposes of this article, I will provide only a
short outline of the analysis under Article 8 of the Convention
and Article 7 of the Charter (which protects the right privacy) and
Article 8 (which protects the right to data protection).

Firstly, for the right to privacy to apply under both instruments,
there must be an “interference.” The challenge is that develop-
ments that impact encryption technologies, may weaken the
effectiveness of confidentiality measures, but this does not
necessarily mean that states will also gain access to information.
The Court has, however, dealt with this challenge, in cases
involving secret surveillance and the storage of personal data,
recognising that the fear and chilling effect of surveillance, as well
as the mere storage of personal data, can already constitute
interferences.”® In cases of secret surveillance, the Court has
acknowledged that the fear of being spied upon, can itself be an
interference with privacy rights. Similarly, the Court has held that
the storage of personal data, such as DNA profiles and fingerprints,
is an interference due to the potential future uses of this data.
Restrictions that facilitate lawful access or increase the risk of
unlawful access to private can have chilling effects on behaviour.
Given this analysis, I contend that measures facilitating lawful
access to private information, as well as those significantly
increasing the risk of unlawful access, should be considered
interferences with privacy and freedom of expression.

The next question is how this interference should be assessed
under these provisions. Both the ECHR and the CJEU focus on
protecting individuals from arbitrary interference and abuse of
power by public authorities.”® This involves distinguishing
between lawful and unlawful access to information, with the
former being evaluated under negative obligations (preventing
state interference) and the latter under positive obligations
(addressing non-state actors’ interference). The Courts have
established criteria for lawful state surveillance, emphasising the
need for clear, detailed rules to avoid arbitrariness. These rules
should specify the conditions and limits of surveillance, including
the nature of offenses justifying surveillance, categories of people
surveilled, duration limits, data handling procedures, and
conditions for data erasure or destruction.

In general, the Courts conduct a balancing exercise to assess
surveillance measures, weighing the government’s justification
against the potential for abuse. This includes examining the nature,
scope, and duration of measures, the grounds for ordering them,
the authorities involved, and available remedies. The margin
of appreciation varies depending on the aim, such as national
security. In this analysis, the risk of unlawful surveillance is also a
key concern. The ECHR acknowledges that technology can
increase this risk, particularly with advanced surveillance
capabilities and direct access to communications by security
services.” Information security measures can also decrease the risk
of abuse.?® The ECHR has also noted the importance of secure data

%yan Daalen (2023).

25See Roman Zakharov v Russia [2015]; S and Marper v United Kingdom [2008];
Digital Rights Ireland and others [2014]; La Quadrature du Net [2020].

26See Roman Zakharov v. Russia [2015] (n 25); Digital Rights Ireland and others [2014]
(n 25).

21Szabé and Vissy v Hungary [2016], par. 73, 79.

28Big Brother Watch and others v United Kingdom (Grand Chamber) [2021], par. 362.
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storage, restricted data disclosure, and detailed logging in
surveillance operations to minimise the risk of unlawful access.”

The ECHR further recognises states’ positive obligations under
Article 8 to protect individuals from unlawful access by private
parties. This includes ensuring effective legal safeguards, particu-
larly for sensitive data like medical records.®® This means states
must provide practical and effective protection to prevent
unauthorised access. This is important, because it directly relates
to the risk-mitigating measures which governments are expected to
take in the face of a potential breakdown of current public key
cryptography infrastructure as more advanced quantum com-
puters will become available.

Applying this framework to the governance of quantum
computing

Taking the three human rights discussed above as the basis for a
broader framework shaping the governance measures of states in
the field of quantum computing, the following can be concluded.
First, the scientific nature of the domain of quantum computing is
highly dependent on global collaboration for sharing and
developing knowledge. This makes it important for talent and
resources to be shared and used across borders. The documents on
the right to science discussed above make clear that states should be
very reluctant in applying controls on global exchange of
knowledge in this field.

In particular, in view of the risks of quantum computing, the
application of export controls requires an evaluation of controls on
a case-by-case basis. These controls currently require an author-
isation process for exports, considering the end-use, end-user, and
the human rights record of the importing country. This process
doesn’t outright prohibit exports, but places a responsibility on
governments to judiciously evaluate the potential applications of
quantum technologies. The balance to be struck is delicate:
promoting scientific progress while safeguarding against technol-
ogies being used in ways that could contravene human rights
interests. One factor which is relevant is the way in which the
importing government may use the knowledge to decrypt
information contrary to internationally applicable human rights
requirements. Where this appears likely, an export license should
be denied.

But of course, there will always remain the risk of states building
and deploying quantum computers, even in the face of export
controls. This means that states also have an obligation to mitigate
the risks of decryption by investing in the development and
deployment of protective technologies, in particular post-quantum
cryptography. This means not only supporting the scientific
development of these technologies through funding, but also
making sure that the uptake of this technologies goes sufficiently
quickly, investing in awareness campaigns and clarifying that
security standards also require the implementation of PQC
algorithms. I also recommend governments keeping track of
progress on the PQC transition through annual reports. This is
particularly important in view of the risk that encrypted data may
be collected now by adversaries — when it cannot yet be decrypted -
and will be stored for decryption later, when quantum computers
have become sufficiently advanced.

The other aspect which follows from the above framework, is
the use of quantum computers for decryption purposes. Because

BCentrum for Rattvisa v Sweden (Grand Chamber) [2021], par. 311-316.
30/ v Finland [2008], par. 38.
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governments have a positive obligation to minimise unlawful
access to private information by third parties, this means they have
to adopt a robust framework around the use of these technologies
for these goals. In particular, decryption using quantum computers
by private parties should only be allowed in specific cases, such as
to retrieve a lost private key (e.g. when someone lost the password
to their encrypted communications). This will have to be enforced
via technological and contractual means. There are very few other
situations in which the use of a quantum computer by private
parties to decrypt information should be allowed. Private parties
should for example be prohibited from reconstructing private
keys from intercepted public keys. Whether these restrictions can
be enforced is an interesting topic for further research, though.

Furthermore, the conditions under which governments
themselves may resort to quantum decryption are equally
important. I contend that the right to privacy and freedom of
expression does not stand in the way of governments in certain
cases using quantum computers to decrypt communications. But
in order to respect the rights of privacy and freedom of expression,
the law must prescribe well-defined conditions for such application
in order to avoid abuse of this power. This approach must aim at
preventing arbitrary or unjustified interference, thereby main-
taining a balance between national security and the rights to
privacy and freedom of expression. Given the difficulty of knowing
in advance what the content of the communications will be, such
decryption operations should be surrounded by the strictest
safeguards. This means that they must be strictly targeted at
specific communications, and that prior supervision of these
decryption powers by a court is imperative. And the key pairs
generated during quantum decryption processes must be securely
deleted post-use to prevent potential theft or misuse.

Finally, states have a responsibility in ensuring that advance-
ments in quantum computing are leveraged for the benefit of
humanity. This includes the imperative to share the results of
government-funded research openly and without discrimination.
Whether an obligation to disseminate this knowledge could also
extend to the results of research conducted by private parties is
more complicated, in view of the rights to property (including
intellectual property) and the freedom to conduct a business. This
is also a relevant topic for further exploration.
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