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Abstract

In December 2019, the world woke up to the news of a novel coronavirus

(COVID-19). Since then, governments across the globe have deployed various

measures to contain the spread of the disease. The government of Ghana,

among other measures, issued the Establishment of Emergency Communications

System Instrument, 2020 (EI 63) to establish an emergency communications system

to aid contact tracing during public health emergencies. This executive instrument

has been criticized for illegally “legalizing” the breach of the privacy rights of

electronic communications network subscribers in Ghana. This article critically

analyses EI 63 in relation to the right to privacy of communication enshrined in

Ghana’s 1992 Constitution. It argues against the constitutionality of EI 63, calls

for its revocation and replacement with an act of Parliament enacted with due

regard for Ghana’s legislative framework on the protection of the right to privacy

of communication.
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INTRODUCTION

In December 2019, the world was hit by news of a novel coronavirus disease
(COVID-19) that broke out in Wuhan, China.1 On 30 January 2020, the
World Health Organization (WHO) declared it to be a public health emergency
of international concern.2 Within a few months, the outbreak had travelled
nearly everywhere across the globe,3 with Ghana recording its first two cases
on 12 March 2020.4 By May 2020, COVID-19 was declared an endemic that
had come to stay, at least for an unknown duration.5 Nations around the
world have employed various technology-based interventions to facilitate their
response to the pandemic.6 These have generally been used for quarantine
enforcement, contact tracing, pattern and flow modelling, social distancing
and movement monitoring, and symptom tracking.7 Like the governments
of many other affected nations, the government of Ghana also deployed vari-
ous public health and legal measures8 aimed at: limiting and stopping the
importation of the virus; containing its spread; providing adequate care for
the sick; limiting the impact of the virus on social and economic life; stimu-
lating domestic production of basic necessities; as well as deepening self-
reliance.9 Enhanced contact tracing and isolation10 is one such measure

1 “Public health round-up” (2020, WHO), available at: <http://dx.doi.org/10.2471/BLT.20.
010320> (last accessed 16 July 2021).

2 “WHO director-general’s opening remarks at the media briefing on COVID-19: 11 March
2020”, available at: <https://www.who.int/dg/speeches/detail/who-director-general-s-o
pening-remarks-at-the-media-briefing-on-covid-19—11-march-2020> (last accessed 22
July 2021).

3 Ibid. As at 20 August 2021, over 200 million COVID-19 cases had been recorded globally,
with over 4 million recorded deaths: “WHO coronavirus (COVID-19) dashboard” (WHO),
available at: <https://covid19.who.int/> (as accessed on 20 August 2021).

4 A Khoo “Ghana in COVID-19 pandemic” (2020) 21 Inter Asia-Cultural Studies 542 at 542; A
Addo “Breaking news: Ghana records two positive cases of coronavirus” (13 March 2020)
NewsNowGh.com, available at: <https://newsnowgh.com/breaking-news-ghana-records-
two-positive-cases-of-coronavirus/> (last accessed 20 August 2021).

5 A Brenza “What is an endemic virus? WHO warns COVID-19 ‘may never go away’” (14
May 2020) Health.com, available at: <https://www.health.com/condition/infectious-dis
eases/coronavirus/what-is-an-endemic-virus> (last accessed 16 July 2021).

6 R Kitchin “Civil liberties or public health, or civil liberties and public health? Using sur-
veillance technologies to tackle the spread of COVID-19” (2020) Space and Polity 1 at 2.

7 Ibid.
8 MA Nkansah “[Case Study] Ghana’s multifarious response to COVID-19: Through a citi-

zen’s lens” (3 June 2020) International Network for Government Science Advice, available
at: <https://www.ingsa.org/covidtag/covid-19-commentary/asantewah-nkansah-ghana/>
(last accessed 16 July 2021).

9 “UNICEF Ghana: COVID-19 situation report #2, 16th April – 30th April 2020” (1 May 2020)
ReliefWeb, available at: <https://reliefweb.int/report/ghana/unicef-ghana-covid-19-s
ituation-report-2-16th-april-30th-april-2020> (last accessed 16 July 2021).

10 Contact tracing is a known control measure for infectious disease. It is focused on the
possible next-generation cases arising from a contact made with an infected person.
See KTD Eames and MJ Keeling “Contact tracing and disease control” (2003) 270
Proceedings of the Royal Society of London. Series B: Biological Sciences 2565 at 2565.
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adopted by the government of Ghana. This was necessary because COVID-19 is
reportedly spread from person to person through contact with small droplets
expelled by an infected person during coughing, sneezing or talking.11

On 23 March 2020, the government of Ghana issued the Establishment of
Emergency Communications System Instrument, 2020 (EI 63) to establish an
emergency communication system to aid contact tracing in public health
emergencies. Among other things, EI 63 required all electronic communica-
tion network service providers operating in Ghana to furnish the government
with the personal information of all subscribers.12 The issuing of EI 63 gener-
ated public debate, with members of the public generally expressing dissent.
Some likened EI 63 to the erstwhile Interception of Postal Packets and
Telecommunication Messages Bill of 2016, introduced in Ghana’s Parliament
to give the government power to intercept postal and telecommunication
messages as a crime fighting measure.13 The bill, nicknamed the “Spy Bill”,
was later withdrawn following rigorous public criticism.14 Commentators
have similarly called EI 63 a “dangerous illegality”15 and an attempt by the gov-
ernment to spy on Ghanaians.16 Some petitioned the president urging the
revocation of EI 63,17 while others petitioned major stakeholders in a bid to
persuade the electronic communication network service providers not to
comply with the requirements of EI 63.18 A member of the public even insti-
tuted a court action, principally seeking an order of certiorari to quash the dir-
ective issued in EI 63, on account of the directive leading to the violation of

11 Kitchin “Civil liberties”, above at note 6 at 2.
12 EI 63, para 1.
13 S Darko “Sammy Darko writes: Mahama’s spy bill, Nana Addo’s EI 63” (9 April 2020)

Ghanaweb, available at: <https://www.ghanaweb.com/GhanaHomePage/features/Sammy-
Darko-writes-Mahama-s-Spy-Bill-Nana-Addo-s-EI-63-918916> (last accessed 16 July 2021).

14 MA Vinokor “Govt withdraws ‘Spy Bill’ from Parliament” (30 June 2016) Graphic Online,
available at: <https://www.graphic.com.gh/news/general-news/govt-withdraws-spy-bill-
from-parliament.html> (last accessed 16 July 2021).

15 J Asare “Establishment of Emergency Communications Instrument, 2020 (EI 63): A dan-
gerous illegality” (26 May 2020) Ghana Law Hub, available at: <https://ghanalawhub.co
m/establishment-of-emergency-communications-instrument-2020-e-i-63-a-dangerous-ill
egality/> (last accessed 16 July 2021).

16 SL Anyenini “Akufo-Addo spying on Ghanaians under disguise of EI 63: Samson Lardy
Anyenini” (4 April 2020) Ghanaweb, available at: <https://www.ghanaweb.com/

GhanaHomePage/NewsArchive/Akufo-Addo-spying-on-Ghanaians-under-disguise-of-EI-63-
Samson-Lardy-Anyenini-914626> (last accessed 16 July 2021); K Antwi-Boasiako “Un-learned
constitutional interpretation of EI 63” (11 April 2020) MyJoyOnline, available at: <https://
www.myjoyonline.com/un-learned-constitutional-interpretation-of-e-i-63/> (last accessed
16 July 2021).

17 E Domena “President Akufo-Addo petitioned to revoke emergency communications
instrument (EI 63)” (12 June 2020) ABC News Ghana, available at: <https://www.abcnews
gh.com/law-student-petitions-president-akufo-addo-to-revoke-emergency-communicatio
ns-instrument-ei-63/> (last accessed 16 July 2021).

18 “EI 63: Lawyer reports Vodafone Ghana to mother company in UK” (16 June 2020) Starr
Fm, available at: <https://starrfm.com.gh/2020/06/ei-63-lawyer-reports-vodafone-ghana-
to-mother-company-in-uk/> (last accessed 16 July 2021).
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fundamental human rights, particularly privacy rights. The applicant further
sought an order directing the electronic network service providers to which he
was subscribed not to divulge his personal information as directed under EI
63.19 MTN Ghana Ltd, one of the service providers, also challenged the govern-
ment’s action in court.20 Meanwhile, according to a news report, the National
Communication Authority is alleged to have confirmed that all electronic
communication network service providers in Ghana had complied with the
request made under EI 63.21

This has raised concerns about the breach of the right to privacy of commu-
nication guaranteed in article 18(2) of the 1992 Fourth Republican
Constitution of Ghana (the Constitution). Although there is currently no spe-
cific and comprehensive legislation in Ghana to give effect to the right to priv-
acy of communication, a number of statutes contain provisions that give effect
to the protection of this right. Besides, Ghanaian courts have also demon-
strated their commitment to protect the privacy of communication in
Ghana through the few decided cases on the issue of privacy.22 The issuing
of EI 63 is, therefore, a step backwards in the protection of the right to privacy
of communication in Ghana.

This article critically analyses EI 63 in the light of the constitutionally guar-
anteed right to privacy of communication in Ghana. It also discusses the legal
validity of EI 63. The article is divided into five parts. It first introduces the sub-
ject under discussion. It then gives an overview of EI 63, before presenting
Ghana’s legislative framework for the protection of the privacy of electronic
communication. The next part critically analyses EI 63 with regard to the pro-
tection of the privacy of communication in Ghana. The article concludes by
arguing that, although privacy rights are not absolute and may be interfered
with in accordance with the law in the interest of public health and safety, EI

19 “Lawyer challenges Akufo-Addo’s attempt to secure ‘private information of mobile sub-
scribers’” (7 April 2020) Ghanaweb, available at: <https://www.ghanaweb.com/GhanaHo
mePage/NewsArchive/Lawyer-challenges-Akufo-Addo-s-attempt-to-secure-private-inform
ation-of-mobile-subscribers-917080> (last accessed 16 July 2021); Francis Kwarteng Arthur v
Ghana Telecommunications Co Ltd and Four Others suit no HR 0064/2020, GJ 0855/2020, rul-
ing delivered on 22 July 2021. While refusing to grant an order of certiorari, the court
made orders expunging all offending provisions from EI 63, and requiring the respon-
dents to stop collecting subscribers’ personal data and to delete all such data already
obtained and transmitted in compliance with EI 63.

20 K Deca “MTN battles Ghana’s presidential orders on handover of subscribers details” (24
May 2020) Afrikan Heroes, available at: <https://afrikanheroes.com/2020/05/24/mtn-battl
es-ghanas-presidential-orders-on-handover-of-subscribers-details/> (last accessed 16 July
2021).

21 MT Larnyoh “National Communications Authority denies breaching mobile subscribers’
data and privacy” (19 June 2020) Pulse.ng, available at: <https://www.pulse.ng/bi/
strategy/national-communications-authority-denies-breaching-mobile-subscribers-data-
and/077rvww> (last accessed 16 July 2021).

22 Raphael Cubagee v Michael Yeboah Asare and Others suit no J6/04/2017; and Abena Pokuaa
Ackah v Agricultural Development Bank suit no CA J4/31/2015.
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63 does not satisfy the exception contemplated under the Constitution. The
article calls for the revocation of EI 63 and, if the government is so minded,
for a new law to be enacted in its place to establish an emergency communi-
cation system for dealing with public health emergencies, with due regard for
the protection of the right to privacy of communication in Ghana.

AN OVERVIEW OF THE ESTABLISHMENT OF EMERGENCY
COMMUNICATIONS SYSTEM INSTRUMENT, 2020 (EI 63)

EI 6323 was issued pursuant to section 100 of the Electronic Communications
Act (Act 775) of 2008 (ECA). This section empowers the president of Ghana, by
executive instrument, to make written requests or give orders to operators
and providers of electronic communication networks or services requiring
them to provide user information to aid law enforcement or national secur-
ity.24 According to its preamble, EI 63 was issued in response to the urgent
need for an emergency communication system for tracing all contacts of per-
sons suspected of being or actually affected by a public health emergency. It
states further that the emergency communication system will be used to iden-
tify places visited by such persons.

The six-paragraph instrument contains provisions on emergency prepared-
ness, which require electronic network operators to put their networks at
the disposal of the state for mass dissemination of information,25 the creation
of a central subscriber identity module and equipment identity registers to
hold the relevant information of subscribers,26 and the hosting, connection
and synchronization of the central subscriber identity and equipment identity
registers.27 Under EI 63, network operators and service providers are also, inter
alia, to make available: the international mobile equipment identity codes and
site location of all subscribers;28 all caller and called numbers of subscribers;29

merchant codes of mobile money operators;30 and the roaming and location
log files of all subscribers.31 The information provided under EI 63 is to be
held in the custody of an institution to be designated by the minister respon-
sible for communication.32

23 The EI was signed on 23 March 2020.
24 Executive instruments are instruments specified by an act of Parliament to be executive

instruments; or statutory instruments that are of administrative or executive character
and not instruments of a judicial or legislative character: Interpretation Act (Act 792)
of 2009, sec 1.

25 EI 63, para 1.
26 Id, paras 2 and 3.
27 Id, paras 4 and 5.
28 Id, para 1(2)(d).
29 Id, para 1(2)(a).
30 Id, para 1(2)(b).
31 Id, para 1(3).
32 Id, para 4.

CONTACT TRACING AND PRIVACY RIGHTS IN GHANA 

https://doi.org/10.1017/S0021855321000425 Published online by Cambridge University Press

https://doi.org/10.1017/S0021855321000425


From the wording of the preamble, the scope of EI 63 extends beyond
COVID-19 to cover other emergencies, including public health emergencies
that may occur in the future. As such, there is no time limit within which
it is to remain in force. Also, the information required relates to all subscribers
without limit and includes practically all information available to the elec-
tronic network service providers. Also of great concern is the fact that no spe-
cific institution is mentioned as the repository of all the information to be
provided in compliance with EI 63, rather this is to be determined by the min-
ister responsible for communication. Of greatest concern is the potential
breach of privacy rights that EI 63 has occasioned and the fact that the legal
validity of EI 63 under its intended parent act, the ECA, is questionable. This
article discusses these concerns.

LEGISLATIVE FRAMEWORK FOR THE PROTECTION OF PRIVACY
OF ELECTRONIC COMMUNICATION IN GHANA

Privacy is a broad term, comprising a bundle of rights.33 Included in it is the
right of a person to be “left alone to live his life free from unwanted intrusion,
scrutiny and publicity. It is the right of a person to be secluded, secretive and
anonymous in society and to have control of intrusions into the sphere of his
private life”.34 Privacy is one of the most widely demanded human rights in
today’s world simply because 21st century advancements in information
and communication technology have made it extremely easy to interfere
with privacy rights.35 According to Lukacs, the protection of privacy is insepar-
able from technological development.36 Privacy rights of persons are pro-
tected globally by the Universal Declaration of Human Rights.37 Regional
conventions, such as the European Convention on Human Rights,38 also pro-
tect the right to privacy of the person, home and communication. Notably, the
African Charter on Human and Peoples’ Rights does not contain an express
provision on the protection of privacy, although a purposive interpretation
of article 5 of the charter, which enjoins respect for human dignity, arguably
encompasses the right to privacy.39 Ghana is a member of the UN and African

33 Pwamang JSC in Cubagee v Asare, above at note 22 at 4.
34 Ibid.
35 Ibid.
36 A Lukacs “What is privacy? The history and definition of privacy”, available at: <https://

www.academia.edu/31980162/What_is_Privacy_The_History_and_Definition_of_Privacy>
(last accessed 30 September 2021); DJ Solove “A taxonomy of privacy” (2006) 154 University
of Pennsylvania Law Review 477 at 560.

37 Universal Declaration of Human Rights, art 12, available at: <https://www.un.
org/en/universal-declaration-human-rights/> (last accessed 16 July 2021).

38 European Convention on Human Rights, art 8, available at: <https://www.echr.coe.
int/Pages/home.aspx?p=basictexts&c=> (last accessed 16 July 2021).

39 African Charter on Human and Peoples’ Rights, available at <https://au.int/en/treaties
/african-charter-human-and-peoples-rights> (last accessed 16 July 2021). Although the
Economic Community of West African States (ECOWAS) has a Community Court of
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Union, and subscribes to the protection of human rights, including the right
to privacy. The fundamental human rights of the people of Ghana are
enshrined in chapter 5 of the Constitution. Article 18(2) provides: “[n]o person
shall be subjected to interference with the privacy of his home, property, cor-
respondence or communication except in accordance with law and as may be
necessary in a free and democratic society for public safety or the economic
well-being of the country, for the protection of health or morals, for the pre-
vention of disorder or crime or for the protection of the rights or freedoms of
others”.

Article 18(2) is an entrenched provision of the Constitution, hence the pro-
cess to amend it is elaborate and involves, inter alia, a specific bill for the pur-
pose as well as a referendum.40 Consequently, the right to privacy cannot be
interfered with except in accordance with the law and, until then, it is for
the individual to decide whether his privacy should be interfered with and
the extent of that interference. Of interest to the discussion in this article is
the protection of privacy of communication. Although there is no specific
legislation on the protection of the privacy of communication in Ghana, an
analysis of various legislation and case law reveals the legislative framework.

Under the Security and Intelligence Agencies Act 1996, security and intelli-
gence agencies in Ghana are permitted to intercept electronic communica-
tions for the purpose of crime investigation, but they can only do so with
warrants.41 Such warrants must state the specific person or class of persons
on whom they are to be executed, the place and the specific duration for
their execution.42 Also, under the ECA, it is an offence to intercept or procure
another person to intercept communications transmitted over an electronic
communication network without the authorization of the network provider
or user or a court.43 Unfortunately, this provision does not place any safe-
guards on a situation where the electronic communication network provider
itself mounts surveillance on its subscribers, as may appear to be the case
under EI 63 where the information being transmitted to the government is
being taken with the consent of the network service providers. It is also an
offence to use or attempt to use the contents of an intercepted

contd
Justice mandated to deal with cases involving human rights violations, it does not have a
human rights charter. The Community Court of Justice is generally to ensure the obser-
vance of law and the principles of equity in the performance of its mandate. See ST
Ebobrah “Critical issues in the human rights mandate of the ECOWAS Court of
Justice” (2010) 54 Journal of African Law 1; and KJ Alter et al “A new international
human rights court for West Africa: The ECOWAS Community Court of Justice” (2013)
107 The American Journal of International Law 737.

40 The Constitution, art 290(1)(d) lists fundamental human rights in the entrenched provi-
sions of the Constitution. The article outlines the process for amending such provisions.

41 (Act 526), secs 29 and 30.
42 Id, sec 31(1)(c).
43 ECA, sec 73(1)(f).
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communication with the knowledge that it was procured by unlawful
means.44 The National Communication Regulations 2003 (LI 1719) also pro-
hibit a third party from stealing, intercepting, diverting, altering, storing or
disclosing transmitted messages or data.45 They further enjoin network opera-
tors to employ international best practices to ensure the privacy, secrecy and
security of communication.46 The Electronic Communications Regulations,
2011 (LI 1991) also contains a similar provision to that in LI 1719.47 Ghana
has specific legislation with regard to the crime of terrorism: the
Anti-Terrorism Act, 2008 (Anti-Terrorism Act).48 Section 34 of this act requires
police officers to obtain court orders before intercepting communications.49 A
warrant will not be issued unless reasonable grounds are established before a
court. All this serves as a safeguard against interference with the right to priv-
acy of communication, except upon the establishment of reasonable grounds.

The Supreme Court of Ghana has had very few opportunities to make pro-
nouncements on the issue of privacy of communication and in each case
the court delivered itself creditably, exhibiting a commitment to protect the
privacy of electronic communication in Ghana. In Ackah v Agricultural
Development Bank,50 an employee’s appointment was terminated following a
secret recording of her telephone conversation with a journalist. In the
recorded conversation, she allegedly divulged information that was injurious
to her employers. The Supreme Court awarded damages to the plaintiff /

appellant for the violation of her privacy rights occasioned by the secret taping
of her telephone conversation. Also, in Cubagee v Asare,51 the Supreme Court of
Ghana interpreted article 18(2) of the Constitution to afford protection against
the secret recording of telephone calls by a party to the call. This, it is submit-
ted, is a progressive extension to the protection of privacy recognized globally,
since most prohibitions in this area of law relate to third parties rather than
parties to the communication. The facts of Cubagee v Asare were that the plain-
tiff, in a bid to secure evidence to prove his case, recorded his telephone
conversation with the defendant without notice to the latter. The plaintiff
attempted to tender this piece of evidence in court, but was met with an objec-
tion from the defendant’s lawyer based on the violation of the constitutionally
guaranteed right of privacy. The Supreme Court unanimously held that the
secret recording of the telephone conversation violated the right to privacy,

44 Id, sec 73(1)(g).
45 LI 1719, reg 5.
46 Id, reg 5(3).
47 LI 1991, reg 6.
48 The Anti-Terrorism Act (Act 762) has been amended by the Anti-Terrorism (Amendment)

Act 2012 (Act 842) and the Anti-Terrorism (Amendment) Act 2014 (Act 875).
49 The legal discrepancies and controversies surrounding this and other provisions of the

act are discussed at length in SB Adarkwah “Counter-terrorism framework and individ-
ual liberties in Ghana” (2020) 28 African Journal of International and Comparative Law 50.

50 Above at note 22.
51 Above at note 22.
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which is guaranteed by article 18(2) of the Constitution, and went on to order
the trial court not to admit the piece of illegally obtained evidence.

EI 63 AND PRIVACY OF ELECTRONIC COMMUNICATION IN
GHANA

From the discussion so far, it may be observed that there is a formidable legis-
lative framework to protect the privacy of communication in Ghana and a
commitment on the part of the courts to dissuade people from violating
the privacy rights of others. It therefore comes as a surprise that EI 63 so
overtly seeks to infringe on the rights of the people of Ghana. Admittedly, priv-
acy rights, like other human rights, are not absolute. Indeed, article 18(2)
allows the limiting of the enjoyment of the right to privacy if this is done
in accordance with the law and for the promotion of public health and safety.
At a glance, it may appear that the issuing of EI 63 satisfies these conditions
since, undeniably, the instrument was issued for the purpose of managing a
public health emergency. However, on closer analysis of the wording of article
18(2), it becomes evident that the exercise of the power to limit the right to
privacy must not only be in accordance with law but also be necessary in a
free and democratic society. Two important questions arise as to whether EI
63 is a valid law and, assuming it is, whether such a law is necessary in a
free and democratic society, such as Ghana’s. The article now turns to these
questions.

Is EI 63 valid?
As already stated, EI 63 professes to derive its source from section 100 of the
ECA, which provides: “[t]he President may by executive instrument make writ-
ten requests and issue orders to operators or providers of electronic commu-
nications networks or services requiring them to intercept communications,
provide any user information or otherwise in aid of law enforcement or national
security”.52 A careful reading of this provision reveals that the exercise of the
president’s power must conform to certain requirements: that the informa-
tion requested must relate to specified and identifiable electronic communi-
cation network users and be for the purpose of aiding law enforcement or
national security.

The use of the phrase “user information” suggests the legislators’ intention
of achieving specificity in requests to intercept communication or provide
access to information regarding an electronic communication network or ser-
vice user. Thus, the information required must relate to specified user(s) and
not the general public. Contrary to this understanding, the request made
under EI 63 broadly relates to all subscribers of electronic communication net-
works and service providers.53 Indeed, it is reported that the user information

52 Emphasis added.
53 For example, para 1(2)(a) requires the production of “all caller and called numbers”.
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of all electronic communication network service subscribers has already been
made available to the government of Ghana in compliance with EI 63.54 It is
submitted that this was not what the legislature contemplated under section
100 of the ECA, from which EI 63 claims to derive its existence.

Nevertheless, “national security” and “law enforcement” are not defined in
the ECA. Since it is permissible to consult external aids for interpretation
where there are no internal aids,55 recourse will be had to other materials
that may assist. Black’s Law Dictionary defines law enforcement as “the detec-
tion and punishment of violations of the law …”.56 This presupposes the
enforcement of a pre-existing law. National security is defined by the Oxford
Dictionary as “the safety of a nation against threats such as terrorism, war, or
espionage”.57 The phrase is also used in article 24(4) of the Constitution in a
context that implies some form of physical threat rather than a public health
emergency.58 Clearly, EI 63 is for the establishment of an emergency commu-
nication system to deal with a public health emergency and not to enforce an
existing law. Further, its purpose is not the safeguarding of the country from
threats such as those mentioned above. A public health emergency cannot be
encompassed by national security, particularly within the meaning of section
100 of the ECA. This is because, reading the ECA as a whole, one discovers that,
throughout the act, the power of the president to request and obtain access to
communication transmitted over electronic communication networks is spe-
cifically linked to a state of emergency,59 for the purposes of national secur-
ity60 or the enforcement of law.61 Had the legislature intended a broader
interpretation of these words and phrases, it would have been evident in
the way they were used in the ECA and in the Constitution. In the circum-
stances, the canon of interpretation holds that expressio unius est exclusio alterius
[the express mention of one thing excludes others not mentioned]. It is, there-
fore, not far-fetched to say that EI 63 was “smuggled” under section 100 of the
ECA to bypass parliamentary scrutiny and judicial safeguards. By choosing to
use the “backdoor”, the president has invoked non-existent powers, thereby
making EI 63 ultra vires its supposed parent act. Consequently, EI 63 lacks a
foundation to stand on and nothing can be built on it.

54 Larnyoh “National Communications Authority”, above at note 21.
55 Interpretation Act, sec 10.
56 BA Garner and HC Black Black’s Law Dictionary: Standard Edition (8th ed, 2004, West

Publishing Co) at 2814. The definition should not be taken to be limited to the enforce-
ment of criminal codes, rather “punishment” should be taken to be used broadly in the
sense of obligation.

57 See: <https://www.lexico.com/definition/national_security> (last accessed 16 July 2021).
58 Constitution, art 24 enshrines the protection of economic rights. Under art 4(4), the

right may be curtailed where it is “reasonably necessary in the interest of national secur-
ity or public order…”.

59 ECA, sec 99.
60 Id, secs 5(1)(c) and 100.
61 Id, sec 100.
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Under section 99 of the ECA, the president may access communication
transmitted over electronic communication networks during a state of emer-
gency. Having concluded that EI 63 is not supportable under section 100 of the
ECA, can it be saved under section 99? The answer is no, because no state of
emergency was declared by the president of Ghana in relation to COVID-19.
Under articles 31 and 32 of the Constitution, the president of Ghana has the
power to declare a state of emergency in circumstances that necessitate the
securing of “public safety, the defence of Ghana and the maintenance of pub-
lic order and of supplies and services essential to the life of the community”.62

The COVID-19 pandemic in no mean terms satisfies this condition. The gov-
ernment therefore had the option of declaring a state of emergency as a
first step in response to the pandemic63 since a state of emergency would
have enabled the president to activate emergency powers, albeit under the
watch of Parliament and with other safeguards.64 In the government of
Ghana’s response to COVID-19, however, there has been no declaration of a
state of emergency.65 Rather, the Imposition of Restrictions Act, 2020 (Act
1012) was enacted and, under it, a number of executive instruments impose
various restrictions.66 As it is not required by law that executive instruments
be laid before Parliament for approval, all the executive instruments that
were issued in response to the COVID-19 pandemic passed smoothly into

62 Constitution, art 31(9)(b). Provisions regarding a state of emergency are also contained in
the Emergency Powers Act, 1994 (Act 472).

63 See ME Addadzi-Koom “Quasi-state of emergency: Assessing the constitutionality of
Ghana’s legislative response to COVID-19” (2020) 8/3 The Theory and Practice of
Legislation 311, available at: <https://www.tandfonline.com/doi/full/10.1080/20508840.
2020.1777648> (last accessed 16 July 2021).

64 Constitution, art 31. This provision requires the president to consult the Council of State
before declaring a state of emergency and, within 72 hours, to notify Parliament of the
declaration for its approval or otherwise. A state of emergency declared in this way in
consultation with the Council of State will remain in force for seven days. With parlia-
mentary approval, its duration can be extended for up to three months. The duration
may be further extended with the approval of Parliament for periods of not more
than one month at a time.

65 HK Prempeh “Executive powers and domestic responses to coronavirus pandemic: Is the
Imposition of Restrictions Bill necessary?” (23 March 2020) Ghana Law Hub, available at:
<https://ghanalawhub.com/executive-powers-and-domestic-responses-to-the-coronavirus-
pandemic-is-the-imposition-of-restrictions-bill-necessary/> (last accessed 16 July 2021); K
Appiagyei-Atua “Emergency without a state of emergency: Effect of Imposition of
Restrictions Act, 2020 on rights of Ghanaians” (2 April 2020) MyJoyonline, available at:
<https://www.myjoyonline.com/emergency-without-a-state-of-emergency-effect-of-impos
ition-of-restrictions-act-2020-on-rights-of-ghanaians/> (last accessed 16 July 2021).

66 These include the: Imposition of Restrictions (Coronavirus Disease (COVID-19) Pandemic)
Instrument, 2020 (EI 64); Imposition of Restrictions (Coronavirus Disease (COVID-19)
Pandemic) (No 2) Instrument, 2020 (EI 65); Imposition of Restrictions (Coronavirus
Disease (COVID-19) Pandemic) (No 3) Instrument, 2020 (EI 66); and most recently the
Imposition of Restrictions (Coronavirus Disease (COVID-19) Pandemic) (No 10)
Instrument, 2020 (EI 164), which makes going to public areas without a face covering
an offence punishable by a fine, imprisonment or both.
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law without scrutiny: the good, not so good and the bad. Had there been the
declaration of a state of emergency, all related laws and orders, including EI
63, would have been subjected to parliamentary scrutiny and judicial safe-
guards.67 Section 99 of the ECA gives the president the power to invoke section
100 of the act during emergencies. The failure therefore to declare a state of
emergency before the making of EI 63 renders it unconstitutional.68 EI 63
can, therefore, not be supported either under section 99 or 100 of the ECA.

Furthermore, EI 63 stipulates no duration for its existence; in other words, it
is permanent. Had there been the declaration of a state of emergency, any
limitation of privacy rights by laws made pursuant to the state of emergency
would have been governed by the duration of the state of emergency.69 Had EI
63 even passed all the validity tests discussed above, it cannot be said that the
framers of the Constitution intended or even envisioned a limitless executive
instrument, not subject to any parliamentary scrutiny or judicial safeguards,
to fetter the privacy rights of Ghanaians in perpetuity. Without doubt, EI 63
violates the Constitution and is consequently void.70

Does EI 63 satisfy the “necessary” condition?
If EI 63 were deemed to be valid law, the next question is whether it satisfies
the condition of necessity under article 18(2) of the Constitution. As already
noted, the right to privacy of communication may be limited in accordance
with law as is necessary for the protection of public health and safety, inter
alia. EI 63 requires all electronic network communication service providers
to put their networks at the disposal of the government and make available
the personal user information of all subscribers for the purpose of tracing
the contacts of persons affected by public health emergencies. For the purpose
of contact tracing, what is necessary are the roaming files and location logs71

of the specified persons in order to trace where they have been, to determine
whether they have come into contact with the virus or been in a position to
transmit it to others. Any additional information, such as the caller and called
numbers, merchant codes (of mobile money merchants), mobile station inter-
national subscriber directory number codes and mobile equipment identity
codes are totally unnecessary for contact tracing in relation to a public health
emergency.

Were it even to be that all the information required under EI 63 was neces-
sary for the purpose that it was to serve, it is submitted that EI 63 cannot be
applied generally to all electronic network subscribers but only to those
suspected of being affected, or actually affected, by COVID-19. Failing that,
there will be no benchmark for accountability for the information obtained

67 Constitution, arts 31 and 32.
68 Addadzi-Koom “Quasi-state of emergency”, above at note 63 at 315.
69 Constitution, art 31(10).
70 Id, art 1(2).
71 EI 63, para 1(3)(a) and (b).
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and abuse is certain. Under the Anti-Terrorism Act, for example, there are spe-
cific requirements for mounting surveillance on suspected terrorists to tap
electronic communication and other information transmitted through their
electronic communication devices. One of these requirements is a court war-
rant.72 This accords with the practice in other jurisdictions, such as the USA
where the Supreme Court in the case of Riley v California73 unanimously
held that the search, without a warrant, of the digital contents of the cell-
phone of an arrested person breached of the Fourth Amendment to the US
Constitution, which guarantees the protection of privacy rights. As stated by
Roberts CJ in the court’s ruling “[m]odern cell phones are not just another
technological convenience. With all they contain and all they may reveal,
they hold … ‘the privacies of life’”.74

CONCLUSION AND RECOMMENDATIONS

This article has critically analysed the Establishment of Emergency
Communications System Instrument, 2020 with regard to the right to privacy
of communication in Ghana. Through the discussion, it has been established
that EI 63 violates privacy rights enshrined under article 18(2) of the
Constitution and cannot be supported under its intended parent act, the
Electronic Communications Act 2008. EI 63 is indeed a “dangerous illegality”,
having deployed unlimited surveillance on all electronic communication
network subscribers in Ghana, contrary to law. This article therefore recom-
mends that EI 63 be revoked or, at the very least, amended in compliance
with the court orders in Francis Kwarteng Arthur v Ghana Telecom.75 For the
purposes of COVID-19 contact tracing, the government of Ghana has
the option of declaring a state of emergency and following through with
the requirements of articles 31 and 32 of the Constitution in that regard.
Any resulting law must have due regard for the right to privacy of communi-
cation by limiting the information requested and obtainable from electronic
communication network and service providers, to what is reasonably neces-
sary for contact tracing. It must also be applied strictly upon the issue of a
court warrant that relates to identifiable persons for specified periods with
the option of extension by a court order as is reasonably necessary.

CONFLICTS OF INTEREST

None

72 Anti-Terrorism Act, sec 34.
73 573 US 373 (2014).
74 Id at 28.
75 Above at note 19.
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