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A NOTE ON THE INTERPOLATION OF THE
DIFFIE-HELLMAN M A P P I N G

A R N E W I N T E R H O F

We obtain lower bounds on the degrees of polynomials representing the DiflSe-Hellman
mapping /(71,7W) = 7 I y , where 7 is a nonzero element of Fq of order d, x runs through
a subset of [0, d — 1], and y runs through a set of consecutive integers.

1. INTRODUCTION

Let q be a prime power, Fq be the finite field of order q, and 7 be a nonzero element
in Fq of order d\q—\. The Diffie-Hellman problem in Fq is the following. Let 71 , j y be
elements of Fq. Find j x y without knowing x and y. The Diffie-Hellman key exchange (see
for example [4]) is based on the fact that no easy representation of the Diffie-Hellman
mapping

(1) / ( 7 x , 7 y ) = 7 i y f o r 0 ^ x , y < d

is known. It can easily be verified that the polynomial

i,j=0

satisfies (1), where d~l denotes the inverse of d modulo the characteristic of Fq. Under the
natural restriction that degx ( /) ,degy (/) < d this polynomial is uniquely determined.
It has the largest possible degree 2{d — 1) and the largest number of nonzero coefficients
d2. For breaking the Diffie-Hellman cryptosystem it would be sufficient to have an easy
polynomial satisfying / (7 z ,7 y ) = Jxy for all pairs (x, y) £ W of a large subset W C
[ 0 , d - l ] 2 .

Recently, El Mahassni and Shparlinski [2] obtained the following result for d — q - 1
extending the technic in [1]. Let W C [N + 1, N + H]2 with 2 ^ H ^ q - 1 and let
f(X, Y) G Fq[X, Y] be a polynomial such that

f(-f, yV) = 7
i y for all (x, y) <EW.

If |W| ^ 10i/8/5 then we have

f
128H3'
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In this note we prove a lower bound on deg (/) for some different W using direct inter-
polation.

THEOREM 1. Let q be a prime power, j be a nonzero element of Fq of order
d | q - 1, and N be an integer. Let U be a set of distinct integers modulo d, and
V C {TV + 1, . . . , N + H} with |V| = H - s and 1 ̂  H < d. Let f(X, Y) 6 Fq[X, Y] be
a polynomial satisfying

/(7*, 7") = *fv for all (x, y)eUxV.

Then we have the following lower bound on the total degree of f(X, Y):

For d = q - 1 this result and the result in [2] complement each other. In particular,
Theorem 1 contains nontrivial results for certain subsets W of cardinality smaller than
1QH8/5. In contrast to the method in the present note the method in [2] looses its power
for d < q - 1.

2. PROOF OF THE THEOREM

Put

Obviously, V contains a subset {i>o, • • •, vn} of consecutive integers. Then we have

where uo,... ,un are distinct elements ofU. Since otherwise the result is trivial we may
suppose that degx (f),degY (/) ^ n, that is

n

/ l A ) * ) = 2s Ci'jA Y •

The coefficients Qj are uniquely determined by the following matrix equation,

co,o • • •

C =

' 1 7U° • • • 7 u ° n ^

1 /v"n . . . »vu»n

- 1
O«n \ / 1 ••" 1 \

\ 7'"on . . . ~v»n /

https://doi.org/10.1017/S0004972700019936 Published online by Cambridge University Press

https://doi.org/10.1017/S0004972700019936


[3] The Diffie-Hellman mapping 477

On the right hand side we have a product of regular matrices and hence C itself is

regular. In particular, there exist some nonzero elements in every row of C which yields

the result. D

R E M A R K S . 1. In [2] results on the degree of polynomials F(X, Y, Z) over Fq satisfying

F(lx,ly,lxy) = 0 a r e a l s o obtained, where {x,y) runs through a certain subset of [1,9—

I]2. The direct interpolation does not work for these polynomials.

2. For univariate polynomials h(X) 6 Fq[X] satisfying /if/y1) = 7*2 for a; in a certain

subset of [0, q — 2], which are closely related to the Diffie-Hellman mapping, similar results

are obtained in [1] and [5, Section 8]. For the unique polynomial h{X) of degree at most

q - 2 defined in the whole interval [0,q - 2] an exact formula is given in [3].
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