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Character Sums with Division Polynomials

Igor E. Shparlinski and Katherine E. Stange

Abstract. 'We obtain nontrivial estimates of quadratic character sums of division polynomials ¥, (P),
n = 1,2,..., evaluated at a given point P on an elliptic curve over a finite field of g elements. Our
bounds are nontrivial if the order of P is at least q'/*¢ for some fixed & > 0. This work is motivated
by an open question about statistical indistinguishability of some cryptographically relevant sequences
that was recently brought up by K. Lauter and the second author.

1 Division Polynomials and Character Sums

Let E be an elliptic curve over a finite field IF; of characteristic p > 3. Denote by E(F,)
the group of points of E defined over IF,;. We refer to [9] for background on elliptic
curves.

For an integer n, let ¥,, be the n-th division polynomial; nP = O, where O is the
point at infinity, see [9, Exercise 3.34]. For a given point P € E(IF,), the sequence
W, (P) is often called an elliptic divisibility sequence. It satisfies the following recur-
rence relation [9, Exercise 3.34]

(1.1)  Whai(P)¥y_i(P)W;(P)* + Wi, i(P)W,_;(P) U (P)?
+ U (P)¥_4(P)T;(P)* = 0

Furthermore, the sequence ¥, (P) is necessarily periodic with some period T and
T is always a multiple of the order of P (see Lemma 3.1l below). For background on
elliptic divisibility sequences, see [2,11,12].

Note that elliptic divisibility sequences can be viewed as a generalisation of Lucas
sequences. We recall that a Lucas sequence (of the first kind) is a sequence satisfying
a recurrence of the form

L,=aL, + bLn—27 Ly=0, Li=1,
in given coefficients a and b. Lucas sequences, including Fibonacci numbers, satisfy

an analogue of (LLI) after an appropriate scaling (multiplication of the n-th term by
M1 for some \); see [[9, Exercise 3.34] and [[12}, Section VI].
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In this paper, for a fixed point P € E(F,) and a positive integer N < T, we obtain
nontrivial estimates of sums of the form

N
Sp(N) = > X (Tu(P)),
n=1

where x is the quadratic character of IF; (as usual, we set x(0) = 0). Character
sums with linear recurrence sequences were studied in [8]]. See also [2, Chapter 5]
for a survey of estimates of exponential and character sums with various recurrence
sequences. However, to our knowledge, for elliptic divisibility sequences no results
have been obtained prior to this work.

2 Motivation

This question also has a cryptographic connection. In [5] the following elliptic divis-
ibility sequence residue problem was considered: given two points P,Q € E(F,) such
that Q € (P), Q # O, where, as before, O is the point at infinity, and ord(P) > 4,
calculate x(Wi(P)) for the smallest positive k such that Q = kP. To find k given
the points P and Q is the well-known elliptic curve discrete logarithm problem and
its assumed difficulty is the basis of elliptic curve cryptography. To solve the residue
problem it certainly suffices to solve the discrete logarithm problem. However, it
may be possible to solve the residue problem without first calculating k. It was shown
in [5, Theorem 1.1] that solving either of these problems in subexponential time leads
to a solution of the other in subexponential time. For perspective, the calculation of
X(Prs1(P)/¥(P)) takes only polynomial time from P and Q, and does not reveal k,
see [5, Section 8]. This has raised the general question of what can be said about the
residuosity of ¥, (P). More specifically, it has been shown in [5]] that the difficulty
of a certain distinguishability problem of cryptographic interest depends on the bias
between the quadratic residues and nonresidues amongst consecutive terms of the
sequence V,(P), n = 1,..., N, which is in turn equivalent to estimating the sums
Sp(N).

3 Prerequisites Concerning Division Polynomials

We recall some classical results, the first of which describes the ratio ¥,,,(P) /¥, (P).
By [[10} Theorem 8] (see also [12} Theorem 8.1]), we have the following lemma.

Lemma 3.1 Let P € E(F,;) be of order r > 3. Then for all positive s,k € Z,
Voik(P) = a“b Wy(P),

where a and b are given by

N 710 p— Vi (PPU(P)
U, (P)U,(P)’ U, _,(P)
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Furthermore, by [[10, Lemma 6], we also have the following lemma.

Lemma 3.2 Let n and m be positive integers. Then
W (P) = W, (mP)E, (P)"

We remark that in general, for P € E(F,) of order r > 3, the period T of the
sequence ¥, (P) may be as large as r(q — 1); see [10, Corollary 9]. In turn, r can be of
order q as well, for example, if P is a generator of the cyclic group of points.

However, the following result, which is immediate from Lemma 3.1} shows that
the sequence x (¥, (P)) is of smaller period.

Lemma 3.3 LetP € E(IF,) be of order r > 3. Then the sequence x (¥,,(P)) is periodic
with period which is a divisor of R = 2r.

Thus, we see from Lemma[3.3]that bounds of character sums Sp(N) are of interest
only for the values of N < R = 2r.

4 Prerequisites Concerning Character Sums

It is well known that for an elliptic curve E over I, we have
E(Fy) ~ Z/MZ x /L7

for unique integers M and L satisfying L | M. The point G, and G, are called echelo-
nized generators if G; has order M, G, has order L, and any point Q € E(IF,;) can be
written in the form Q = mG; + G, with1 < m < Mand1 </ < L.

Let 2 = Hom(E(IF,;), C*) be the group of characters w on E(IF,); these are given
explicitly by w(Q) = ey (am)er(bf), for some integers a and b with 0 < a < M,
0 < b < L, where Q = mG; + G, and for a positive integer K, we define

ex(z) = exp(2miz/K).

The following multiplicative analogue of a result of [4] is essentially Proposition 1
of [[1], which in turns comes from [6] (note that in [1]] it is formulated only for prime
fields but the proof extends to arbitrary fields without any difficulties).

Lemma 4.1 Letn be a non-principal multiplicative character on 5 of order m | g—1.
Let K = F4(E) be the function field of an elliptic curve E over Iy, and f € K be of degree
d and such that f # g™ for any function g in the algebraic closure K of K. Let w € Q.
Then

[ 3" w@un(r@)| <2dya

QEE(F,)
where >_" indicates that the sum is over Q € E(F,) such that f(Q) # oo.

Lemma 4.2 Under the assumptions of Lemma let H C E(IF;) be a subgroup.
Then

> w@ntfQ)| <2dva,

Q€H
where >_" indicates that the sum is over Q € H such that f(Q) # oc.
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Proof Let Oy C 2 be the subset of characters 9 such that H C ker(«}). Then Qy is
dual to E(F,)/H. So by the orthogonality property of characters of abelian groups,

we have
1 1 QeH,
_— 9(0) =
a5 Gen
Therefore,
* 1 *
> wQn(f(Q) = o] > > HQuw(Qn(f(Q)
QeH CE(F,) 9€Qu
1 *
= o %;H (QEEE:UP © @)Qn(f(Q)).
Applying Lemmal[4.1] we obtain the desired result. ]

5 Main Results

Here we estimate the incomplete sum Sp(IN). Following the standard approach, we
start with estimates of complete sums twisted with an additive character.

As before, let R = 2r, where r is the order of P. Then for an integer a we define
the sums

R
Tp(a) =Y x(W,(P))er(an)
n=1

which can be of independent interest.

Theorem 5.1 For any integer a, we have
Tp(a) _ O(R5/6q1/12(10gq)1/3)~

Proof Leta € 7. Fix an integer L > 3 and let £ denote the set of odd primes ¢ such
that ¢ < Land £ 1 R. Since R has at most O(log R) = O(log q) prime divisors, we see,
say, for

(5.1) L > (logq)*

and sufficiently large g we have

(5.2)

> .
~ 2logL

Let { € L. As n runs through all residue classes modulo R, so does ¢n. Since
both sequences x(V,(P)) and eg(an), n = 1,2,. .., are periodic with period R, (see
Lemma[3.3]), we have

R
Tp(a) =Y x(Win(P))er(aln).

n=1
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We average over all choices of £ € £ and set

R
W =" X(Wi(P))er(aln).

teL n=1

Then we have

(5.3) Tp(a) = iw.

To estimate W, we change the order of summation, and then apply the Cauchy
inequality:
R
2
WE <RI x(Win(Pertatn)|

n=1 (el

Now we apply Lemma

R
WP <R[S MW Pextatm|

n=1 (el

R
=R Z’ Z X(‘Ifz(nP))X(‘I/n(P)éz)eR(aén)‘ 2.

n=1 (el
Since x is the quadratic character and ¢ is odd, we have
(5.4) X(u(P)") = X(W,(P).

Therefore,

R
WP < R XU 3 x(WnPextatn)|

n=1 el

R
< RY| S x(WenPYexatm)|

n=1 (el

Expanding the square and switching the order of summation again, we obtain

R
WP <RY Y x(Wy, (nP))ex(abyn)x (W, (nP))er(—alyn)
n=1 {,,6,€L

R
=R > > x (U, (nP)¥y,(nP)) ex(alty — £r)n).

0.6eL n=1
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We now turn to bounding the inner sum. For ¢{; = ¢, = ¢, we have the trivial
estimate

R
> x(Te(nP)’) <R.

n=1
For ¢, # ¢, we use Lemma[4.2] The degree of W,(P) (considered as a function in
the function field of E) is (¢* — 1)/2, so the degree of ¥y, (P)¥y, (P) is

(€%+l;§—2) -

> —1.

It is also easy to see (by examining its zeros) that U, (P)¥,,(P) is not a square of
another function from the same function field. Since R = 2r and r is the order of the
group H = (P) generated by P, we see from Lemma[4.2] that

R

| > (W, (1P, (1P) ex(alts — )|

n=1

_ ‘ 3 (Wi, 2nP)W, (20P)) e (alt; — ez)n)‘
n=1

+ ‘ 3" x (¥4, (2nP — PYU,,(20P — P)) e (all) - ez)n)‘

n=1

= 0(I*q').

Thus, we obtain [W|* = O(R*#L + RL*,/q(#£)?). Substituting this bound in (5.3)
and using (5.2)), we derive

Tp(a) = O(R(#L) ™2 + g'/*RV2L)
= O(RL™'?(logL)"/? + q'/*R'L) .

We now choose L = |R'/3q~1/¢(log q)!/*|; thus (5.1 is satisfied, provided that q
is large enough which implies the desired estimate. ]

We remark that Theorem[5.1lis nontrivial if R > g'/?*¢ for a fixed € > 0 (we recall
that the largest possible value of R is of order g).

Now using the standard reduction between complete and incomplete sums, see [3}
Section 12.2], we obtain the following corollary.

Corollary 5.2 Forany N < R, we have, Sp(N) = O(R>°q'/'?(log 9)*/3).
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6 Comments

In principle, our approach works for sums of multiplicative characters of arbitrary
order d | g — 1. In this case, Lemma[3.3] needs some obvious adjustments. Further-
more, the set £ in the proof of Theorem 5.1l must be chosen to consist of primes
¢ = £1 (mod d), so (54) still holds. For any fixed d the final result is the same, how-
ever its strength diminishes as d grows, and, for example, for characters of order g—1
leads only to a trivial estimate. Although we do not see any immediate cryptographic
significance of such a result, obtaining nontrivial estimates of character sums with ar-
bitrary multiplicative characters is a natural and interesting question. A related open
question is obtaining nontrivial estimates on similar sums of additive characters of
IF4. In this case, there is no natural analogue of (5.4) and thus our approach does not
apply at all.

Finally, we mention an algorithmic question which can be of cryptographic rele-
vance. Given a black box which for every integer n outputs x(¥,(P)), the question
is to recover the “hidden” point P. This admits several modifications depending on
whether the curve E and the field F; are known or not. This question is analogu-
ous to the more studied cryptographic problem of recovering a hidden polynomial
F(X) € F4[X] given a black box which outputs x(f(n)); see [Z] and the references
therein.
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