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SYMPOSIUM ON DAN EFRONY & YUVAL SHANY, A RULE BOOK ON THE SHELF?
TALLINN MANUAL 2.0 ON CYBEROPERATIONS AND SUBSEQUENT STATE PRACTICE

THE SLOW PROCESS OF NORMATIVIZING CYBERSPACE

Nicholas Tsagourias*

In their article, Dan Efrony and Yuval Shany claim that post-Tallinn Manual practice demonstrates that states
entertain doubts about the applicability to cyberspace of the rules contained in the Tallinn Manuals. According to
the authors, post-Tallinn practice reveals that states treat the application of international law to cyber operations as
optional; operate in parallel—legal and nonlegal—tracks of conduct; and engage in gradated enforcement. They
also claim that their study invites further research into the implications of state conduct in cyberspace for general
international law theory.! I will use this last point as a springboard to explain the process of normativization in
cyberspace—that is, the process of subjecting states’ cyber operations and behaviors to legal standards.? To do
this, I will use Oscar Schachter’s representation of a normative (legal) order as a three-story building. According to
Schachter’s metaphor, the third floor is occupied by public values and general policy aspirations; the second floor is
occupied by law with its distinctive normative patterns of prescribing, proscribing, and applying; while the ground
floor is occupied by the social reality of conduct.? The three floors are not isolated but connected by escalators and
staircases that go in both directions.

On the basis of Schachter’s metaphor, I will argue that the normativization process in cyberspace is iterative and
multidimensional and that, currently, the ground and third floors of the putative cyber legal order are populated
while the second floor of rules is under construction. I will also argue that the Tallinn Manuals are important but
not central to this process because the normativization of cyberspace is controlled by states as the primary juris-
generative actors in international law.

The Normativization of Cyberspace: Norms, Principles, Rules, and Practice

States do not treat cyberspace as existing in a normative vacuum but rather as having a putative normative (legal)
order. Declarations to the effect that international law applies to cyberspace are too numerous to requite specific
recounting.* Such statements are, however, like an architect’s plan for a house—and states are indeed the primary
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architects of international law—but the critical question is how a concrete cyber legal order can be created out of
this plan. That process of construction is the focus of this essay.

The Tallinn Manuals set the scene by laying out the international law rules that apply to cyberspace. Their central
premise is that they present the law as it is and not as it “ought” to be.> The Manuals ate the work of independent
experts and can be contrasted in that regard with the reports of the United Nations Group of Governmental
Experts on Developments in the Field of Information and Telecommunications in the Context of
International Security (GGE), an intergovernmental process operating under the UN umbrella.® The GGE
reports lay down binding as well as nonbinding rules, norms, and principles that apply or should apply to cyber-
space. For example, the 2015 GGE Report (adopted by consensus) listed eleven voluntary and nonbinding norms,
rules, and principles of responsible state behavior aimed at promoting an Information and Communication
Technology (ICT) environment that is open, secure, stable, accessible, and peaceful. It also affirmed that interna-
tional law; in particular the UN Charter, applies to cyberspace, along with the principle of state sovereignty and the
international norms and principles that flow from it (such as sovereign equality and the principle of noninterven-
tion).” For their part, Efrony and Shany speak of norms, although it seems that they actually mean rules. In light of
these different formulations, it is important to clarify the concept of “norms,” “principles,” and “rules.”®

A norm is a deontic proposition that not only guides behavior, but also forms the basis for evaluating behavior.
As the 2015 GGE Report put it, norms “reflect the international community’s expectations, set standards for
responsible State behaviour and allow the international community to assess the activities and intentions of
States.”” Norms are also consequential, although there are degrees of consequentiality when one moves from
the general to the specific. Norms can be divided into principles and rules. In Schachtet’s metaphor, norms as
principles are located in the third floor, while norms as rules inhabit the second floor.

The Third Floor: Principles and the Normativization Process in Cyberspace

Principles are general propositions containing standards and objectives that not only provide guidance, but also
determine, operationalize, and constrain social interactions. In this sense, principles are essentially political, but
when they become part of a legal order, they acquire legal standing and endow the standards and objectives of
the constructed order with legal force. Principles are divided into deontological principles (which set out aggregate
standards and objectives) and structural principles (which contain the coordinating standards and processes for
realizing the former).

When it comes to the normative structure of cyberspace, states have promulgated its referent principles and
hence populated the third floor. The GGE reports are indicative in this respect. They set out the standards
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and goals of the cyber order (the promotion of an open, secure, stable, accessible, and peaceful ICT environment)
and lay down the structural principles that will assist in attaining those standards, such as the principles of sover-
eignty, nonintervention, and sovereign equality. Beyond the GGE framework, states have also confirmed the
application of these principles to cyberspace in their cyber strategies, in international fora, and in bilateral and
multilateral settings.!”

Principles can give rise to rules. Rules are specific proscriptions or prescriptions that individuate particular
aspects of a referent principle. Rules are monodimensional in the sense that, to use Dworkin’s expression, they
apply in an “all-or-nothing fashion.” They also enjoy direct and immediate normative consequentiality, whereas the
normative consequentiality of principles is gradated depending on interpretation and specification. This is
completely different from saying that principles lack normative force because of their generality. As a matter of
fact, the International Court of Justice has ascribed legal consequences to both principles and rules and often
treated them interchangeably.!!

This normative mapping helps illuminate the current debate on the normative force of the principle of sover-
eignty in cyberspace.!? Some contend that sovereignty as a principle cannot produce legal consequences unless it is
dissected into specific rules (as with the rule on the nonuse of force), while others claim that sovereignty can itself
produce legal consequences. On the basis of the foregoing, I submit that the principle of sovereignty produces
legal consequences, which international jutisprudence also confirms.!® Unlike a rule, howevet, sovereignty as a
principle is more general and applies across different areas, with its content and normative force being subject
to interpretation and further specification. The crux of the matter, then, is to identify which aspects of the principle
of sovereignty are legally consequential in cyberspace and, above all, how the principle of sovereignty is mapped
out in cyberspace. For example, in addition to the nonuse of force and nonintervention, which protect specific
aspects of the principle of sovereignty, is cyber interference into a state’s political authority—another domain pro-
tected by the principle of sovereignty—legally consequential?!*

The Second and Ground Floor: Rules, Practice and the Normativigation Process in Cyberspace

I'will now consider what happens in the second and ground floor and what this reveals about the construction of
the cyber legal order. According to Efrony and Shany, the ground floor is currently populated with state practice,
whereas the second floor is not populated by rules. I agree with the former, but I am more sanguine about the
latter. To explain, the ground floor is populated by states’ actions, reactions and inactions, name-calling, initiatives,
claims, counterclaims, and the like. Beyond this external state conduct, there is also internal conduct in the form of
cyber strategies, legislation, and indictments. This shows that states are in the process of translating overbroad
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principles into rules and practice and in translating practice into rules and principles. Efrony and Shany actually
point to recent developments whete states individually or collectively appeat to be more forthcoming in translating
the content and scope of norms and in evaluating state behavior against those norms. For them, such develop-
ments teveal “communicative and norm-consolidation” tendencies.!®

This process of norm translation, which will eventually lead to the crystallization and consolidation of rules in
the second floor, can nonetheless be quite slow. States must weigh interests and options, consider how existing
international rules can be applied in the cyber domain, and evaluate the practical implications of any normative
commitment. Yet, as Efrony and Shany acknowledge, this state of affairs is not peculiar to cyberspace, as the law of
development and environmental law demonstrate. In this regard, there is no reason to despait.

In the process of norm translation, international lawyers—including those who do not work for govern-
ments—can play an important role.!® The experts who promulgated the Tallinn Manuals offer an inventory
of rules that apply to cyberspace, explaining their content and how they apply to this new environment. But
experts do not produce international law. The main reason why states are not responsive to the Tallinn rules is
because, as the primary normative engines of international law, they refuse to delegate this function fully to
others, even if those other actors may influence states’ thinking and actions. Even if states were to accept or
enforce the Tallinn rules at some point in the future, it would not be directly or explicitly. Any suggestion that
the Manuals will be employed “lock, stock, and barrel” is misplaced because states have an institutional as well
as a vested interest in controlling the process of norm-building, rule specification, and rule application.
Whereas the Manuals can be part of the normativizing process, they are not themselves the normativizing
process.

Itis also in the context of the current process of norm translation that optionality and gradated enforcement—
identified by Efrony and Shany as indicators of cyber’s lack of normativity—need to be considered. Optionality is
part and parcel of international law’s structural DNA; whether states will claim that a violation of international law

occurred and take countermeasures depends on many factors, primarily political ones. There is no automaticity as
far as the application and enforcement of international law is concerned because states are at the same time law
creators, interpreters, and enforcers. This state of affairs also explains the gradation in enforcement and the resort
to measures of retorsion noted by Efrony and Shany. Although I concur with the authors that retorsion fudges the
question of illegality, retorsion is an international law instrument of approbation which is legally consequential in
the sense of attempting to induce compliance, deter conduct, or punish a wrongdoing state. Hence—and contrary
to what the authors say!’—states are operating within the four corners of the putative cyber legal order while
trying at the same time to reduce the normative silences, uncertainties, ambiguities, and gradations that still
exist. To put this slightly differently, the normative pendulum in cyberspace swings from generality to particularity
with a lot of bumps in the process.

In sum, states have identified the referent principles of the putative cyber legal order and are engaging in con-
duct, but they are still determining the content and scope of the applicable rules. This state of affairs is confirmed
by the failure of the 2017 GGE to produce a report. The failure was due to differences of opinion on the appli-
cability or on the content of certain rules in cyberspace, but the disagreement did not extend to all rules or to the
principles included in the 2015 GGE Report. In fact, the intervening GGE Reports show how normativization
has gained momentum since the first GGE, where, according to the Russian Representative, “even with the use of

'3 See Efrony & Shany, supra note 1, at 649.
16 See id. at 648.
7 1d. at 649.
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translation, the members ... spoke different languages with respect to essential issues related to international infor-
mation security” because of different approaches to key concepts and to the applicable law.!®

Where Do We Go from Here?

Rule consolidation will take place gradually and slowly when states’ interests and preferences coalesce around
issues, forms, and procedures. In fact, as Efrony and Shany note, consensus is already emerging in outlawing cer-
tain cyber operations, as for example operations on critical national infrastructure, and such consensus can grad-
ually extend to other issues. As Efrony and Shany also opine, certain nonbinding norms endorsed in the 2015
GGE Report or in other instruments can gradually attain customary law status. At this juncture, rule consolidation
cannot take the form of an international agreement but may be pursued through the United Nations—either
through the GGE process or through other processes within the General Assembly or the Security
Council'’—or through bilateral or multilateral processes.?’ Regional institutions such as the European Union
can facilitate quicker norm consolidation by bringing together like-minded states.?! This shows that states have
a number of options when engaging in rule consolidation, and it is for states to decide whether to pursue a com-
prehensive agenda or a more defined agenda of rule consolidation. That said, it should not be forgotten that the
normativization process cannot be decoupled from the attitudes of those states most actively involved in cyber
operations.

'8 UNGA, Sixtieth Session, First Comm. 13th Meeting, UN Doc. A/C.1/60/PV.13, at 5.
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Security, UN Doc. A/C.1/73/1..27 /Rev.1 (Oct. 29, 2018); Draft Resolution: Advancing Responsible State Behaviour in Cyberspace in the
Context of International Security, UN Doc. A/C.1/73/1.37 (Oct. 18, 2018).

20 White House, Fact Sheet: President Xi Jinping’s State Visit to the United States (Sept. 25, 2015).

! See Directive (EU) 2016/1148 of the European Patliament and of the Council of 6 July 2016 Concerning Measures for a High
Common Level of Security of Network and Information Systems Across the Union, O.J. (I. 194) 1 (July 19, 2016).
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