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Abstract
This article reports the results of a survey examining Canadians’ attitudes about political
parties’ collection of personal information. Datified campaigning brings concerns
about surveillance, divisiveness, digital redlining and elector autonomy. This article asks
whether awareness of parties’ data collection practices affects willingness to engage
with campaigns. We find (1) that respondents are not fully aware of political parties’
data collection practices, (2) that awareness of parties’ collection of personal information
may reduce electors’ willingness to interact with political parties online, (3) that those who
are more aware of these practices report higher levels of concern about them and that
those who do not think that parties’ collection of personal information is important
to the democratic process also report higher levels of concern, and (4) that new legal
measures to regulate how political parties collect and use personal information are supported
by respondents.

Résumé
Cet article présente les résultats d’une enquête sur les attitudes des Canadiens à l’égard
de la collecte de renseignements personnels par les partis politiques. La datafication des
campagnes politiques suscite des inquiétudes concernant la surveillance, les dissensions,
le redlining numérique et l’autonomie des électeurs. Cet article cherche à savoir si la con-
naissance des pratiques de collecte de données des partis a une incidence sur la volonté de
participer aux campagnes. Nous constatons que 1) les répondants ne sont pas pleinement
conscients des pratiques des partis politiques en matière de collecte de données ; 2) la con-
science de la collecte de renseignements personnels par les partis peut réduire la volonté
des électeurs d’interagir avec les partis politiques en ligne ; 3) ceux qui sont plus conscients
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de ces pratiques signalent des niveaux plus élevés d’inquiétude à leur sujet ; ceux qui ne
pensent pas que la collecte de renseignements personnels par les partis est importante
pour le processus démocratique signalent également des niveaux plus élevés de
préoccupation ; et 4) les répondants sont favorables à de nouvelles mesures juridiques
visant à réglementer la façon dont les partis politiques recueillent et utilisent les renseigne-
ments personnels.

Keywords: privacy; political parties; political engagement; elections
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Introduction
In March 2018, the Guardian and the New York Times revealed that a private
company, Cambridge Analytica, had obtained the personal data of more than
87 million Facebook users and was using this data to provide political campaign
services around the world. Personal information had been harvested and used to
profile and infer personal details about tens of millions of Facebook users. This
data was then used to send Facebook users targeted political messages in attempts
to influence voting behaviour. These revelations were shocking due to the scale and
detail of the personal data involved and the political uses to which it had apparently
been put.

While the Cambridge Analytica revelations brought the potential political uses
of personal information into the public eye, scholars had been researching and
reflecting on these practices for years. Colin Bennett has focused on Canadian polit-
ical parties’ collection of personal information since at least 2012; Philippe Dubois,
Thierry Giasson, Alex Marland, Eric Montigny, Steve Patten and Tamara Small
have examined the use of data and social media in election campaigning in
Canada since around 2017; and Ryan Calo, Kate Dommett, Philip Howard,
Daniel Kreiss and Samuel Woolley have published studies of data-driven cam-
paigns, bots and uses of technology in political communication internationally.

The Cambridge Analytica revelations led many to delete their Facebook
accounts. In this article, we ask whether collection of personal information by polit-
ical parties might lead electors to disengage not from social media platforms but
from communications with political parties and their campaigns.

Western countries’ regulation of political parties’ collection and use of electors’
personal information lie on a spectrum. At one end is the United States, where polit-
ical parties are, as in Canada, not bound by privacy laws and where elections are
more “data-driven” than anywhere else in the world (Bennett and Oduro-Marfo,
2019; Bennett and Bayley, 2012: 10). At the other end are the United Kingdom
and most European countries, where privacy laws do apply to political parties.
Canada and Australia fall somewhere in the middle (Bennett and Oduro-Marfo,
2019; Bennett and Bayley, 2012: 9). In Canada, only British Columbia and
Quebec have, to date, enacted privacy legislation that applies to political parties
(see Judge and Pal, 2021).

Building on our past work (Bannerman et al., 2019), we conducted a survey
examining Canadians’ attitudes about political parties’ collection of personal
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information. Although online participation by electors and political parties raises
opportunities for democratic engagement, datified campaigning also brings
concerns about surveillance, divisiveness, digital redlining and elector autonomy.
Our article asks whether awareness of parties’ data collection practices affects
willingness to engage with campaigns.

We set up this question by outlining what is known about parties’ data collection
practices in Canada and internationally. Next, we review the literature on political
parties’ collection of personal information and its effects on electors’ willingness to
engage with campaigns. Then we detail our methods and present our analysis. In our
analysis, we first further set up our question on the effects of awareness on engage-
ment by asking how aware respondents are about federal political parties collecting
and retaining their personal information. We followed the question of whether
awareness of parties’ data collection practices affects willingness to engage with cam-
paigns by examining electors’ specific concerns with political parties collecting and
storing personal information, the characteristics that correlate with high levels of con-
cern over political parties’ information collection practices, and attitudes about the
applicability of privacy law and consent requirements to political parties.

We find (1) that respondents are not fully aware of political parties’ data collec-
tion practices, (2) that awareness of parties’ collection of personal information may
reduce electors’ willingness to interact with political parties online, (3) that those
who are more aware of these practices report higher levels of concern about
them and that those who do not think that parties’ collection of personal informa-
tion is important to the democratic process also report higher levels of concern, and
(4) that new legal measures to regulate how political parties collect and use personal
information are supported by respondents. We think that the application of privacy
law to political parties is warranted in order to protect electors’ trust in the dem-
ocratic process in Canada.

Current Regulation of Canadian Political Parties’ Access to Electors’
Personal Information
Several laws constrain Canadian political parties’ collection and use of personal
information, including laws regarding telemarketing, the Canada Elections Act
(S.C. 2000, c. 9; see also Judge and Pal, 2021) and federal commercial privacy
laws that apply in a limited way to political parties to the extent that they engage
in commercial activity, such as merchandise sales (Personal Information
Protection and Electronic Documents Act, S.C. 2000, c. 5). The Elections
Modernization Act (S.C. 2018, c. 31) now requires federal political parties to main-
tain and publish privacy policies online. The Canada Elections Act requires
Elections Canada to maintain a register of electors (S.C. 2000, c. 9, s. 44(2)). The
register is used to produce lists of electors during elections. These lists, containing
electors’ names, addresses and a unique identifier, are sent annually to all members
of Parliament and, on request, to registered political parties (Canada Elections Act,
S.C. 2000, c. 9, s. 45).

In British Columbia, where the Personal Information Protection Act (S.B.C.
2003, c. 63) came into force in 2004, provincial privacy laws apply to political par-
ties’ noncommercial uses of personal information. Following the Cambridge
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Analytica scandal, British Columbia’s information and privacy commissioner
investigated the ways that British Columbian political parties collect and use elec-
tors’ personal information. The commissioner found that “political parties are gen-
erally collecting too much information about potential electors, without getting
proper consent” (McEvoy, 2019: 4). He found that canvassers collect personal
information such as electors’ ethnicity, age, profession, Facebook ID, family status,
and other information and that canvassers make observations from the doorstep
about electors and record them in parties’ databases (McEvoy, 2019: 12). With
respect to this last practice, the commissioner noted that “it is highly debatable
that most individuals would agree to [this] if they were told.” He also said it was
“highly unlikely . . . that voters are consenting” to the collection of gender, ethnicity
and religion (McEvoy, 2019: 16) and expressed doubt about the accuracy of infor-
mation collected in this way. In 2021, Quebec passed Bill 64 (2021, chapter 25),
which applies privacy laws in limited ways to political parties.

At the federal level, political parties have developed privacy policies (as required
under the Elections Modernization Act), albeit policies vary considerably (Office
of the Privacy Commissioner of Canada, 2019). The Office of the Privacy
Commissioner of Canada (2019) found that all major federal parties had failed
to provide sufficient evidence that the consent obtained by parties to collect and
use personal information was valid and informed. Most parties collect publicly
available information, including social media names and contacts. Although each
of the parties’ policies has provisions for individuals to update or correct personal
information, it is unclear how an individual would do this, since no party mentions
how—or if—individuals can access their information upon request (Office of the
Privacy Commissioner of Canada, 2019; Howard and Kreiss, 2009: 19).

Data-driven campaigns in Canada

Parties vary in the extent to which they use data-driven campaigning, but all major
parties in Canada maintain large campaign databases in which they combine
Elections Canada information with other sources, including voter contact data,
and use it for direct mailing and strategy formation, especially in marginal seats
(Bennett and McDonald, 2019; Bennett and Oduro-Marfo, 2019; Bennett and
Bayley, 2012: 16; Howard and Kreiss, 2009: 17–19; McEvoy, 2019: 14; Munroe
and Munroe, 2018; Judge and Pal, 2021). Each main political party in Canada
has developed its own customized database, used to generate call sheets and walk
sheets for canvassers, often filtering such sheets strategically to target supporters
(Munroe and Munroe, 2018; Judge and Pal, 2021; Patten, 2017). Data can be
used to target traditional or online advertisements, decide where and who to can-
vass, track what issue is important to whom, set targets, measure success, quantify
individual campaigners’ performance, and make inferences and predictions about
electors (for example, data on individuals’ personality traits could be used to
infer political ideology [Bergeron and Galipeau, 2021]). The extent to which
these features are used varies by party and by campaign (Munroe and Munroe,
2018; Montigny et al., 2019; Giasson et al., 2019; McKelvey and Piebiak, 2019).

Because there is no authority to audit or investigate the databases, evidence
on what is included in them tends to be anecdotal and speculative (Bennett and
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Bayley, 2012: 16; Howard and Kreiss, 2009; Information Commissioner’s Office,
2018a). We know that parties use the poll-by-poll results released after an election,
cross-referencing this data with the list of electors and addresses provided by
Elections Canada (Bennett and Bayley, 2012: 15–19). This provides a starting
point for building more complete databases on electors’ attitudes, affiliations and
intentions. Increasingly, parties collect personal information about electors from
social media, political marketing agencies or data brokers (McEvoy, 2019;
Bennett and McDonald, 2019). Data is less commercially available, less complete
and potentially more expensive in Canada than in the United States, affecting
the cost-benefit ratio of data-driven campaigning (McKelvey and Piebiak, 2019).

Door-to-door and telephone canvassing are important sources of data.
Canvassing is viewed by some parties not as an opportunity for dialogue or a
way to convince electors to vote for their candidates but as a site of data collection
(Munroe and Munroe, 2018). Some parties’ canvassers use a smartphone app to
collect information about constituents, such as whether they are a supporter,
their ethnicity, and whether they have young children; others use paper, later enter-
ing data into the database (Munroe and Munroe, 2018). Our study focused in part
on interactions between party personnel and electors because electors may not be
aware that data is being collected through such interactions or what its potential
uses are. We wondered whether awareness of data collection might change the
nature of electors’ interactions with political parties—a key site of democratic
engagement.

Given the decreased dialogue and increased emphasis on data collection in elec-
toral canvassing, privacy and surveillance have moved to the core of political com-
munications, where techniques of consumer surveillance have begun to take hold
(Bennett and Lyon, 2019). It is taken as established that opaque surveillance prac-
tices are problematic for democracy and that privacy is essential to political partic-
ipation (Bennett and Oduro-Marfo, 2019). Data-driven campaigns can drive
divisiveness when different messages are targeted to different groups, and they
can harm the “marketplace of ideas” when messages are conveyed in relative secrecy
to some groups and not to others, preventing messages from being confronted by
other messages and views. Targeted election advertisements could undermine voter
autonomy through narrowing information that voters receive. The use of manipula-
tive psychographic profiling could undermine both privacy and autonomy (Burkell
and Regan 2019; Dobber et al., 2019). Data-driven campaigning could leave parties
in power beholden to specific groups rather than to broader publics, even redlining
or ignoring and excluding groups from political communications (Bennett and Lyon,
2019; Cohen, 2021: 604–5). Data-driven campaigning can creep into the “permanent
campaign” of governing when it is adopted by parties in power and government itself
(Marland et al., 2017; Bodó et al., 2017: 4). The relative availability and affordability
of data to large versus small parties, central versus local party organizations, or polit-
ical parties versus advocacy groups, shifts electoral power dynamics (Bennett and
Lyon, 2019; McKelvey and Piebiak, 2019: 209; Small and Jansen, 2020).

In Canada, data-driven campaigning has unique implications given our
first-past-the-post electoral system and weaker partisan affiliation of electors,
which can mean that some votes are “up for grabs” and can swing elections
(Bennett and McDonald, 2019). Further, “the volatile party system, a declining
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engagement with political parties, a culture of electoral pragmatism, and strict lim-
itations on campaign financing all increase the importance of gathering and deploy-
ing data on actual and potential voters” (Bennett and McDonald, 2019: 146). Most
significant, given our focus, is that data-driven elections could lead to negative atti-
tudes and a decline in political engagement if “voters perceive that their interests
are being manipulated by political and technical elites” (Bennett and Lyon, 2019: 4).

Literature Review
Awareness of collection

It has often been stated, but never empirically confirmed, that Canadians are
unaware of the extent of political parties’ collection of personal information.
Therefore, in this article we extend our past work by asking the following question:

RQ1: Are respondents aware that federal political parties collect their personal
information?

A decade before the Cambridge Analytica news broke, Howard and Kreiss
remarked that voters “do not always realize that data about them is being collected
and used for political purposes, and are surprised when they discover that they have
been profiled” (2009: 8). As Bennett and Oduro-Marfo also point out, “relatively
little” is known about “how privacy has been compromised by democracy [itself], . . .
by the agents that seek to mobilise, engage, and encourage us to vote—or not to
vote” (2019: 11). A recent survey by OpenMedia asked about awareness of the
Cambridge Analytica scandal but not about awareness of the collection of personal
information by political parties. It found that about 61 per cent of those surveyed
had followed the issue at least somewhat closely (OpenMedia and Innovative
Research Group, 2018).

In Canada, the Office of the Privacy Commissioner of Canada (OPC) conducts a
survey of Canadian residents’ perceptions of privacy biannually. While these sur-
veys do not normally address awareness about the collection of personal informa-
tion by political parties specifically, they consistently show that Canadians’ general
awareness and knowledge about privacy rights is growing.

We are not aware of a survey other than our own (Bannerman et al., 2019) that
examines current knowledge of federal parties’ personal information collection
practices in Canada. While there is beginning to be significant literature on datified
campaigning in Canada (Giasson et al., 2019; Munroe and Munroe, 2018;
McKelvey and Piebiak, 2018, 2019; Bennett and Lyon, 2019), this literature has
rarely explored Canadians’ level of awareness that datafied campaigning is taking
place. Understanding Candians’ level of awareness is important for our purposes
because attitudes may be influenced by a lack of full awareness.

Trust, privacy and democratic engagement

No study, to our knowledge, examines the effects of awareness of Canadian political
parties’ collection of personal information on electors’ willingness to engage or
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interact with parties or campaigns. Therefore, we ask in our second research
question:

RQ2: Does awareness of political party collection of personal information affect
willingness to engage with campaigns?

It stands to reason, and privacy experts often state, that privacy plays an essential
role in strengthening democratic engagement (Bennett, 2018a, 2018b, 2015;
Bennett and Bayley, 2018; Bennett and Oduro-Marfo, 2019; Gavison, 1980;
House of Commons Standing Committee on Access to Information, Privacy and
Ethics, 2018a, 2018b; Information Commissioner’s Office, 2018b, 2018a). One of
the purposes of privacy protection, it is said, is to protect citizens’ willingness to
engage in political processes without fear of judgment or interference. There is a
rich literature that addresses the role played by effective privacy protection in
democratic societies, in which privacy advances individual autonomy and
self-fulfillment, reinforces political competition, and bolsters participation and
engagement, including “voting freely, speaking out, engaging in interest groups,
signing petitions, participating in civil society activism and protesting”; privacy
also “enhances the freedom to make choices under conditions of genuine reflection
and equal respect for the preferences, values and interests of others” (Bennett and
Oduro-Marfo, 2019: i and 9). The UK Information Commissioner’s Office has
argued that parties’ digital data processing techniques “can have a significant
impact on people’s privacy,” expectations of privacy, and trust in the democratic
system (Information Commissioner’s Office, 2018a: 8–9).

While we are not aware of a study empirically examining a link between aware-
ness and engagement, Kefford (2021) has examined Australians’ attitudes toward
parties’ data collection at the point of engagement, finding that 47 per cent of
respondents were “uncomfortable” or “very uncomfortable” with parties collecting
information on “who you said you would vote for” in person or over the phone
(Kefford, 2021: 148). Fewer were “uncomfortable” or “very uncomfortable” with
the collection, in person or over the phone, of “the issues you said you are especially
concerned about” and “what you said your views were on the prime minister” in
their databases (20% and 30% respectively) (Kefford, 2021: 149).

Trust in political institutions and actors is an essential aspect of political culture
that serves as a precursor to democratic engagement (Almond and Verba, 1963;
Easton, 1965). Trusting citizens are much more likely to cast a ballot than are dis-
trusting electors (Hooghe, 2018). Studies of trust have helped explain lower partic-
ipation in extraparliamentary elections (Cox, 2003) and have highlighted the
importance of trust in parliament and political representatives (Grönlund and
Setälä, 2007). Likewise, there is a positive relationship between trust and institution-
alized forms of participation organized by elites such as political parties (Hooghe
and Marien, 2013). Such activities could include party membership, working
with a party or organization, and contacting government officials (Hooghe and
Marien, 2013). Overall, the more trusting citizens are, the more likely they are to
participate at election time and to leverage other opportunities in the political
system.
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The importance of trust is juxtaposed with Canadians’ increasingly less
favourable attitudes toward the political system and declining levels of trust in
political institutions (including parties) (Cross, 2004; O’Neill, 2003; Pammett
and Leduc, 2003). If parties’ data collection practices further erode Canadians’
trust in political parties, political engagement could be affected, weakening the
social fabric of society and lowering legitimacy in the political system (Putnam,
2000; Easton, 1965).

Some fear that the unauthorized use of personal information may undermine
the legitimacy of political and electoral processes (Bennett, 2018b; Bennett and
Bayley, 2018; Delacourt, 2013; Hankey et al., 2018; House of Commons Standing
Committee on Access to Information, Privacy and Ethics, 2018a; Information
Commissioner’s Office, 2018b, 2018a). The UK Information Commissioner’s
Office (2018a) has warned that parties’ data practices could negatively impact cit-
izen’s privacy and political trust. (Worryingly, 6 per cent of election candidates
responding to an Elections Canada survey said they “did not take any measures
to protect personal information” [Elections Canada and Ekos Research, 2019:
51].) A significant privacy breach, and media coverage thereof, could have far-
reaching implications beyond any one political party, potentially affecting engage-
ment with the broader political system. As Bennett and Bayley (2012) argue, such
an incident could hasten trends in falling democratic engagement. Our study is the
first of which we are aware to test the empirical link between awareness of parties’
data collection practices and engagement with political parties.

Specific concerns and predictors of higher levels of concern

Research has yet to examine Canadians’ specific concerns about political parties’
collection or use of personal information. To address this gap, we propose a
third research question:

RQ3: What are Canadians’ concerns regarding political parties’ collection and stor-
age of personal information? What characteristics point to higher levels of concern?

Several studies have examined general levels of concern about political parties’ col-
lection of personal information, or privacy more broadly; however, much of this has
been conducted by polling companies. Work by the Knight Foundation and Gallup
show concerns about targeted political ads (McCarthy, n.d.), while a study by
Ryerson’s Social Media Lab suggests that a majority of Canadians (65%) are
“uncomfortable” with the use of publicly available social media data by political
parties and (54%) political polling (Dubois et al., 2018). An Australian study
showed that few respondents were “not concerned” about political parties acquiring
personal data from banks or other financial institutions, “companies you buy things
from” or social media companies (Kefford, 2021: 150–51). No study of which we
are aware has asked participants about a broad range of concerns regarding use
of their personal information by parties.

How does awareness of parties’ data collection relate to levels of concern? We
hypothesize that awareness of parties’ data collection practices raises respondents’
levels of concern about parties’ collection of personal information:
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H.a: Those who were aware (before we confirmed or revealed) that political parties
collect a lot of personal data will be more concerned with that data collection.

Understanding the relationship between awareness of collection and concern is
important because policy makers and privacy experts, as mentioned above, often
theorize that as awareness rises, so might levels of concern, presenting a potential
threat to democratic trust and engagement. Our work adds to evidence of an
empirical link.

At least one past study has associated higher levels of awareness with higher lev-
els of concern about data collection in an electoral context: a 2018 survey by
OpenMedia found that 61 per cent of Canadians surveyed were at least “somewhat
closely aware” of the Cambridge Analytica scandal and that 65 per cent were either
very or somewhat concerned “about the possibility of private companies collecting
personal information about Canadians and using it in an attempt to influence the
election.” The survey found that the more aware respondents were of the news sto-
ries about Cambridge Analytica, the more concerned they were (OpenMedia and
Innovative Research Group, 2018: 7). It remains to be examined whether higher lev-
els of awareness of collection by political parties correlates with higher levels of
concern. (We acknowledge that higher levels of awareness of data collection do
not necessarily correlate with behaviours relating to data disclosure or privacy
choices [Turow et al., 2015; Williams and Nurse, 2016]).

We are also interested in whether belief in the importance of parties’ collection
of personal information to democracy affects level of concern. No previous litera-
ture has examined this relationship. We hypothesize that:

H.b: Those who believe political parties collecting personal data is important for
democracy will be less concerned with that data collection.

The relationship between the belief that collection is important to democracy and
level of concern is important because of how often “importance to democracy”
serves to justify collection and lack of privacy regulation. Some scholars have argued
that to be able to fulfill their democratic function of mobilizing electors and
encouraging participation, political parties need to access personal information
(Bennett and Bayley, 2012: 3–4). Parties and politicians contend that their needs
for personal information are special (Bennett and Bayley, 2012: 3–4) and that
exempting political parties and representatives from privacy law supports freedom
of political communication and enhances electoral and political processes
(Williams, 2000; Cohen 2021). They have argued that privacy laws intended for
the private sector are inappropriate for parties as “associations of volunteers”
(Fenrick, 2018) and that privacy law could stand in the way of parties’ ability to
develop and assess popular support for policy positions, of parties’ understanding
of electors’ political opinions or philosophical beliefs, and of data-intensive cam-
paigning (Cohen, 2021: 590). Some argue that privacy penalties, if applied to polit-
ical parties, could have a chilling effect on political processes (Fenrick, 2018).

However, the legitimacy of parties’ exemption from privacy law has been ques-
tioned by those who argue that political parties should be subject to privacy law
(Cohen, 2021; Fenrick, 2018; Williams, 2000). While the belief that the collection
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of personal information is important to democracy might be associated with less
concern about data collection, it could also be associated with greater concern
and associated calls for regulation and oversight to ensure that collection is done
properly with appropriate oversight, given its importance.

Attitudes about the applicability of privacy law to political parties

Finally, we ask in our fourth research question:

RQ4: Do Canadians believe that political parties should be subject to privacy and
data collection and retention laws?

At least two past surveys have polled Canadians’ attitudes toward whether political
parties should be subject to privacy laws (Curry, 2019; Office of the Privacy
Commissioner of Canada, 2009). A recent survey conducted by the Centre for
Digital Rights showed that 91 per cent of respondents in Canada were unaware
(or unsure) about whether Canadian privacy law applies to political parties
(Curry, 2019). When respondents were informed that federal privacy law did not
currently apply to political parties, 88 per cent said that it should (Curry, 2019).
This result is similar to a 2009 survey by the OPC that found that an overwhelming
majority of Canadians (92%) felt that political parties and politicians should be
subject to privacy laws (Office of the Privacy Commissioner of Canada, 2009).
An Australian study showed that a smaller percentage (66%) of respondents dis-
agreed or strongly disagreed that “political parties should be exempt from privacy
legislation” (Kefford, 2021: 146). Here, our study tests what has been suggested by
previous work. No past study, to our knowledge, has broken down the types of
information that Canadians believe political parties should collect.

Methods
As outlined above, this article answers the following research questions:

RQ1. Are respondents aware that federal political parties collect their personal
information?

RQ2. Does awareness of political party collection of personal information affect
willingness to engage with campaigns?

RQ3. What are Canadians’ concerns regarding political parties’ collection and
storage of personal information? What characteristics point to higher levels of con-
cern? We hypothesize that:

H.a: Thosewhowere aware (before we confirmed or revealed) that political par-
ties collect a lot of personal datawill bemore concerned with that data collection.

H.b: Those who believe political parties collecting personal data is important
for democracy will be less concerned with that data collection.
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RQ4. Do Canadians believe that political parties should be subject to privacy and
data collection and retention laws? Which types of information should be subject to
consent requirements?

Data collection

Building on our previous work (Bannerman et al., 2019), we conducted a survey of
1,000 Canadians in August 2020 through online panel provider AskingCanadians.
The survey was conducted in English and French with quotas set for age, gender
and province based on Statistics Canada percentages for the population, in order
to ensure a sample as representative as possible was obtained. Nevertheless, certain
populations were underrepresented, including individuals identifying as “other”
gender identities, individuals residing in the territories, and older adults. The use
of quotas also renders the sample nonrandom, resulting in larger standard errors
than would be the case for simple random samples of the same size.

Respondents were asked if they identified as being a Canadian citizen and were
screened based on their commitment to provide honest answers.1 This was included
to encourage respondents’ honesty and attention to the survey. Studies have shown
such an approach can reduce the social desirability of responses in online surveys
(Vésteinsdóttir et al., 2019).

Measures

The study used the following measures:

Awareness
To measure respondents’ awareness of political parties’ collection of personal
information, we first gave respondents a list of 14 types of information that polit-
ical parties could collect (for example, name, phone number, income, political
views). We asked them to respond yes or no to the following statement for
each item: “I believe that Canadian federal political parties collect my ___ for
use in electoral campaigning.” These 14 questions were used to respond to
RQ1. We computed a scale variable by summing the responses for all 14 items,
which we used to respond to RQ2 and to H.a, the first hypothesis related to
RQ3. We also operationalized awareness through a series of likelihood of engage-
ment questions described next.

Likelihood of engagement
To assess how respondents felt about engaging with political party personnel before
and after knowing about their data collection practices, we first asked respondents:
“If a federal election were in progress now, how likely would you be to speak with
campaign personnel in person or by phone?” We also asked: “If a federal election
were in progress now, how likely would you be to interact with political parties or
politicians on social media (for example, by liking or commenting on their content,
(re)posting their content, or signing on to petitions?)” Having established this base-
line, we told participants later in the survey: “Canadian political parties might
indeed collect personal information such as your name, contact information, reli-
gion, gender, ethnicity, and political views.” We then repeated both likelihood
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questions, adding: “Knowing that parties might collect such information.” Response
options for all four questions were: “very unlikely,” “somewhat unlikely,” “some-
what likely,” “very likely” and “don’t know/prefer not to say” (treated as missing).
Binary versions were computed into likely/unlikely. These measures were used to
respond to RQ2. We asked more general questions first before introducing the
topic of parties’ collection of data, so as not to prime participants who did not
know about parties’ collection of voter data and who might be discouraged by
learning about such practices. Asking more general questions before specific ones
is also a best practice in survey construction to ensure the responses to more general
questions are not affected (McFarland, 1981).

Concern
We measured concern about political parties collecting personal information using
a 5-point Likert scale matrix that included 17 items, with response options ranging
from “not at all concerned” to “extremely concerned.” We computed a scale vari-
able for concern based on mean values for all 17 items. Cronbach’s alpha is .956,
indicating sufficient internal consistency. This variable is the dependent variable
in RQ3 and related hypotheses.

Importance for democracy
We asked respondents: “How important is it, to the democratic process, for political
parties to collect personal information about Canadian voters?” Response options
ranged from “not at all important” to “extremely important” on a 7-point scale.
This variable is an independent variable in H.b, the second hypothesis related to RQ3.

Collection
We measured if people believe political parties should be allowed to collect and
retain a variety of types of information, using 14 items with the response options
“yes,” “yes, but only with my explicit consent,” “no, never,” and “don’t know/prefer
not to say.” This measure is used in RQ4.

Privacy laws
We measured whether people believe political parties should be subject to privacy
laws with the questionnaire item: “Canadian federal privacy laws generally DO
NOT apply to political parties. Do you think that federal privacy laws SHOULD
apply to political parties?” Response options were: “I think federal privacy laws
SHOULD apply to political parties in Canada,” “I think federal privacy laws
SHOULD NOT apply to political parties in Canada” and “don’t know/prefer not
to say.” This measure is used to respond to RQ4.

We include control variables for age group, gender, and identification as a visible
minority for both hypotheses related to RQ3. Table 1 displays a summary of var-
iables and their characteristics.

Analytical approach

To respond to RQs 1 and 4, we rely primarily on descriptive statistics to illustrate
trends. To respond to RQ2 we use McNemar’s test to investigate differences in
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likelihood of engagement with political party representatives before and after a stim-
ulus about data collection by political parties. We also ran a Spearman’s rank corre-
lation to supplement these results. We use an exploratory pretest-posttest design, ideal
for hypothesis generation, to initially see if there are relationships among variables.
The goal of this study is to establish justification for future and more resource-
intensive studies based higher in the evidence hierarchy, permitting stronger claims,
such as an experimental approach (Leigh, 2009). RQ3 and related hypotheses were
addressed using descriptive statistics and a multiple linear regression model.

Analysis
RQ1: Are respondents aware that federal political parties collect their personal
information?

We found, in response to RQ1, that respondents were aware of some information
collected by political parties.2 As Figure 1 shows, most respondents (more than
60%) expressed awareness that political parties may collect electors’ names, address,
phone number, age and gender. However, most were not aware of the wide variety
of the types of information that political parties collect. Fewer were aware that par-
ties may collect information about “whether I have voted in elections” (51%) and
email addresses (47%). Fewer still showed awareness that parties may collect infor-
mation about political views (30%), ethnicity (27%), income (23%), online activities
(21%), occupation (20%), social media ID (19%) or religion (17%). These results
were, overall, consistent with our past research on the same topic (Bannerman
et al., 2019). These results build on survey research by OpenMedia that suggested
a general awareness among most survey respondents (about 60%) that data

Table 1. Variable Characteristics

Variable Coding M(SD) % N

Awareness scale Scale (0–14) 6.13(3.58) 1,000
Likelihood—in person or by phone
- before Nominal (likely = 1) 34.1 954
- after 35.8 960
Likelihood—social media
- before Nominal (likely = 1) 32.7 963
- after 27.7 957
Concern scale Composite score (max. 5.00) 3.69(0.98) 977
Importance for democracy Likert scale (0–7) 3.55(1.65) 939
Collection Ordinal (1 = yes; 2 = yes, but only with my

explicit consent; 3 = no, never; 4 = don’t
know/prefer not to say)

see Figure 4 1,000

Privacy laws Nominal (should = 1) 84.7 1,000
Controls
Age Ordinal (1 = under 18; 2 = 18–24; 3 = 25–34;

4 = 35–34; 5 = 45–54; 6 = 55–64; 7 = 65–69;
8 = 70+)

4.8(1.81) 1,000

Gender Nominal
(1 = not male)

51 999

(2 = male) 49
Visible minority Nominal (1 = visible minority) 19 1,000
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collection occurs. Our research finds that there is limited awareness of the potential
breadth of the types of personal information collected (OpenMedia and Innovative
Research Group, 2018).

RQ2: Does awareness of political party collection of personal information affect will-
ingness to engage with campaigns?

To answer RQ2, we tested individuals’ likelihood of engaging with political parties
by phone or in person, and by social media, “if a federal election were in progress
now” and then again after we revealed (or confirmed) that political parties might
collect personal data. Tables 2 and 3 depict responses before and after the reveal
for phone or in person and via social media, respectively.

With respect to engagement in person or by phone, before the reveal, 34 per cent
of respondents were likely to engage with campaigns while 66 per cent were not.
After the reveal, 36 per cent were likely to engage while 64 per cent were not.
In total, 54 people went from being likely to engage by phone or in person to
being unlikely once they were informed that parties can collect personal data,
and 73 people went from being unlikely to engage to being likely to engage once
they were informed that parties can collect personal data. Using McNemar’s test
revealed that these small differences are not statistically significant.

Table 2. Likelihood to Engage in Person or by Phone, before and after Reveal (n = 932)

After reveal (in person or by phone)

Unlikely Likely Total

Before reveal (in person or by phone) Unlikely 543 73 616
Likely 54 262 316
Total 597 335 932

Figure 1. Proportion of respondents who believe political parties collect various types of information.
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Our findings related to engagement on social media were, however, statistically
significant. On social media, before the reveal, 32 per cent of respondents were
likely to engage with campaigns while 68 per cent were not. After the reveal, 28
per cent were likely to engage while 72 per cent were not. In total, 77 people
went from being likely to engage via social media to being unlikely once they
were informed that parties can collect personal data. Meanwhile, 33 people went
from unlikely to being likely to engage once they were informed that parties
can collect personal data. While still relatively small, this difference is statistically
significant (p < .001).

In short, awareness of political parties’ collection of personal data seems to have
a different impact on individuals’ likelihood of engaging with political parties
depending on whether they are engaging by phone or in person or via social
media. When it was revealed or confirmed that political parties do collect personal
information, respondents’ likelihood of engaging in person or by phone did not
change. However, they became less likely to engage via social media. While the
reported results are based on two McNemar’s tests using dichotomous versions
of our variables, Wilcoxon tests on ordinal versions of our variables also support
this conclusion.

We also checked the relationships between the number of types of personal
information people believe political parties collect and likelihood of engagement
by phone or in person and likelihood of engagement on social media. We used
Spearman’s rank order correlation, and the only significant correlation was
with social media after the reveal; this relationship was very weak and positive
(r = .083, p = .011).

The main finding from this analysis is that people feel differently about engaging
with campaign personnel by social media compared with engaging by phone or in
person. When it was revealed or confirmed that political parties may collect a broad
range of personal information, respondents became less likely to engage via social
media.

RQ3: What are Canadians’ concerns regarding political parties’ collection and stor-
age of personal information? What characteristics point to higher levels of concern?

Next, we asked respondents about the types of concerns they have with political
parties collecting and storing their personal information (RQ3). We then examined
what predicts concern and hypothesized that:

H.a: Those who were aware (before we confirmed or revealed) that political parties
collect a lot of personal data will be more concerned with that data collection.

Table 3. Likelihood to Engage via Social Media, before and after Reveal (n = 948)

After reveal (via social media)

Unlikely Likely Total

Before reveal (via social media) Unlikely 607 33 640
Likely 77 231 308
Total 684 264 948
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H.b: Those who believe political parties collecting personal data is important for
democracy will be less concerned with that data collection.

Given that we know variables such as age, gender, and whether an individual is a
member of a visible minority group can impact levels of concern, we controlled for
these variables.

We developed a scale for concern based on mean responses to 17 different
Likert scale items (see Question 15 in Appendix C and D). This question was
close-ended, and possible areas for concern were provided for respondents, pos-
sibly giving them ideas they may not have otherwise considered. That said,
respondents chose to select responses that they identified with and that they
felt captured their concerns.

Before discussing our regression analysis, it is useful to review responses to those
questions. Figure 2 shows levels of concern for each question individually. Among
the top-ranked concerns were those involving data security and breaches, including
unauthorized access to personal information. Parties sharing or selling personal
information with third parties (62% were “extremely concerned”) was most respon-
dents’ primary concern with parties’ data practices, followed by “hackers accessing
the party database” (59% were “extremely concerned”). Parties having outdated
information and parties predicting voting behaviour were least concerning for
respondents. Even those items people were least concerned with showed high levels

Figure 2. Concerns about political parties collecting personal information
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of concern, with over 75 per cent of respondents saying they were at least “slightly
concerned” about all 17 items.

When all concerns are taken together as a scale, responses are on average
“somewhat concerned” but skew toward moderately/extremely concerned (M = 3.69,
SD = 0.982).

We asked respondents how important it is for the democratic process that polit-
ical parties be able to collect information about the electorate; results are shown in
Figure 3.

Only 28 per cent of respondents saw the collection of personal information as
extremely, very or moderately important to the democratic process. A large percent-
age said it was “not at all important,” of “low importance” or “slightly important”
(45% in total). A fifth (21%) of respondents said that they were neutral on the ques-
tion. Just over a tenth of respondents said that collecting personal information was
“not at all” important to the democratic process.

Next, we conducted a multiple linear regression model to respond to our
hypotheses about information and level of concern; results are shown in Table 4.

Here we see that both our independent variables and all our control variables are
significant. However, none of them are particularly strong explanatory variables.
Overall, about 9.1 per cent of variance in concern can be explained by the indepen-
dent and control variables together.

All demographic variables predict concern in the expected way. As age group
increases, so does concern. People who self-identify as male are less concerned
than those who self-identify as something other than male.3 Self-identifying as
being a visible minority is a predictor of higher concern related to parties’ data col-
lection practices.

We find support for our first hypothesis (H.a) that those who were aware (before
we confirmed or revealed) that political parties collect a lot of personal data will be

Figure 3. Importance of collection of personal information to the democratic process.
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more concerned about that collection. As people indicate higher prior awareness of
data collection, their concern about its use increases.

We also find support for our second hypothesis (H.b) that those who believe that
political parties collecting personal data is important for democracy will be less
concerned with that data collection. As people report higher perceived importance
for democracy of political parties’ data collection, concern decreases.

It should be noted that this is an exploratory investigation. Our research con-
firms a link between prior awareness and concern, and it provides initial evidence
of an inverse link between belief in the importance of collection to democracy and
concern. As we suggest below, these links have important policy implications.
Future research should seek to understand what other variables might help explain
variance in levels of concern.

RQ4: Do Canadians believe that political parties should be subject to privacy and
data collection and retention laws? Which types of information should be subject
to consent requirements?

When we asked respondents whether they believed that Canadian political parties
should be subject to privacy law, a strong majority (85%) answered in the affirma-
tive. Only 4 per cent were opposed to the application of privacy laws to political
parties. This finding is consistent with past surveys’ findings, discussed in the liter-
ature review above.

To further examine which types of personal information should require consent
under privacy law, our survey listed 14 different kinds of personal information that
political parties in Canada may collect. Figure 4 represents respondents’ answers
regarding whether they believe parties do collect each kind of information, laid
over a bar graph of normative beliefs about whether parties should be allowed to
collect these kinds of information.

Most strikingly, respondents felt that explicit consent should be required even
for the least controversial types of information: names and addresses. The
Canada Elections Act currently explicitly authorizes members of Parliament and
political parties to obtain this information without specific consent.

Nearly a fifth of respondents indicated their belief that political parties should
never (not even with consent) be allowed to collect electors’ names. Over two-thirds
stated that political parties should never be allowed to collect social media informa-
tion and sexual orientation information. Some respondents said that political

Table 4. Multiple Linear Regression (N = 924)

B SE

Age .129*** .017
Gender (not male/male) −.158* .062
Visible minority (yes/no) .255** .081
Information awareness .033*** .009
Importance for democracy −.071*** .019
Constant 3.291*** .149
R2 .091

*p < .05; **p < .01; ***p < .001
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parties should never be allowed to collect information about names and addresses
(17% and 22%, respectively). Half of respondents or more also felt that parties
should never be allowed to collect personal information about occupation (50%
of respondents said political parties should never be allowed to collect this type
of information), religion (55%), income (65%), sexual orientation (67%) and social
media profiles (67%). A large share of respondents said that political parties should
never be allowed to collect information about political views (46%) and ethnicity
(48%). This suggests that Canadians might like to see a consent requirement
applied to a broad range of information collection.

Conclusion
We find (RQ1) that survey respondents are not currently aware of the extent of par-
ties’ data collection practices in Canada. While this has often been stated, our sur-
vey provides the first empirical evidence of the lack of awareness of the breadth of
types of personal information parties may collect. Here, our work builds on an
OpenMedia survey investigating levels of awareness that collection occurs.

We find limited evidence (RQ2) that when informed of parties’ data collection prac-
tices, respondents are significantly less likely to engage with parties on social media.
While it is often stated, and stands to reason, that privacy strengthens democratic engage-
ment, we are not aware of a study empirically linking awareness of collection by political
parties and engagement. Our exploratory study provides some initial evidence about this
relationship using pretest-posttest design, justifying futuremore resource-intensive stud-
ies, such as an experimental approach. If future studies confirm that collection, or aware-
ness thereof, reduces political engagement, the results would be concerning.

Our study (RQ3) adds to some existing evidence of an empirical link between
awareness of collection and levels of concern—a link that policy makers and privacy
experts have theorized. While awareness of the extent of Canadian parties’ data col-
lection is currently low, respondents who are more aware of this collection are more

Figure 4. Types of information political parties should be allowed to retain.
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concerned about it, confirming hypothesis H.a: “Those who were aware (before we
confirmed or revealed) that political parties do collect a lot of personal data will be
more concerned with that data collection.” These findings raise alarms about what a
growing awareness of parties’ collection practices might mean for datified cam-
paigning. As social media and online engagement become a growing part of
Canadian political campaigns (Giasson et al., 2019), increasing awareness com-
bined with growing concern could threaten to undermine whatever potential social
media offers to lower barriers to political engagement (Small et al., 2014).

No previous study has examined levels of belief in the importance of parties’ collec-
tion of personal information to democracyor the relationship between levels of belief in
collections’ importance to democracy and levels of concern about such collection. We
found that many respondents do not believe that collection is important to democracy
and that respondents who believe political parties’ collection of personal information is
important for democracy are less concerned about data collection (RQ3, confirming
hypothesis H.b: “Those who believe political parties collecting personal data is impor-
tant for democracy will be less concerned with that data collection”).

Confirming the link between belief in the importance of data collection to
democracy and lower levels of concern is important because of how often “impor-
tance to democracy” serves to justify collection of personal information by political
parties and because of the lack of privacy regulation. We might now theorize that if
the value of certain types of collection and use by parties to democracy were dem-
onstrated, it is possible that this could lower concern.

Our study adds to the literature on datified campaigning, which, to date, has been
primarily interview-based (Bodó et al., 2017). It provides initial quantitative evidence
of (RQ1) relatively low levels of awareness of the extent of parties’ data collection
practices, of a link (RQ2) between awareness of collection and decreased willingness
to engage with parties on social media, of the types of concerns that respondents have
about collection, of skepticism (RQ3) about whether collection is important to
democracy, and of an inverse link between belief in collections’ importance to
democracy and levels of concern. Most importantly, our research on the link between
awareness and concern (RQ2) suggests that (and provides groundwork for future
investigation of whether) political parties’ failure to subject themselves to oversight
of their data collection and use may, over time, undermine electors’ willingness to
engage with parties—particularly online—as awareness grows. Even a small decrease
in engagement could have important implications in a first-past-the-post system,
where a small number of votes can swing elections (Bennett and McDonald, 2019).

A vast majority of respondents (RQ4) believe that political parties should be sub-
ject to privacy and data collection and retention laws. In fact, most respondents do
not believe that Canadian political parties should be allowed to collect personal
information—even basic information—without consent. Canadians’ sense of what
political parties should be allowed to collect and retain without explicit consent may
be at odds with both the law and parties’ practices, particularly with regard to names
and addresses, but alsowith regard to a broad range of personal information that parties
may have collected without consent, including age, email addresses, gender, ethnicity,
occupation, religion, and social media information—categories that the vast majority
of survey respondents felt should “never” be collected and retained or should only be
collected and retained with an individual’s “explicit consent.”
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There has so far been “a notable reluctance among elected officials and party
leaders to take up the issues of data security and privacy in a comprehensive
way,” perhaps because both political leaders and data firms have interests in access
to elector data and, perhaps, in preventing industry oversight. Most discussions
attempt to frame the narrative around security instead of privacy (Howard and
Kreiss, 2009), and our respondents’ main concerns (RQ3) reflected this focus on
security. It would be interesting to track Canadians’ concerns in order to determine
whether concerns about security, data profiling, targeting, or incorrect or outdated
information change over time. After all, there are numerous reasons to be con-
cerned about datified campaigning, including problematic implications of surveil-
lance for democracy and democratic engagement, concerns about effects on the
“marketplace of ideas” and open exchange of ideas, the adoption of surveillance
techniques in the permanent campaign and everyday governance, and the effects
of datified campaigning on the centralization or diffusion of power among political
parties and groups in Canada.

More research is needed to understand the effects of Canadian political parties’
data practices, as well as the potential impacts of privacy law and regulation, on
electors’ trust and willingness to engage in the democratic process, particularly
online. A comparative study, for example, might explore electors’ trust and engage-
ment between jurisdictions in which privacy law varies in its applicability to polit-
ical parties. Future research could leverage interviews, focus groups or additional
surveys—including those that might make use of an experimental model in
which one group of participants is told how much data parties collect and the
other not—to deepen our understanding of the effects of political party data prac-
tices, as well as knowledge about those practices, on voting and civic engagement.

Our findings thus far lead us to support calls made by regulatory bodies in Canada
and other parts of the world to extend privacy laws to political parties, because par-
ties’ contemporary data practices may pose a risk to Canada’s democratic process. To
protect electors’ willingness to interact with parties, we recommend that federal pri-
vacy laws be extended to apply to federal political parties. The question of whether
the Personal Information Protection and Electronic Documents Act (PIPEDA) or
the Privacy Act should be amended to apply to federal parties, or whether legislation
that is specific to political parties should be enacted, is a question that should be sub-
ject to further research (see Judge and Pal, 2021). In addition to federal extension of
privacy laws, we recommend that all provinces (except for British Columbia, which
has already enacted such laws) should enact privacy laws that fully regulate provincial
political parties’ use of electors’ personal information.

Supplementary Material. To view supplementary material for this article, please visit https://doi.org/10.
1017/S000842392200066X
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Notes
1 Respondents were asked whether they committed to providing thoughtful and honest answers to the
questions in this survey.
2 Given that political parties in Canada (other than in British Columbia) are not subject to privacy laws
and parties’ exact data practices are not audited, we cannot know in detail the extent to which each political
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party in Canada collects each type of information. However, we base the following discussion on the avail-
able evidence of parties’ practices overall and discuss what is known about political parties’ practices in
general, rather than as related to any particular political party discussed earlier in this article.
3 Our gender variable response options were male, female, non-binary/third gender, prefer to self-describe
(open text box) and prefer not to say. One respondent selected “prefer not to say”; this was treated as miss-
ing data. There were no self-describe responses, and there were five responses for non-binary/third gender.
We combined female and non-binary/third gender responses, since five observations constituted insuffi-
cient data for a single category and since this grouping reflects the theoretical expectation that those tradi-
tionally marginalized in society based on gender will differ from those not traditionally marginalized, in
terms of their privacy concerns. This is in line with current best practices.
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