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Abstract

We present PCFTL (Probabilistic CounterFactual Temporal Logic), a new probabilistic
temporal logic for the verification of Markov Decision Processes (MDP). PCFTL introduces
operators for causal inference, allowing us to express interventional and counterfactual
queries. Given a path formula ¢, an interventional property is concerned with the satisfaction
probability of ¢ if we apply a particular change I to the MDP (e.g., switching to a different
policy); a counterfactual formula allows us to compute, given an observed MDP path t, what
the outcome of ¢ would have been had we applied I in the past and under the same random
factors that led to observing 7. Our approach represents a departure from existing
probabilistic temporal logics that do not support such counterfactual reasoning. From a
syntactic viewpoint, we introduce a counterfactual operator that subsumes both interven-
tional and counterfactual probabilities as well as the traditional probabilistic operator. This
makes our logic strictly more expressive than PCTL*. The semantics of PCFTL rely on a
structural causal model translation of the MDP, which provides a representation amenable to
counterfactual inference. We evaluate PCFTL in the context of safe reinforcement learning
using a benchmark of grid-world models.

1. Introduction

Temporal logic (TL) is arguably the primary language for the formal specification and reasoning
about system correctness and safety. It has been successfully applied to the analysis of a wide
range of systems, including cyber-physical systems (Bartocci et al., 2018), programs (Manna and
Pnueli, 2012), and stochastic models (Kwiatkowska et al., 2007). In cyber-physical systems, TLs
are especially useful for expressing and verifying critical properties of these systems, to ensure
systems meet performance and safety criteria. For example, (probabilistic) TLs can express
safety and reachability properties (e.g., ‘will the system eventually reach the goal state(s) while
avoiding unsafe states?”) and fault-tolerance properties (e.g., ‘will the system return to some
desired service level after a fault?”).

However, a limitation of existing TLs is that TL specifications must be evaluated on a fixed
configuration of the system, for example a fixed choice of control policy, communication
protocol, or system dynamics. That is, they cannot express queries like ‘what is the probability
that the system throughput will stay above a certain threshold if we switch to a high-performance
controller?”, or ‘what would have been the probability that the signal would have stayed below a
given threshold if we had used a different policy in the past?” This kind of reasoning about
different system conditions falls under the realm of causal inference (Pearl, 2009), by which the
first query is called an intervention and the second a counterfactual. Even though both causal
inference and TL-based verification are well-established on their own, their combination hasn’t
been sufficiently explored in past literature (see Section 7 for a more complete account of the
related work). With this paper, we contribute to bridging these two fields.

We introduce PCFTL (Probabilistic CounterFactual Temporal Logic), the first probabilistic
temporal logic that explicitly includes causal operators to express interventional properties
(‘what will happen if ... "), counterfactual properties (‘what would have happened if ...”), and
so-called causal effects, defined as the difference of interventional or counterfactual probabilities
between two different configurations. In particular, in this paper we focus on the analysis of
Markov Decision Processes (MDPs), which are capable of modeling sequential decision-making
processes under uncertainty, a key aspect in many cyber-physical systems applications. MDPs
provide a useful framework for a variety of applications, such as reinforcement learning,
planning, and probabilistic verification. For MDPs, arguably the most relevant kind of causal
reasoning concerns evaluating how a change in the MDP policy affects some outcome. The
outcome of interest for us is the satisfaction probability of a temporal-logic formula.

Interventions are ‘forward-looking” (Oberst and Sontag, 2019), as they allow us to evaluate
the probability of a TL property ¢ after applying a particular change X < X' to the system.
Counterfactuals are instead ‘retrospective” (Oberst and Sontag, 2019), telling us what might
have happened under a different condition: having observed an MDP path 7, they allow us to
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evaluate ¢ on the what-if version of 7, that is the path that we would
have observed if we had applied X < X’ at some point in the past,
provided that the random factors that yielded t remain fixed. Causal
effects (Guo et al., 2020) allow us to establish the impact of a given
change at the level of the individual path or overall, and they
quantify the increase in the probability of ¢ induced by a
manipulation X < X’. Causal and counterfactual reasoning has
gained a lot of attention in recent years due to its power in
observational data studies: with counterfactuals, one can answer
what-if questions relative to an observed path, that is without
having to intervene on the real system (which might jeopardize
safety) but using observational data only. Our PCFTL logic enables
this kind of reasoning in the context of formal verification.

Our approach to incorporating causal inference in temporal
logic involves only a minimal extension of traditional probabilistic
logics. PCFTL is an extension of PCTL* (Baier et al., 1997; Baier,
1998) where the probabilistic operator P ,(¢p), which checks
whether the probability of ¢ satisfies threshold M p (where
M e{<,<,>, >}), is replaced with a counterfactual operator
Ig+.P 1 p(d), which concerns the probability of ¢ if we had applied
intervention I at t time steps in the past. Albeit minimal, such an
extension provides great expressive power: if >0, then the
operator corresponds to a counterfactual query; if t=0, it
represents an interventional probability; if both t=0 and I is
empty, then we retrieve the traditional P ,(¢) operator.

Motivating example: To better grasp interventions and counter-
factuals, consider an example of a robot in a 2D space, modeled by
the equation S, , =S, + A, + U,, where S, € R? and A, € R? are
the state and action at time ¢, and U, € R? is an unobserved random
exogenous input (e.g., white Gaussian noise). The robot must
satisfy a bounded safety property ¢ =-F; 4(S; > [1, 2]), which
specifies that the robot must avoid entering the unsafe region
S¢>1[1, 2] on all paths (up to length 3) that it takes. Suppose
we observe a path T under some policy =, given by
r=1[0,0] U [0.1,0.5] Y [0.8,1.75] [0 [1.3,2.1], where
s_a,s denotes a step from state s to s’ through action a. This

path, and hence policy 7, is unsafe because it violates the safety
property in its final state. A question then arises: given 7, if we had
intervened in the past by changing the policy from 7z to some #’,
could have we prevented this violation? Define the intervention
I =m < 7. Then, the counterfactual PCFTL query Ips.Py,(d)
allows us to evaluate the probability of the safety property ¢ in a
what-if version of T where we apply I (i.e., policy z’ instead of 7) at
3 steps back from the last state of T, that is from the beginning of the
path in this case.! In particular, the counterfactual path is obtained
by applying I but by keeping the same values of the random
exogenous factors Uy that led to 7. These factors cannot be directly
observed, but, given the above Equation, they can be readily
determined as U,=S;,;—S,— A, leading to U;=[0.1,-0.5],
U, =[-0.3,0.25], and U;=[0.5,0.35]. Then, suppose the alter-
native policy 7’ chooses actions A} = [0,0.5] and A5 = [-0.4,-0.2]
(but keeps A5 =A,), then this induces the counterfactual path
7 =[0,0] 1003 [o.1,0] U [0.8,1.25] 20402 [0.9,1.4].
Notably, now 1’ satisfies the safety property.

Despite the simplicity of this example, counterfactual reasoning
becomes challenging when dealing with discrete-state probabilistic
models like MDPs. Indeed, the state of an MDP evolves according
to a categorical distribution, for which the identification and
inference of the exogenous factors are non-trivial.
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Contributions: In this paper, we introduce the syntax and
semantics of PCFTL and present a statistical model-checking
approach for verifying PCFTL properties in MDP environments.
Our approach, summarized in Figure 1, relies on translating the
MDP into a so-called structural causal model (SCM), a
fundamental model in causal inference that enables computation
of counterfactual distributions. We use a particular form of SCMs
(Oberst and Sontag, 2019) suitable for encoding categorical
counterfactuals (arising with discrete-state MDPs). After perform-
ing counterfactual inference, the SCM model is then translated
back into an MDP amenable for PCFTL model checking. Unlike
existing logics, PCFTL formulas are interpreted with respect to an
observed MDP path 7, rather than a single MDP state, as we must
keep track of the past to perform counterfactual reasoning.

Using efficient statistical model checking procedures, we
evaluate PCFTL on a reinforcement learning benchmark
(Chevalier-Boisvert et al., 2018) involving multiple 2D grid-world
environments, goal-oriented tasks, and interventional and
counterfactual properties under various policies learned through
neural-network-based reinforcement learning methods. These
results demonstrate the usefulness of PCFTL in Al safety, but our
approach could enhance the verification of probabilistic models in
a variety of domains, from distributed systems to security and
biology.

The paper covers background about SCMs, MDPs, and SCM-
based encoding of MDPs in Section 2, construction of counter-
factual MDPs in Section 3, definition of PCFTL syntax, semantics,
and decision procedures in Section 4, experimental results in
Section 6, related work in Section 7, and conclusions in Section 8.

2. Background
2.1. Causal inference with structural causal models

Structural Causal Models (SCMs) (Pearl, 2009; Glymour et al.,
2016) are equation-based models to specify and reason about
causal relationships involving some variables of interest.

Definition 1. (Structural Causal Model (SCM)). An SCM is a
tuple M = (U, V, F, P(U)) where

o U is a set of (mutually independent) exogenous variables.

o Vis a set of endogenous variables, where the value of each
V € V is determined by a function V = f,(PAy, Uy). Here,
PAy C V are the set of direct causes of V, and Uy, € U.

o F is the set of functions { fy }yey-

o P(U) = Quey P(U) is the joint distribution of the (mutually
independent) exogenous variables.

Assignments in F must be acyclic, to ensure that no variable
can be a direct or indirect cause of itself. Because of this, the causal
relationships in an SCM can be represented by a directed acyclic
graph (DAG), called a causal diagram.

In an SCM, the values of the exogenous variables U are
determined by factors outside the model, which is modelled by
some distribution P(U). Exogenous variables are unobserved
variables which act as the source of randomness in the system.
Indeed, for a fixed realization u of U, that is a concrete unfolding of
the system’s randomness, the values of V become deterministic, as
they are uniquely determined by u and the causal processes F. A
concrete value u of U is also called context (or unit). We denote by
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P4 (V) the so-called observational distribution of V, that is, the
data-generating distribution entailed by the SCM F and P(U).

Interventions. With SCMs, one can establish the causal effect of
some input variable X on some output variable Y by evaluating Y
after ‘forcing” some specific values x on X, an operation called
intervention. Applying X<+—x means replacing the RHS of
X = fx(PAy, Ux) with x. Interventions allow to establish the true
causal effect of X on Y by comparing the so-called post-
interventional distribution Pyqx. 4(Y) at different values x,
where M[X«—x] is the SCM obtained from M by applying
X « x.? By ‘disconnecting” X from any of its possible causes,
interventions prevent any source of spurious association between
X and Y (Glymour et al., 2016) (i.e., caused by variables other than
X and that are not descendants of X).? In the following we will use
the notation I (and MJI]) to denote a set of interventions
I={V; — v}

Counterfactuals. Upon observing a particular realization v of the
SCM variables V, counterfactuals answer the following question:
what would have been the value of some variable Y for observation v
if we had applied intervention I on our model M? This corresponds
to evaluating V in a hypothetical world characterized by the same
context (i.e., same realization of random factors) that generated the
observation v but under a different causal process.

Computing counterfactuals involves three steps (Glymour
et al., 2016):

1. abduction: estimate the context given the observation, that is
derive P(U | V = v);

2. action: modify the SCM by applying the intervention of interest,
for example M[I]; and

3. prediction: evaluate V under the manipulated model M[I] and
the inferred context.

We denote by M(v)[I] the counterfactual model obtained by
replacing P(U) with P(U|V =v) in the SCM M and then
applying intervention I. Note that here v is a realization of V under
M and not under M{[I].

As explained above, each observation V = v can be seen as a
deterministic function of a particular value u of U. Therefore, the
counterfactual model is deterministic too, assuming that such u
can be identified from V = v. However, inferring u precisely is
often not possible (as discussed later), resulting in a (non-Dirac)
posterior distribution of contexts P(U|V =v) and thus, a
stochastic counterfactual value.

2.1.1. Causal effects

Estimating a causal effect amounts to comparing some variable Y
(outcome, output) under different values of some other variable X
(treatment, input). Interventions and counterfactuals enable this

PCFTL spec
@t Pap($)

viX

Figure 1. Overview of our approach to PCFTL verifica-
tion, with section pointers.

task by ruling out spurious association between X and Y, as
discussed above. There are three main estimators of causal effects:

Individual Treatment Effect (ITE). For a context u, the ITE of
Y € V between interventions I, and I, is defined as
Y; (u) — Y, (u), where Y;(u) is the counterfactual value of Y
induced by u under the post-intervention model MIL]. As
explained above, we don’t have direct access to the exogenous
values u but only to realizations v ~ P (V). Thus, below we
define the ITE as a function of v (rather than u) by plugging in the
average counterfactual value of Y w.r.t. the posterior P(U | V = v):

ITE(Y: IlaIO7V) = EM(V)[Il][Y] - EM(V)[IO][Y] (1)

Average Treatment Effect (ATE). ATE is used to estimate causal
effects at the population level and is defined as the expected value
(w.r.t. P(U)) of the individual treatment effect, or equivalently, as
the difference of post-interventional expectations:

ATE(Y, Iy, Iy) = By [Y] — Epgqpry [Y]- ()

Conditional Average Treatment Effect (CATE). The CATE is the
conditional version of ATE. This estimator is useful when the
treatment effect may vary across the population depending on the
value of some variables V:

CATE(Y, I, Iy,v) = By [Y [ V=9 = Ep [Y [ V=1]. (3)

2.2. Markov Decision Processes (MDPs)

MDPs are a class of stochastic models to describe sequential
decision making processes, where at each step £, an agent in state s;
performs some action a; determined by a policy z ending up in
states; 1 1 ~ P(-|s;, a;). The agent receives some reward R (s;, a;) for
performing g4; at s;. Here, we focus on MDPs with finite state and
action spaces. Without loss of generality, we restrict the policy class
to deterministic policies (Puterman, 2014). Moreover, each MDP
state satisfies a (possibly empty) set of atomic propositions, with
AP being the set of atomic propositions.

Definition 2. (Markov Decision Process (MDP)). An MDPisa
tuple P = (S, A, Pp, P, R, L) where S is the state space, A is the set
of actions, Pp : (S X A X 8) —[0,1] is the transition probability
function, P;:S — [0,1] is the initial state distribution, R:
(SxA) — R is the reward function, and L:S — 24F is a
labelling function, which assigns to each state s € S the set of atomic
propositions that are valid in s. A (deterministic) policy & for P is
a function n:S — A.

An agent acting under policy z in an MDP environment will
induce an MDP path 7, as follows:
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Definition 3. (MDP path). A patht= (s}, a,),(s3, a,), ... of an
MDP P =(S, A, Pp, P, R, L) induced by a policy n is a sequence of
state-action pairs where s,€S and a;=n(s;) for all i>1. The
probability of a path v is given by Pp(t) = Pi(s1) [
Pp(sicy | siya;). For a finite path t=(sy, ay), ..., (5w ax), we
denote by Pathsp ,(t) the set of all (infinite) paths with
prefix © induced by MDP ‘P and policy n, which has probability
Pp(Pathsp, () = Pp(1).

We denote by || the length of the path, by t[i] the i-th element
of t (for 0 <i < |t|), by t[i:] the suffix of T starting at position i
(inclusive), and by t[i : i + j] the subsequence spanning positions i
to i+ j (inclusive). Even though t[i] denotes the pair (s;, a;) of the
path, we will often use it, when the context is clear, to denote only
the state s;. We slightly abuse notation and write Pathsp_,(s) to
denote the set of paths induced by x and starting with s.

Usually, an MDP is stationary, meaning that its transition
probability function and/or reward function remain fixed over
time. However, there exists a variant, called a non-stationary MDP
(Lecarpentier and Rachelson, 2019), where the transition
probability function and/or reward function may change over
time. A non-stationary MDP can be converted to a stationary MDP
by augmenting its state space with a variable that keeps track of
the time.

An MDP under a fixed policy can be described as a
deterministic-time Markov Chain (DTMC), as follows.

Definition 4. (Induced DTMC). An MDP P=(S, A, Pp Py,
R, L) and a policy n: S — A induce a discrete-time Markov Chain
(DTMC) DP7"=(S,Pp"" P,RP* L) where for s, €S,
PpP(s'|s) = Pp(s' | s, 2(s)), and for s€S, RP™(s)=R(s,x(s)).
Paths of DP'* are sequences of states, and their probabilities are
defined similarly to Def. 3.

2.3. SCM-based encoding of MDPs

We now present the SCM-based encoding of MDPs introduced in
(Oberst and Sontag, 2019). For a given path length T, the SCM
MP%T induced by an MDP P and a policy 7 characterizes the
unrolling of paths of P of length T, that is it has endogenous
variables S, and A, describing the MDP’s state and action at each
time step ¢, where t =1, ..., T. These are defined by the structural
equations:

Sti1 =f(S, AL Up)s Ay = 7(Sy)s

Si=hl), @
where the probabilistic state transition at t, Pp(S, 11| S, Ay), is
encoded as a deterministic function f of S;, A,, and the (random)
exogenous variables U,, while the random choice of the initial state,
P((S;), as a deterministic function f, of Uj.

We stress that the SCM encoding does not require any
assumptions about the structure of the MDP: such encoding results
in an acyclic graph, while the original MDP need not be. Figure 2
shows the causal diagram resulting from this SCM encoding.

Note that both Pp(S;y1|S,A;) and Py(S;) are categorical
distributions and encoding them in the above SCM form (i.e., as
functions of a random variable) is not obvious. Oberst and Sontag
(2019) proposed a solution termed Gumbel-Max SCM, as given by:

St+1 :f(SnAn U = (Gs,t)ses)
= arg max {IOg(PP(Sm =s|8,4A))+ Gs.t} (5)

seS
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Figure 2. Causal diagram for the SCM encoding of an MDP. Black circles represents
exogenous variables, while white circles represent endogenous ones.

where, for seSand tel= ..., T, G, ,~ Gumbel. This is based
on the Gumbel-Max trick, by which one can sample from a
categorical distribution with £ categories (corresponding to the |S|
MDP states in our case) by first drawing realizations gj, ..., gx ofa
standard Gumbel distribution and then by setting the outcome to
arg max; {log(P(Y = j))-+g;}. By using the Gumbel-Max trick, the
assignment S; | 1 =f(S, Ap (Gs,1)se s) in (5) will be equivalent to
sampling S; 1 ~ Pp(S| S, A)):

Proposition 1. (Gumbel-Max SCM correctness). Given an
MDP P, policy =, and time bound T, then for any path t of P
induced by & of length T, we have P \,”""(t) = Pp(t), where MP=T
is the Gumbel-Max SCM for P, x, and T.

Importantly, the Gumbel-Max SCM encoding enjoys a desirable
property called counterfactual stability:

Definition 5. (Counterfactual stability (Oberst and Sontag,
2019)). An SCM M satisfies counterfactual stability relative to a
categorical variable Y of M if whenever we observe Y =i under
some intervention I, then the counterfactual value of Y under I' # 1
remains Y=1i unless I' increases the relative likelihood of an
alternative outcome j#i, that is wunless Paqp(Y=/)/Pan
(Y=) > Paqun(Y=0)/Ppqpn(Y=i).

Intuitively, the above definition tells us that, in a counterfactual
scenario, we would observe the same outcome Y =i unless the
intervention increases the relative likelihood of an alternative

outcome Y =j, that is, unless % > % holds for some j.
i b

Gumbel-Max SCMs are the most prominent encoding that can
express categorical variables as functions of independent random
variables and that satisfy counterfactual stability.! However, there
also exists methods that generalise to other causal mechanisms
with the counterfactual stability property (see Section 7).

Counterfactual inference. Given we observed an MDP path
T=(s,81)> - - .» (S}zpAz))> counterfactual inference in this setting
entails deriving P((G, ;)2 =1 |t). Essentially, this means
finding values for the Gumbel exogenous variables compatible with

7. By the Markov property, the above can be factorized as follows:

7|-1

|
P((Go)ies ™™ 1 0) = P(Gop)es | 51) - [ PUG)acs | 5121 5141)-
t=2

However, the mechanism of (5) is non-invertible, i.e., given s, and
a,, there might be multiple values of (G; ,); ¢ s leading to the same
s¢+1. This implies that MDP counterfactuals can’t be uniquely
identified, a problem that affects categorical counterfactuals
in general and not just Gumbel-Max SCMs (Oberst and
Sontag, 2019).
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As suggested by Oberst and Sontag (2019), we can perform
(approximate) posterior inference of P((G )seslSppS:+1)
through rejection sampling. This involves sampling from the prior
P((Gg, )s e s)> and rejecting all the realizations (g, )s e s for which

f(sz,az,(gs, ses) F Sty

Interventions in MDPs. In principle, we can consider any kind of
intervention I over the SCM encoding of an MDP. Arguably, the
most relevant case is when I affects the MDP policy #. For instance,
in some applications, we might want to replace # with a more
conservative or aggressive policy. Hence, in the following, we
assume interventions of the form I = {(x < z’)} for some policy =’
(i.e., we change the RHS of the equation for A, in the SCM (4)).

Example 1. (MDP counterfactuals). Consider an MDP model of
a light switch. The MDP has two states, S = {0n, 0ff}, and we can
take two actions, A = {Switch, Nop}. If we take action Switch, the
state of the MDP changes (from On, to Off, or vice versa) with
probability 0.9, and it remains the same with probability 0.1. If we
take action Nop, with probability 0.9 the MDP’s state does not
change, and with probability 0.1 the state changes. We fix the
following policy: z(0n) =NOP and z(0Off) = Switch.

Assume we observe the path v = Off _SM_ on NP __ off,
where the first step has probability 0.9 and the second step 0.1. First,
we want to show that the Gumbel-max SCM formulation (5) yields
the same probability values, modulo sampling variability. In
Figure 3a and Figure 3b we show the values of log (Pp(Off S,
A))+ Gor,,  (x-axis) and log (Pp(On|[S,AL)) + Gon,,  (y-axis)
obtained by sampling 1000 realizations of the Gumbel variables
G. We see indeed that, at t =2, 89.7% of these points lie above the
identity line, that is they yield On as the next state. At t =3, we find
that 10.9% of the points yield Off as the next state.

In Figure 3c and Figure 3d, we show the computation of
counterfactuals. Assume an intervention that changes the policy into
one that constantly performs action Switth. Now, we want to see
what is the probability of path v = Off _SUh_ op _Swich _ (ff
given that we observed t. That is, we compute the probability of ' in
the counterfactual SCM model where the (prior) Gumbel variables
are replaced by G' = G | 7, that is those inferred from .

First note that t and v’ perform the same first step. Hence, this step
has probability 1 under G' because G’ is defined such that it assigns
probability 1 to the observed path (see also Proposition 3 for a similar
statement). In the second step, the observed path t transitioned into Off
after performing Nop, despite a probability of 0.9 of jumping into On.
This means that G’ strongly favours Off (over On) to happen in the
second step. Hence, we expect that the probability of On " _ Off in
the counterfactual world will be higher than the nominal probability
Pp(Off | On, Switch). In particular, by counterfactual stability (Def. 5),
such probability should be 1 because the intervention doesn’t make
state On more likely to happen (rather the opposite: the relative
likelihood of On is indeed 0.1/0.9, while it is 0.9/0.1 for Off). This can be
proven also by showing that, by rejection sampling, we have that:

Pg (log(Pp(Off | On,Nop)) + Gy, > log(Pp(On | On, Nop)) + ng_[> =1

Since 0.9 = Pp(0ff | On, Switch) > Pp(Off | On,NOP) =0.1 and
0.1 = Pp(0n | On, Switch) < Pp(On | On,NOP) = 0.9, it follows that

Pg (1og(p7,(0ﬁ | On, Switch)) + Gl > log(Pp(On | On, Switch)) + G{)m> —1,

5

(a) (b)
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Figure 3. Light switch MDP (example 1). X-axis: log (Pp(Off|S;, Ay)) + Gogr,¢; Y-axis:
log (Pp(ON|S;, Ar)) + Gon, ¢ Plots (a) and (b) are relative to the prior Gumbel G and the
observed path t (using 1000 realizations for G). Plots (c) and (d) are relative to
the posterior Gumbel G T and the counterfactual path t’. Points leading to state On are
in red, while those for Off are in blue.

i.e., performing action Switch at state On has probability 1 of leading
into state Off in the counterfactual world. In particular, since
Pp(0ff | On, Switch) > Pp(Off | On,NOP), the points in Figure 3d
(corresponding to the counterfactual step) are shifted to the right
compared to Figure 3b (observed step).

3. Construction of counterfactual MDP

Consider a Gumbel-max SCM M? for an MDP P under policy 7,
and a (finite) path T of M”. Let G’ = (Gg‘i);gg"*"“l be the set of
posterior Gumbel variables, where, for i=1, ..., |t| -1, G’y ;~
Po{"(Gg,i|t) and G, ; ~ Gumbel. That is, G’ ; is the value of the
exogenous variable (associated to position i and state s) inferred
from t. Then, for i=1,...,|t|—1, we have the following
transition probability function, which directly follows from the
SCM (5):

Pp (¢ |s,a)= Pr <sf—argmax{1og(Pps"|s,a>)+G;a,-}>- ©6)
es

) RN
See also (Tsirtsis, De, and Rodriguez, 2021) for a similar
definition. Then, we can express this non-stationary MDP as a
stationary one by augmenting its state space as follows.

Definition 6. (Counterfactual MDP). Givenan MDP P, policy ,
and a finite path © of P under r, the corresponding (stationary)
counterfactual MDP P*=(S%, A, Ppt, P, R',L'). Here, 8=
SxA{1, ..., ||} is an augmented state space where each state s’ € S*
correspondsto atuples’ = (s,i), where each states € S from the nominal
MDP P has been augmented with a timestep i, R': (S*X A) — Ris
a reward function such that R'((s,i),a) =R(s, a), L':8% — 247
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is a labelling function such that L'((s,i)) = L(s), P/*(z[1],1) =1, and
forany (s,i), (s, i")€STand a € A,

Pp(s' | s,a) if i=i =]t
PL(s',i | s,i,a) =S Pp,.(s'|s,a) ifi<|t|and i =i+1.
0 otherwise

In other words, in P* we introduce an extra variable to track the
behaves
according to the transition probabilities of the counterfactual
model, as per Eq. 6. For i = |t|, P" is equivalent to the original MDP
model P, because we do not have an observation on which we can
condition our Gumbel exogenous variables. Also, P;* is defined
such that P* admits only one initial state, that is, the first state of 7.
The following proposition shows that the counterfactual MDP
reduces to the original MDP in the special case when |t| =1.

Proposition 2. If |t| =1, then the counterfactual MDP P* of an
MDP P is equivalent to P(t[1]).

Proof. 1t is easy to see that, by applying Def. 6, we recover the
definition of the original MDP P (with the provision that
S*=S8x{1}) initialised at t[1], the only state of 7. Indeed, if t
contains only one state, then we do not have any observed
transitions to perform posterior inference of the Gumbel
exogenous variables. O

Another useful property is that if we do not perform any
interventions, that is we maintain the original policy 7, then the
counterfactual MDP induces the observed path T with probability
1, as expected.

Proposition 3. Given P, x, and t as per Definition 6, then the
resulting counterfactual MDP P® is such that Pp*(t) = 1.

Proof. It is enough to show that, for any 1 <i < |t|, it holds that

Ppo(sit1 | sia;) = Pr <5i+1 = argmax {IOg(P”P(SN 'si;a;)) + G;u}) =1

%
(G Jyres 'S

This is true because the posterior Gumbel variables G/ ; are
inferred in order to be consistent with the observed path. This
holds also for (approximate) inference via rejection sampling: since
we discard all the Gumbel realizations incompatible with the
observation, we have that

Pr <5i+l # argmax {bg(PP(SN [ si,a:)) + GQ/,,}) =0,

S Jres s'eS
which proves the above equality. O
In the following, for simplicity, we will use policies 7 defined
over S (the state space of the original MDP P) also for the
augmented state space S® of the counterfactual MDP, by assuming
7(s, i) = z(s) for any i.

4. PCFTL: a probabilistic temporal logic with
interventions, Counterfactuals, and Causal Effects

In this section, we formally define PCFTL (Probabilistic CounterFactual
Temporal Logic). A PCFTL formula is interpreted over an MDP P, a
policy 7, and an observed path t resulting from P and 7.

Milad Kazemi et al.

PCFTL extends PCTL* (Baier et al., 1997; Baier, 1998) with a
counterfactual operator IotPrp(P), 2 counterfactual reward
operator Io.R5%, and two causal effect operators, A@t" P (D)
and Agf" .R5%. The latter two formulas are defined as the
difference of counterfactual probabilities (resp., cumulative
rewards) between interventions I; and I, in line with the definition
of treatment effects in Section 2.1.

PCFTL syntax. The syntax of PCFTL is as follows:

Ou=T|p| 2@ [ ®AP | IoProy(®) | Tor-Riak | A" Pray (9) | A" Ry
Pz=0| =d[OAD|PULyd

where I, I, I, are (possibly empty) interventions, t € Z=°, p € AP,
pe0l], reR, p'e[-1, 1], M €{<,<,>,>}, £€Z2!, and
[a,b] is an interval with a€Z2° and b€ Z2°U {c0}. State
formulas @ can be atomic propositions, counterfactual or causal
effect formulas, or logical combinations of them. Path formula
G142 is satistied by paths where ¢, holds at some time point
within the (potentially unbounded) interval [a, b] and ¢; always
holds before that point. Other standard bounded temporal
operators are derived as: Fph=TUpd (eventually),
Gla, 0P = “Flap~P (always), and X = F; 11d (next).

Before introducing the semantics of PCFTL, we define the
quantitative counterfactual operators Ig.P_:($)(P,n,t) and
IoR24(P, 7, 7). These quantify the probability of a path formula
¢ (resp., the expected cumulative reward up to step £) in the
counterfactual model obtained from MDP P, given that we
observed path T under policy 7, and by applying I from ¢ steps back
in the past (we emphasise that ¢ is a local indexing).
w7 E) (7)

Ior-P—2()(P,7,7) = Pp ({7’ € Pathsp » | (P

I RE(P,7,7) =

>

©'€ Pathsy 1 =1

#

<PP/(T/) : ZMT’M)) (8)
where 73’ Pelll=t1 s the counterfactual MDP derived from P and
T[|t|—¢:], ie. the path suffix starting at the time of intervention,
and 7’ is the intervention policy (corresponding to z if I = @). Note
that the probability of ¢ is evaluated in the counterfactual model
starting from the time of intervention, not from the last state of the
path (to do so, one can simply replace ¢ with Fj,4¢). The
satisfaction relation for path formulae is as follows.

Definition 7. (Semantics of PCFTL). Given a PCFTL formula
@, an MDP P, and a path t of P under some policy n, the PCFTL
satisfaction relation = is defined by the following rules:

Pt B p i pe L)

(P,m,1) E @ if (Pm1) @

(Pm,7) E ®AD, if ((P,m, T) E o)A ((7’ 7,7) | @)
(P, 1) I@t~P><p(¢) if  Ige-P_s()(P,

(P,m1) E @L Rw if letRZ (P L ‘r)lxlr

(Prr) AL Py (@) i (heuPoD)(P.77) ~ oar P()(P. . )
(P,m,7) A[@lﬂlg R if (Il@r»Rg(P” 7) — lhar- :_(7),”-, 7))Xr
P, t) E @ if (P,mtl:1])®

(Pt t) E —d if (Pmt,t)

(PBT[‘, T, t) }: q)l /\¢2 lf ((’P,T[: T t) ):(bl)/\((?)aﬂv T, t) }:(bz)
Pmtt) . Oildjoyde if 3ne

[a,b].(P,mw, T, t + 1) E ¢/
vt € 0,4).(P, 7,7, t+ 1) F 1))
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(a) (b)
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T s
It =t |7l

I={m«m'}t>0

Figure 4. Three scenarios for the evaluation of /g:.P . ,(¢). The observed path 7 is in black. The counterfactual path (induced by the counterfactual MDP P’ =prlld-t] and the
intervention policy ') is in dark blue (in general we have a distribution of such paths, but here we show only one for simplicity). Paths extensions under the nominal policy 7 are in
gray, and those under z’ in light blue. The horizontal axis represents time (or path positions), and the vertical axis the MDP state (continuous and one-dimensional for illustration
purposes). While none of the three examples hit the obstacle within the observed/counterfactual path, moving forward, x yields a higher probability of this happening.

Remark 1. A main difference compared to existing temporal logics
like PCTL* is that a PCFTL formula & is evaluated over a path of
observed states and actions rather than the current state only.
Keeping track of the past allows us to perform counterfactual
reasoning; see Equations 7 and 8. Without counterfactuals, there
would be no need to carry over the path, but only the current state
because the system is Markovian.> Also, PCTL* formulas evaluated
over a DTMC model, while in our logic, it is convenient to
keep P and n separated rather than working with the DTMC
induced by P and r.

Remark 2. Normally, probabilistic model checking of MDPs is
concerned with computing the maximum or minimum satisfaction
probability across the policy space (Baier and Katoen, 2008). In this
work, we instead want to compute probabilities w.r.t. given nominal
and interventional/counterfactual policies, not across the entire
policy space.

Building on the intuition that our counterfactual operator
generalizes PCTL*’s probabilistic operator, we demonstrate below
that our logic subsumes PCTL*.

Proposition 4. Every PCTL* formula is a PCFTL formula, but not
viceversa.

Proof. Tt suffices to prove that PCTL*’s probabilistic operator (see
Baier and Katoen, 2008) is a special case of our counterfactual
operator. Path formulas and their semantics are indeed equivalent
between the two logics, with the only difference being that in
PCFTL we keep track of the point ¢ in the path at which ¢ is
evaluated.

In particular, we show that, for s€ S, P_+($p)(P, 7, 5) = Dgo-
P=?(¢)(P’ , (5))’ where P=?(¢)(P’ , 5) = P’P(s)({T/ € Pathsp(s),n’l
(P(s), m,t/,1)Ed}) is the quantitative probabilistic operator. By
applying (7), we have that

w@O'P:?(q))(Pv T (5)) = PP’({T/ € Pathsp ‘ (Plv 7, 1) % (I)})

where 7' =7 (the intervention is empty), and P’'=7PY, By
Proposition 2, we have that P = P(s). O

Expressiveness. We discuss the counterfactual operator
Iat-Prqp(d) (a similar reasoning holds for Io+R5%). When t=0,
our operator captures the post-interventional probability; that is,
the probability of a path formula ¢ after we apply intervention I at
the current state. In this case, no counterfactuals need to be
inferred because, trivially, we don’t have any observed MDP states
beyond the time of intervention (see Figure 4b). Indeed, by
Proposition 2, we have that P-% = P(t[|t|-0]) = P(z[|z[]),
that is the counterfactual MDP conditioned on the last state of T
corresponds to the original MDP P initialized at that state. For this
reason, as also shown in the proof of Propositon 4, our operator
subsumes PCTL*’s probabilistic formula (which is indeed omitted
in PCFTL): when t=0 and I=0, Ig.Py »(§) corresponds to
evaluating P,(¢p) w.rt. the original MDP P initialized at
T[|t|-0] = z[|7|] and under the original policy  (see Figure 4a).
Thus, ®@0~P[><1p(q)) = qup(q))-

When >0, our operator expresses a counterfactual query,
which answers the question: given that we observed t, what would
have been the probability of ¢ if we had applied a particular
intervention I at ¢ steps back in the past (but under the same
random circumstances that led to t)? A common choice is to apply
I at the beginning of T (t= |t| — 1) but other options are possible,
for example intervening before some violation has happened in 7.
We stress, however, that our operator goes beyond the usual notion
of counterfactuals, by which the outcomes of interest are obtained
only from the observed (or counterfactual) path. Indeed, depend-
ing on the bounds in the temporal operators of ¢, evaluating ¢
might require paths that extend beyond 7. Hence, up to the length
of 7, ¢ is evaluated on counterfactual paths; beyond that point,
paths follow the original MDP model P (which is precisely how
our counterfactual MDP is constructed, see Def. 6) because there
are no observations to condition on. We show why this matters in
Example 2 below.

Example 2. Consider an MDP P and an obstacle avoidance
property @p = Gjo mmobstacle for some horizon H > 0. Let 7 be an
observed path of P under some policy r. Let t;, with |t;| = |t|, denote
the counterfactual path obtained from t by applying some
intervention I={n «— z'} at the start. (For simplicity, we assume
that only one counterfactual path is possible.) Now suppose that no
obstacle is hit in T or 1. So, in usual counterfactual analysis, one
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would conclude that the nominal policy and the intervention policy
are equivalent relative to property @y and observation . However, if
the safety property bound H extends beyond the length of T, then it is
necessary to reason about the future evolution of the MDP beyond
7 (or 7y): in one case, starting from the last state of © and under the
nominal policy; in the other, from the last state of the counterfactual
path ty and under I's policy. At this point, it is entirely possible that
going forward from the counterfactual world yields a higher
probability of obstacle avoidance than remaining with the nominal
policy, as illustrated in Figures 4a and 4c. Thus, limiting the analysis
to outcomes within the observed/counterfactual past, as done in
previous work (Oberst and Sontag, 2019; Tsirtsis, De, and
Rodriguez, 2021), would lead to the wrong conclusion that the
two policies are equivalent safety-wise.

Encoding treatment effects. We explain how the introduced
causal effect operators AIC;)}I".P sap’(P) and A%}IO.R 57 can be used
to express the traditional CATE and ITE estimators (defined in
Section 2.1). We saw that CATE is the difference of post-
interventional probabilities, conditioned on a particular value
V =v of some variable V. In reinforcement learning with MDPs,
one sensible choice is to condition on the first state of the post-
interventional path (Oberst and Sontag, 2019). Therefore, for the
same argument made above about defining post-interventional
probabilities with Igo.P 1 ,($) formulas, we can express this notion
of CATE in PCFTL with the formula Ag;".P,,($). The latter
indeed is the effect in the probability of ¢ between interventions
I, and I, conditioned on paths starting with t[|t|-0] =[|z]|]
(the last state of T).

ATE, the unconditional version of CATE, cannot be directly
expressed in PCFTL because our semantics is defined over a non-
empty path 7, and hence, probabilities are implicitly conditional on
the last state t[|t|]. An equivalent of ATE can be defined as the
expected value of the CATE formula AIé;I” P () evaluated at the
initial states S ~ Py(S) of the MDP.

Finally, akin to how Ig.Py,(¢p) with £>0 expresses a
counterfactual probability (as discussed previously), the operator
AI@];,I" Ly p(¢p) with £>0 provides a notion of ITE, because, like
ITE, our operator is defined as the difference of the counterfactual
probabilities I} or.P = :($p) and Iyer.P = (D).

4.1. Example properties

Below, we provide examples of useful properties that can be
expressed with the newly introduced counterfactual and causal
effect operators of PCFTL, for the verification of cyber-physical
systems.

Example 3. Let © denote an observed path (of length t) in an
arbitrary MDP P under policy n. Let n’ represent an alternative
policy that we can intervene on, definedbyI' =& — x’, and let  be
a path formula describing some requirement of interest. Using
PCFTL, we can express many interventional and counterfactual
properties related to cyber-physical systems, such as:

o Safety:

- Igpt| - 1-P > 0.99(Gjo.20)signal < threshold): If we had replaced
the nominal policy = with zn' at the beginning, would the
probability of the signal remaining below a specified safety
threshold over the next 20 steps have been at least 99%?”

Milad Kazemi et al.

- A%om.P > 0(Glap®): “Is &’ safer than n moving forward from the
current state (between bounds a and b)?” (this is a CATE-like
query)

- DorP < p(Grap®) — IatPs py(Grapd): “Had we deployed
7' t steps in the past, would we have observed a safety
probability of at least p if x failed to achieve s0?”

= TP o o F o (OAMGLP o F iy i), where I” = {(w — 7))
and H>1 : “What would have been the probability, had we
applied ' t steps in the past, of observing a violation after timet’,
and subsequently, of a different policy n" yielding a better
recovery probability than z'?”

o Liveness:

- It - 1-P> 0.99(G[0,20waiting_for_resource < F acquired_re-
source): If we had replaced the nominal policy & with " at the
beginning, would the probability of avoiding resource
starvation over the next 20 steps have been at least 99%?”

« Reachability:

- Igo-P>095(Fo1080al): “If we apply the intervention
I'={(z—n")} in the current state, will the probability of
reaching the goal state(s) within 10 steps be at least 95%?”

- ALY.P o(Fio101g0al): “If we replaced the nominal policy x
with 7' at the current time step, would this increase
the likelihood of reaching the goal state(s) within the next
10 steps?”

« Reward-based properties:

< K3 . . . .

- Ig10-R Z—2|f)|0. If we replaced the nominal policy n with ' in ﬂ?e
last 10 time steps, would the expected reward be over 2002”

- Acgl'ﬁ _ 1.R52|;|0 : “If we replaced the nominal policy & with o’ at
the beginning, would the expected reward over t steps under =’

have been at least 30 higher than the expected reward under n”

4.2. Decidability

Despite the added expressiveness, PCFTL remains decidable. First,
we note that the transition probability function of a counterfactual
MDP, defined in (6), is a well-defined probability measure.
Therefore, the set of paths induced by a counterfactual MDP P’
and some policy is also measurable (Baier and Katoen, 2008),
which ensures that we can quantify the probability of a path
formula.

A decision procedure for PCFTL can be adapted from the
standard model checking algorithm for a DTMC D = (S, Pp, P},
R, L) and a PCTL* formula ® (Baier and Katoen, 2008), which we
summarise next. The procedure traverses the parse tree of ®
bottom-up. For each node, representing a subformula W, the
satisfaction set Sat(V) = {s € S | s F W} is computed. When W is a
simple Boolean formula, computing Sat(W) is straightforward, so
we focus on the case W=Py,(¢p). Here, all maximal state
subformulas of ¢ are replaced with new atomic propositions
representing their satisfaction sets. This step is possible because the
satisfaction sets are precomputed during the bottom-up traversal.
This operation effectively transforms ¢ into an LTL property,
which enables the computation of Pp(sE ¢) using a standard
automata-based approach (Baier and Katoen, 2008). Hence, we
can compute the satisfaction set of W as Sat(W)={se€S|
Pp(sE ) Xp').

Model-checking PCTL* has double-exponential time complex-
ity in || due to the transformation of ¢’ into a deterministic Rabin
automaton and polynomial complexity in the size of the DTMC.
Moreover, as demonstrated by Kwiatkowska et al. (2007),
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determining reward properties does not impact the decidability or
time complexity of the model-checking procedure, so we will not
discuss this case here.

The decision procedure for PCFTL follows a similar approach.
We do not discuss Boolean and reward properties and cover
the case when W=1Ig.Py,(¢p) (from which a procedure for
Al@;’tl“ Pqp/(§) can be easily derived). The key difference here is
that the satisfaction set for Sat(W) cannot include states, but it must
include paths because the satisfaction of Ig;.P q ,(¢) depends on an
(observed) path. It is important to note that this set will include
paths of at most length T where T is the largest ¢ offset of an
intervention appearing in any state subformula. Indeed, it is easy to
see that the satisfaction of Ig.P () w.r.t. a path T (with |t| > )
depends only on the t-length suffix of T (which is the suffix used to
construct the counterfactual MDP, see (7)). To transform the path
formula ¢ into an equivalent LTL formula (as done above), we now
need to express these satisfaction sets (defined over finite paths, i.e.,
sequences of states) as atomic propositions (defined over states).
This is possible by augmenting the MDP with memory to keep
track of the last T — 1 visited states.® In this way, there is a direct
correspondence between the elements of Sat(\W) and the states of
the augmented MDP, as desired. So, we can now construct our sets
as done for the PCTL* case above, as Sat(W)={t€Ji<i<r
S'| Ppo(t[1]Ed)} where D57 is the (counterfactual) DTMC
induced by the interventional policy z’ and by the counterfactual
MDP associated to the original MDP and path t. Having shown
that PCFTL model checking reduces to PCTL* model checking,
its complexity is still polynomial in the size of the induced
(counterfactual) DTMC, as the state space size of the augmented
model is polynomial in that of the induced DTMC.

5. PCFTL verification with statistical model checking

We use statistical model checking (SMC) (Younes and Simmons,
2006; Legay et al., 2010) to determine whether our properties are
satisfied, that is by sampling finite paths of the (counterfactual)
MDP model. We leave the study of numerical-symbolic algorithms
for future work.

Since we deal with finite paths, we consider a fragment of the
logic with bounded temporal operators. Also, we restrict to non-
nested properties, that is those where path sub-formulas ¢ do not
contain in turn counterfactual operators (even though we allow for
arbitrary nesting of temporal operators in ¢). The complication
with nested formulas is that we require multiple executions to
determine the satisfaction of ¢, leading to a sample size that is
exponential in the depth of the nested operator (Younes and
Simmons, 2006; Legay et al., 2010). Nevertheless, the fragment we
consider is rich enough to express a variety of reinforcement
learning tasks (see Section 6) and subsumes Probabilistic Bounded
LTL (Zuliani, Platzer, and Clarke, 2013) (because our counterfac-
tual formulas generalize probabilistic ones).

In short, with SMC we reduce the problem of checking
IawP > »(d) to one of hypothesis testing, given a sample of MDP
realizations. As in (Younes and Simmons, 2006; Legay et al., 2010),
we employ a sequential scheme that allows sampling only the
number of paths necessary to ensure a priori probabilities  and
of type-1 errors (wrongly concluding that the property is false) and
type-2 errors (wrongly concluding that it is true), respectively. Our
approach builds on (Younes and Simmons, 2006; Legay et al.,
2010) and extends it to handle reward and causal effect properties,
by defining a suitable sequential test for T-distributed outcomes

(rather than Bernoulli ones as done in Younes and Simmons
(2006) and Legay et al. (2010)).

5.1. Computation of counterfactuals and causal effects

SMC relies on sampling paths of the (counterfactual) MDP model
under some policy. We choose to sample these paths using the
Gumbel-Max trick (see (5)) as it facilitates inference for the causal
effect operator, as we will explain next. Using this formulation, we
can express the counterfactual probability of (7) as the expectation
of a function f(G) of (prior) Gumbel variables G ~ Gumbel, as
follows:

I@t~P:?(¢) (7)7 T, T) = EG[f(G)LWith f(G) = 1(73/7 7, TI(G)v 1) ): q)) (9)

where 1 is the indicator function, P’ = P*IF=*] is the counterfac-
tual MDP, 7’ is intervention Is policy, and t'(G) is the path of P’
under 7z’ which is uniquely determined by G.”

The corresponding formulation for the counterfactual reward
of (8) is readily obtained as:

REK(P, 7, 1) = Eg[f(G)],with f(G) = Y R(Z(G)[i]). (10)

k
i=1
We proceed similarly for causal effect operators, with one
important difference. While in Definition 7, we formulated the
causal effect as the difference of two independent probabilities
(or expected rewards), we here express it as the mean of paired
differences between individual outcomes. This will allow us to
reduce a two-sample inference problem into a one-sample
problem.
AGP PP 1) f(G) = 1P, m,1(G),1) F ¢)—1(P', 79, 7o(G), 1) [F ¢)

(11)

b
ALl RENP 7). f(G) = Z R(t(G)[i]) — R(zo(G)[i]),
(12)

where for i=0,1, z; is I;’s policy, and 7;(G) is the path of the
counterfactual MDP P’ under x; uniquely determined by the
Gumbel G. The advantage of the above form using paired
differences is that this yields smaller variability, and hence, a more
accurate statistical estimation, than the one based on the difference
of independent means.

5.2. Qualitative properties

Let py = Iai.P = :($)(P,x,7) be the true (unknown) counterfactual
probability of ¢ for a given MDP P, policy #, and path t. The
problem of checking whether py, is above a given threshold 6, that is
deciding property I.P > ¢(¢), can be formulated and solved as one
of hypothesis testing, where we test the hypothesis H:py >0
against K:py <0 using a set of observations x;, ...,x,, of the
underlying process.

Hypothesis testing may incur two kinds of errors: type-1 errors,
that is wrongly concluding that K is true (when H holds) and type-2
errors, that is wrongly concluding that H is true (when K holds).
We denote the probability of type-1 errors by a and that of type-2
errors by P. The pair (a, B) is also called the strength of the test.
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Wald’s sequential probability ratio test (SPRT) (Wald, 2004) is
an efficient scheme used in probabilistic model checking (Younes
and Simmons, 2006; Younes et al, 2006) to sample only the
number of realizations necessary to answer the above hypothesis
test with strength (o, p). We first explain in detail the SPRT for
Iar-P > o(¢p) properties, and then briefly cover the other kinds of
formulas.

Iat-P > o(¢) properties. The SPRT method considers the following
relaxation of the original hypotheses: Hy : py >0, VS H; : pg, <65,
with 8,=0+38 and 6, =6—-95, where >0 is a user-defined
parameter. The interval (8,8) is called indifference region, as we
are willing to accept either hypothesis when py € (0,,0y). This
relaxation is necessary because, when testing the original
hypotheses H and K, we cannot control simultaneously both «
and f if the true probability p, is exactly equal to 8, see (Younes and
Simmons, 2006; Younes et al., 2006).

In the SPRT, we collect observations iteratively. At the
m-th iteration, we have m observations x,, = (x,...,%,,).
In our case, these are counterfactual outcomes, that is realizations
of the Bernoulli process (X, ...,X,,) where X;~ f(G) =
(P, 7', 7(G),1) E ¢) (see Eq. 9). Given x,,, we compute the
following likelihood ratio (LR)

f(x, | Hy) I PrXi=x[py=01) 6?’”(1 —6,)"

fGm [ Ho)  TI7y Pr(X; = xi [ pp = 00) 03" (1 — 9y)"
(13)
where d,, = Y™, x; is the number of observed successes. In other

words, f (x,,, | H;) is the probability of observing the sequence x,,, if
Pe=0; holds. At this point, the SPRT compares the LR with the

constants A =(1-f)/a and B=p/(1—a) and: 1ff ’”}g‘; < B, we

accept Hy, with a type-2 error probability of B;
lff xm‘Hl

) = A, we accept Hj, with a type-1 error probability of
o or,

we collect additional observations until one of the two above
conditions hold. Note that this procedure requires a larger number
of observations as the true py approaches the threshold 6.
Nevertheless, a decision is always reached after a finite number of
steps (see Younes and Simmons (2006); Younes et al. (2006) for a
more detailed analysis of the SPRT’s stopping time). The above
decision scheme is valid for other kinds of properties as well, that is
it doesn’t depend on the underlying distribution of the
observations, as long as the LR is adequately defined. Hence, we
won’t repeat it for the cases below.

Ior.R3% formulas. The SPRT can be also applied to variables other
than Bernoulli, as are those entailed by reward-based properties.
The corresponding test is an application of the SPRT to T-
distributed observations (Schnuerch and Erdfelder, 2020). Let
u be the true (unknown) average cumulative reward, that is
U = I4.RE%. Here, we sample observations from the f(G) of (10),
for which we have that 4 = E[f(G)].

We consider the hypotheses: Hy:u >0, VS Hy : u <0;, with
0p=0+0-0 and 6,=0—-08-06, where o is the (unknown)
standard deviation of f (G), and 8 > 0 is the indifference parameter:
the indifference region spans 2 - 8 standard deviations around 6.

The definition of the LR follows the intuition that if H, holds
and in particular, 4 = 0, then the variable T,, = (X,,,—0)/S,, follows
a non-central T distribution with non-centrality parameter § - /m
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and m—1 degrees of freedom, where X,, =1

=/ IL X
dard error of X,, (Schnuerch and Erdfelder, 2020). The same
reasoning holds for Hj, but after adjusting the sign of T,,. Hence,

the LR is given by f<x:}Zl‘) f?(_t;”“inm:ll;\/\{”—ﬁ)) is the

observed value of T,, and fr(x | m — 1,8 - \/m) is the p.d.f. at x of
the non-central T distribution with m — 1 degrees of freedom and

parameter § - \/m.

", X; is the

sample mean and S, "X,,)? is the stan-

where t,,

AII o .P5o(d) and Al@‘)tl" R<% formulas. Since we can express the
causal effect as the mean of a (non-Bernoulli) variable (the paired
difference in the counterfactual outcomes of I, and I;), we can
apply the same SPRT procedure introduced above for Io.RS%
formulas,® provided that we use the correct definition of f(G), that
is that of (11) for AR".P5 o(¢) and (12) for AL;® .RS%.

When I, = I, however, the above procedure falls because the
two policies attain the same outcomes, and so their pairwise
differences are constantly 0, resulting in S, = 0 and T,,, = co, which
has a likelihood of 0. To detect this case, as done in David et al.
(2011), we run a dedicated SPRT to test that the probability of
obtaining equal outcomes is equal to 1.

Boolean combinations. To verify ~® with strength («, ), we
verify @ with strength (B, @) and negate the result. To verify a
conjunction AY, ®; with strength (o, B), we need to verify each
conjunct ®@; with strength (a/N, B). See (Younes and Simmons,
2006) for more details.

5.3. Quantitative properties

For quantitative properties, we use Chernoff-Hoeffding bounds to
identify the number of realizations #n necessary such that the
Monte-Carlo estimate of the probability (or reward) property
meets a priori error and confidence bounds. Given an error bound
5§>0 and an iid sample Xj, ..., X,, such that foreachi=1, ..., n,
E[X;] = and x<X;< for some constant x;<x,,
then the Hoeffding 1nequa11ty (Hoeffding, 1963) establishes
that P(| X, — u| > 8) < 2exp ( % , where
X, = (1/n) >, X; is the sample mean. Hence, given bounds
8>0 and 0 <a <1, one can determine a priori the number of

realizations n that P(|X,—u|>8)<a, by equating

a=2exp (— (xzf‘i)z) and obtaining n = [— w—‘

For the special case of Io,.P_ () properties, X, is the sample
estimate of the probability, u is the probability to estimate
(and hence 0<d<1), ;=0 and x,=1. For A@l)t” P_+(P)
properties, we have that x;= —1 and x,=1 as these are the
ranges for the difference of two Bernoulli outcomes. For IonRE%
formulas, each realization is a cumulative reward value, hence
x;=7#-R;and x, =£- R, where R, and R, are, respectively, the
largest and smallest values of the MDP’s reward function R.
Hence, for AI@‘);I“ R% A(R,~R)
and x;= A(R—R,).

These a priori bounds, however, might be too conservative,
especially for reward properties where the range (x,—x;) tends to be
consistently larger than what observed empirically. An alternative
is to compute confidence intervals, that is fix the sample size n and
the confidence 1 — a, thereby obtaining an estimate X, and an
interval [X,], 3 X,, such that P(u & [X,],) = a. In this sense, the
width of [X,], is comparable to the 8 bound in Hoeffding

such

formulas, we have x,=
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71, applied at the beginning.

inequality. To construct confidence intervals for Ig.P—(¢)
properties, one can use the common normal-approximation
(aka Wald) interval if # is not too small or the true probability not
too close to 0 or 1,7 or use the ‘exact” (but usually conservative)
Clopper-Pearson interval. For the other properties, we can
construct one-sample mean intervals using the T distribution.

5.4. Algorithmic complexity

The complexity of SMC is O(%-N-c4) where £ is the number of
counterfactual operators in the formula, N is the number of
sampled paths (for each operator), and ¢y, is the cost of evaluating
the operator’s path formula ¢ on each path. The latter term has
complexity O((2|t|)¢) where || is the path length (bounded by the
temporal bounds in ¢) and d is the depth of ¢, that is the maximum
number of nested until expressions (Bartocci et al., 2018). The term
N is a random variable (owing to the randomness of the sample)
and its expected value depends on the true (unknown) probability
p to evaluate and the error bounds a and f. Formulas for E[N]
can be found for specific values of p, see (Younes and Simmons,
2006), but no general analytical form exists. Nevertheless, the
SMC algorithm terminates with probability 1 (Younes and
Simmons, 2006).

6. Experimental evaluation

We provide two sets of results. In the first one, we consider a simple
grid-world model and a reach-avoid specification. We use this case
study to provide a detailed analysis of interventional and
counterfactual probabilities, their variability, and the accuracy of
counterfactual inference. In the second set of results, we use PCFTL
on four complex 2D grid-world environments from the MiniGrid
library (Chevalier-Boisvert et al., 2018). Although these two case
studies evaluate our approach on relatively similar GridWorld
MDPs, we can still explore a wide range of logical specifications
and properties within these environments.

6.1. Reach-avoid example

We consider a 4 X 4 grid-world example, where the agent can move
up, down, left, or right, one square at a time. The specification ¢ is
one of reach-avoid: we want to reach some goal region while
avoiding an unsafe region, that is ¢ =-unsafe Uy goal. We
choose T=10. We consider two policies, a nominal (default)
policy 7 and an optimal policy 7z,. The optimal policy is found by

7, applied after the first step
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paths have length 10 (same as the time
bound Tin ¢). In (c), we observe paths of
length 2 < T, and so, applying z, results
in paths that are part counterfactual,
part post-interventional.

7, applied after the first step,
on paths shorter than T.

value iteration after assigning a reward 1 to the goal and making the
unsafe and goal states terminal. The nominal policy is defined
manually to make it intentionally less safe than z,. The
stochasticity comes from the fact that the environment, with
small probability (0.1 in our experiments), randomly takes the
agent to a different position than that determined by the policy.

For each experiment in this subsection, we perform 1000
repetitions to evaluate the variability of the estimates. For each
repetition, we generate 100 observed paths under the nominal
policy. Counterfactuals are estimated using 20 posterior Gumbel
realizations. Probability values are computed by averaging the
satisfaction value of ¢ over all paths within each repetition. We
choose the optimal policy as the interventional/counterfactual one,
by defining I = {7 «— x,}.

We evaluate the performance of the optimal policy in a
counterfactual setting. In particular, we compare the probability
P_:(¢) under the nominal MDP against the average counterfac-
tual probability Io..P —+(¢p) for some ¢ (where the average is w.r.t.
the set of nominal paths used for P_.(¢)). We apply I at the
beginning of the path (¢ = || — 1, see Figure 5a) and after the first
step (t=|t| —2, see Figure 5b). Since z, (blue histograms in
Figure 5) is safer than z (orange), the distribution of counterfactual
probabilities clearly dominates that under nominal settings. See
Figure 5a. For the same reason, delaying the intervention of one
step leads to more unsafe trajectories (the blue histogram in
Figure 5b is indeed shifted to the left compared to that in
Figure 5a).

In Figure 5a, we provide results of a query corresponding to the
scenario of Figure 4c, that is involving both the counterfactual past
and the subsequent future evolution of the system. To do so, we
draw paths © under 7z of length 2 (shorter than than ¢’s time
bound) and apply I after the first time step. This results in paths
that are counterfactual in the first part (because we apply I in the
past, conditioned by t) and post-interventional in the second part
(because to evaluate ¢, we need paths longer than the observed 7).

6.2. MiniGrid benchmark

MiniGrid (Chevalier-Boisvert et al., 2018) is a collection of 2D
grid-world environments with goal-oriented tasks designed for
developing reinforcement learning algorithms. Each cell in this
grid world is encoded as a three-dimensional tuple (object, color,
state). There are 8 different objects, 6 colors and 3 states: open,
close and locked. There are 7 actions that the agent can take which
are turn left, turn right, move forward, pick up, drop, toggle and
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Table 1. PCFTL verification of the MiniGrid benchmark, with 6 x 6 grids. For
each environment, we apply the intervention at the start of the path (t=T-1)
and 10 steps after the start (t = T — 11). T=50is the length of the path. The SMC
parameters (see Section 5) are 8 = 0.02, and @ =0.05 and p = 0.2 for P and /g.P
properties, and a=0.01 and =0.2 for A'j@?t.P. T and L indicate whether the
SMC procedure returns true or false for the given PCFTL formulae, and in
parentheses are the number of realizations required by SMC to reach this
verdict

Environment t P> o9(h) l@tP > 0.9(P) A’é?t.P > old)
DoorKey6x6 Teil T(125) 1(25) 1(50)
DoorKey6x6 T-11 T(125) 1(25) 1(50)
Empty6x6 T-1 T(75) 1(25) 1(50)
Empty6x6 T-11 T(75) 1(25) 1(75)
Fetch6x6 T=1 T(75) 1(25) 1(75)
Fetchéx6 T-11 T(75) 1(50) 1(75)
GoToDoor6x6 T-1 T(125) 1(25) 1(50)
GoToDoor6x6 T-11 T(125) 1(25) 1(100)

done. We consider four of these environments: Empty, DoorKey,
GoToDoor and Fetch.

Empty is the simplest environment, where the agent simply
navigates the grid to reach some goal. This corresponds to the
specification JF; rjgoal, where we choose T'=50. In the DoorKey
environment, a key and a door exist on the grid. The agent must
first find the key, unlock the door, and reach the goal, expressed as
d)EF[l,Tk](keY A F[I,Td](door A }"[I,Tg]goal)), with T/;/-F Td
+ T,=T. This task requires the agent to learn basic navigation
skills and non-trivial sequential plans. In GoToDoor, we have four
doors with different colors, and the agent is tasked to reach the
door of some given color: ¢ = F; rjdoor. The door is always
unlocked, making it a simpler task than DoorKey. In Fetch, the grid
contains multiple objects with assorted colors which the agent
must pick up and bring to the goal: ¢ = F; r)(objectAX(carry-
ingf , goal)), with T, + Ty + 1 = T. This task requires learning to
manipulate objects and navigate the grid.

For each environment, we train two convolutional neural
network policies using the Proximal Policy Optimization (PPO)
(Schulman et al,, 2017) algorithm. For the nominal policy 7, this
time we use an optimal policy, trained using 10 million time steps.
The interventional/counterfactual policy is intentionally under-
trained, using only 200 time steps.

Experimental results are presented in Table 1. We examine
probabilities under the nominal/optimal policy (3rd column) using
the formula Ps9(d), counterfactual probabilities with the
undertrained policy (4th column) using Ie.Psoo(P), and
determine the causal effect between the two (5th column) using
Ao"@.P o(d). For every environment and PCFTL formula, we
carry out two set of experiments using two different intervention
points, at the start of the trajectory (¢ = T — 1), and 10 steps into the
trajectory (t=T—11).

Verification results are computed using statistical model
checking (see 5 for details on the decision procedures). Results
indicate that the system does not satisfy the property when using
an undertrained policy, while the optimal policy is always
successful. This performance gap can also be seen in the causal
effect column. We observe that the verification procedure is very
efficient (requiring at most 125 realizations), and that the number
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of realizations necessary to obtain a positive answer for the
nominal policy is higher than those for a negative answer for the
interventional policy. The reason is that we set a high probability
threshold, p>0.9, and so, even with a well-trained policy, we
require a fair amount of evidence to conclude that the property is
satisfied. Conversely, the interventional policy performs enough
badly to require much fewer points for concluding that the
property is violated.

7. Related work

Causality and verification. Concepts of causality have been
investigated in formal verification for years (Baier et al., 2021). Two
main classes of approaches exist, respectively based on the theory
of actual causality (Halpern, 2016; Halpern and Pearl, 2020) and on
probabilistic causation. Given an SCM M and a context u, an
actual cause is, informally, the smallest set of SCM variables that, if
forced with a different value, lead to a different (counterfactual)
outcome for some target variable Y. This notion has been adapted
in Beer et al. (2012) to find so-called root causes in LTL
counterexample traces, in Gossler and Agtefanoaei (2014) to
identify the components of a timed-automata network responsible
for a given failure trace, and in Leitner-Fischer and Leue (2013) to
derive fault trees from probabilistic counterexamples. We note
there also exist techniques not based on actual causality for finding
root causes of failure in temporal logic monitoring (e.g., Bartocci
et al,, 2018; Zhang et al.,, 2023). Probabilistic causation methods
like (Baier et al., 2021; Kleinberg and Mishra, 2009; Kleinberg,
2011; Baier et al,, 2022) build on the probability-raising (PR)
principle by which the probability of an effect E is higher after
observing a cause C than if the cause had not happened. More
precisely, these works consider Markov models and express E and
C as sets of states or PCTL state formulas. Our work complements
these methods as it focuses not on identifying causes given some
observations but on reasoning about the probability of a temporal
logic specification in interventional and counterfactual settings.
Methods based on actual causality similarly rely on counterfactuals
but consider only non-probabilistic models. Methods based on the
PR principle support probabilistic models but do not support
counterfactual analysis.

Two relevant papers have been published in the last year at the
intersection between causality and temporal logic (TL). In Coenen
et al. (2022), the authors extend actual causality to the case where
causes and effects are given as TL properties. Their work is
different from ours in that they do not consider probabilistic
systems, plus they use TL to specify causes and effects, but the logic
itself cannot express counterfactual queries. The work closest to
ours is (Finkbeiner and Siber, 2023), which introduces a new (non-
probabilistic) counterfactual TL with would and might modalities,
borrowed from Lewis’ theory of counterfactuals (Lewis, 2013).
However, their method is model-agnostic, that is counterfactuals
are obtained by manipulating the observed trace, regardless of the
model that generated it. Our counterfactual traces are instead
obtained by intervening on the data-generating model.

Probabilistic hyperproperties. Probabilistic hyper-properties
(PHPs) for MDPs have been recently introduced in (Dimitrova
et al., 2020; Abrahdm et al., 2020) to support quantification over
MDP schedulers (i.e., policies). One can see that PHPs for MDPs
are strictly more expressive than the fragment of PCFTL without
counterfactuals (i.e., where interventions can be applied only at
t =0). For instance, the PCFTL causal-effect formula AI@‘);I" P (D)
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can be expressed as the PHP 3¢, 360.P(¢,,) — P(d,,) X p (using the
syntax of (Dimitrova et al., 2020)) where the domains of schedulers
oo and o7 are singletons (and chosen to be consistent with I and I,
respectively). However, PHPs do not support counterfactuals,
which is the main strength of our method.

Causality in reinforcement learning. There is a growing interest
in applying causal inference in RL, for instance, to evaluate
counterfactual policies from observational data (Oberst and
Sontag, 2019), provide counterfactual explanations (Tsirtsis, De,
and Rodriguez, 2021) (i.e., the minimum number of policy actions
to change in order to attain a better outcome), produce
counterfactual data to enhance training of RL policies (Forney
et al,, 2017; Buesing et al., 2018), or estimate causal effects in
presence of confounding factors (Lu, Scholkopf, and Hernéandez-
Lobato, 2018). These works are very relevant yet they consider
different problems from ours. That said, PCFTL builds on (Oberst
and Sontag, 2019) which introduces Gumbel-Max SCMs and their
counterfactual stability. More recently, other methods have shown
that the Gumbel-Max SCM is not the only causal model that
satisfies the counterfactual stability property, and instead bound
over all models that satisfy counterfactual stability (Haugh and
Singal, 2023), or search for a particular model that optimises some
given criteria (Lorberbom et al., 2021). In this paper, we limit our
attention to only Gumbel-Max SCMs since other methods are
either computationally inefficient or require extra assumptions.

8. Conclusion

We have presented the probabilistic temporal logic PCFTL, the
first of its kind to enable causal reasoning about interventions,
counterfactuals, and causal effects in Markov Decision Processes.
From a syntactic viewpoint, this is achieved by introducing an
operator that subsumes interventions, counterfactuals, and the
traditional probabilistic operator. The semantics of PCFTL makes
use of counterfactual MDPs constructed from Gumbel-Max
structural causal models, which provide a representation of
discrete-state MDPs amenable to counterfactual reasoning. We
performed a set of experiments on a benchmark of grid-world
models, demonstrating the usefulness of the approach (being
applicable to deep reinforcement learning policies as well) and the
accuracy of counterfactual inference. We envision several future
directions for this work, including investigating numerical or
symbolic (as opposed to statistical) model-checking algorithms,
and extending our approach to a broader range of systems, such as
uncertain, partially observable, and continuous-time and continu-
ous-state MDPs. Achieving this will require developing robust
counterfactual inference methods tailored to these different
complex systems but will ultimately enable PCFTL to be applied
more broadly across a diverse set of cyber-physical and data-driven
systems.

Data availability. The code for running the experiments is publicly available
on Zenodo at https://doi.org/10.5281/zenodo.10619287.
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Notes

1 As we will explain in Section 2.3, there could be multiple such what-if paths,
and so the counterfactual probability of ¢ could take other values than 1 or 0.
2 Ppqix—x(Y) is often written as P(Y|do(X = x)) in Pearl’s do notation.

3 Note that P(Y]X = x) is, in general, different from the desired P q(x . (Y)
because conditioning on X =x alone doesn’t prevent unwanted spurious
associations.

4 In contrast, the approach based on the inverse CDF trick, where f(S;, A, Uy) is
the U,-quantile of PpS,.;|S,A;) and U,~ Unif(0,1), does not enjoy
counterfactual stability and is highly sensitive to permutations of the state
ordering (note that imposing some ordering is required by the quantile
function).

5 In particular, to determine the satisfaction of path formula (P, 7, 7, t) E ®, we
evaluate state formula @ over the path prefix t[1:¢] (to allow for potentially
nested counterfactual operators), while in PCTL*, ® would be evaluated over
state T[¢].

6 For an MDP with state space S and transition probabilities P, the definition of
the augmented MDP is trivial: it will have state space | J; <; < S’ and transition
probabilities P(s';...s'r|s;...spa)=P(s'r|spa) if AL,s,_, =s, and 0
otherwise.

7 This decomposition is analogous to how we obtain the distribution P of an
SCM M as a function of the distribution P(U) of its exogenous variables U.
8 For the special case of Ag;’“ P o(¢$), an alternative sequential test could be
used, see (David et al., 2011).

9 For the normal approximation to be valid, we require #-pg,>10 and
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