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SYMPOSIUM ON DAN EFRONY & YUVAL SHANY, A RULE BOOK ON THE SHELF?
TALLINN MANUAL 2.0 ON CYBEROPERATIONS AND SUBSEQUENT STATE PRACTICE

LEX I.ATA COMES WITH A DATE; OR, WHAT FOLLOWS FROM REFERRING TO THE
“TALLINN RULES”

Lianne J.M. Boer*

Our goal is to say, “what is the law, right now”? It was June 2012, that was the date. In June 2012, “what is the law today?”"

At first sight, the question that Dan Efrony and Yuval Shany ask in their article, .4 Rule Book on the Shelf?, makes
sense. If a group of lawyers writes a legal manual for state legal advisors, the logical follow-up question would
indeed be, do they use it? Do these “black-letter rules,”? as the Manual itself terms them, actually “provid|e] intet-
national law advice” to states operating in cyberspace? Given the Manual’s own claim that its “effort [is] to exam-
ine how extant legal norms apply” to cyber watfare,* one may indeed wonder whether states have used the Manual
as intended—as a manual.

However, to ask whether states have “accepted,” “follow;” “reject,” or “maintain a ‘wait and see’ approach
toward the Tallinn Rules™ does suppose that these are, in fact, rules. Though the authors remain notably quiet
on what they think the status of the Tallinn Manual is, exactly, the repeated reference to the “Tallinn Rules,” the
word “Rule Book” in the article’s title, and even the capitalization of the word itself—‘Rules”’*—all suggest that
the authors consider the Manual to be at the very least “a normative point of reference.”” I don’t question the
correctness of that assumption. The point of this essay is not to assess whether the Manual “got the law
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! Duke University School of Law, LENS Conference 2013 | Michael N. Schmitt, The Law of Cyberwar: The Tallinn Manual, Y oUTUBE, 1.06:46
(Mar. 1, 2013) [hereinafter Lens 2013].

% Michael N. Schmitt, The Tallinn Mannal on the International Law Applicable to Cyber Warfare, WATSON INSTITUTE FOR INTERNATIONAL
Stubpiks, BROwN UNIVERsITY, 21.07 (2013) [hereinafter Brown 2013].

® TALLINN. MANUAL 2.0 ON THE INTERNATIONAL LAw APPLICABLE TO CyBER OPERATIONS 2 (Michael N. Schmitt ed., 2017) [hereinafter
TALLINN MANUAL 2.0].

* Id. at 1; see also TALLINN MANUAL ON THE INTERNATIONAL LAW APPLICABLE TO CyBER WARFARE 5 (Michael N. Schmitt ed., 2013)
[hereinafter TALLINN MANUAL].

®> Dan Efrony & Yuval Shany, 4 Rule Book on the Shelf? Tallinn Mannal 2.0 on Cyberoperations and Subsequent State Practice, 112 AJIL 583, 596,
639 (2018).

¢ On the use of capitals in the introduction of the m/Manual, see Roos van Keulen, Introducing a Critical Stylistic Analysis: How Linguistic
Features Contributed to the Tallinn Mannal’s Power Position 34-35 (Vtije Universiteit Amsterdam, 2018).

7 Efrony & Shany, supra note 5, at 585.
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right,” ot to point out that the experts are “really” doing /ex ferenda rather than fex lata.® T do argue, however, that the
authors’ quiet acquiescence to what the Manual itself says it is becomes problematic when one considers the dic-
tates of the Manual as a form. What I mean to say is that the Manual must claim, for reasons I will go into below,
that it restates /ex /ata. This dictate of the form not only provokes the kind of research question that Efrony and
Shany ask, but it also goes a very long way in predetermining their answers.

In order to show why this is the case, I will first ask what is implied in the Manual as a form for international legal
writing. The second part of the essay then discusses the way Efrony and Shany themselves refer to the Manual.
Their failure to question the Manual’s form is problematic the moment we realize what follows from the claims the
Tallinn Manual makes about what it is (for). This also means that the answer to their research question seems in
some ways inevitable. In conclusion, perhaps we could even say that, however paradoxical it may seem, the
demands of the Manual as a form preordain its own desuetude.

The Form of the Tallinn Manual

First, there is something to be said about the manual as a form. As Wouter Werner points out, an international
law manual is not quite the same as a manual one would use when buying a new dishwasher or microwave.? In the
first place, international law manuals such as the Tallinn Manual (but also, for example, the San Remo and Harvard
Manuals) hemselves ate the product—which is also how the Tallinn Manuals’ director refers to them.!” Whereas
“|cJonsumer product manuals contain instructions on how to use something else,” the “product’” in the case of the
Tallinn Manual is the Manual itself.!! Secondly, the rules listed in international law manuals are not simply “instruc-
tions” for “proper use.”!? Instead, the claim is that these are “normative requirements” on the behavior of states

29 <C

when they engage in “armed conflicts at sea,
13

air and missile warfare,” or, in the case of the Tallinn Manuals, cyber
operations.

So the word “manual” as it features in the title of these international law manuals may be a misnomer compared
to its normal linguistic use, but it is safe to say that the Tallinn Manual’s drafters do intend it to be consulted by a
very specific audience. The Manual itself says it is intended for “users,”!* which it identifies as, for example, state
legal advisors.!> Importantly, this choice determines the scope of the law it deals with. Note how Michael Schmitt,
the Manual’s director, describes the Manual as “a restatement of the law. It does 7of make law. There is no effort to
progressively develop the law.”’1¢ Elsewhere, he similatly states how the group of experts was “slave to lex [/ata]”

8 A point of critique mentioned by Efrony and Shany, 7. at 589.

? Wouter G. Wetner, Seripting the Future in Tallinn 2.0, in LAX-MAKING AND LEGITIMACY IN INTERNATIONAL HUMANITARIAN LAwW; draft at
16-20 (Heike Krieger ed., forthcoming 2019) (on file with the author). Parts of the following text are taken from Lianne J.M. Boer,
International Iaw as We Know 1t: Cyberwar Discourse and the Construction of Knowledge in International 1.egal Scholarship chapter 5 (Dissertation,

Vrije Universiteit Amsterdam, 2017).

10 TarLINN MANUAL, supra note 4, at 9, 11.

1 Werner, supra note 9, at 16-17.

12 Werner, supra note 9, at 16—18.

1% See the 1994 San Remo Manual, the 2009 Harvard Manual and the 2013 and 2017 Tallinn Manuals respectively. On “normative
requirements” see Werner, s#pra note 9, at 19.

14 TarmN MANUAL, s#pra note 4, at 6, 7.

15 HLS Program on International Law and Armed Conflict, Michael N. Schmitt: Pilac Iecture on Cyber Operations and IHI : Fault Iines and
Vectors, 53.07 (Apr. 3, 2015) [hereinafter Pilac 2015].

16 US Naval War College, Cycon 2012 | Michael Schmitt: Tallinn Mannal Part I, 3.12 (June 5-8, 2012) [hereinafter Cycon 2012, Part I]. On
restatements, see zifra note 28.
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and how the experts “wanted to maintain fidelity to the law as we believe states would interpret it on #hat date.””!”
The date referred to in the presentation from which this quote is taken is June 2012.'® A similar thing happens in
the Introduction to the second Manual, published in 2017: there, the experts write how “[t|his Manual is meant to
be a reflection of the law as it existed at the point of the Manual’s adoption ... in June 2016.”'” In shott, lex lata
comes with a date.

There is a very good reason for this. Based on the form adopted by the Tallinn Manual, this strong emphasis on
lex: lata makes sense. The experts have to lay claim to applying “the law as it is”?" to ensure the Manual is useful for
its “customers.”?! If you are a state legal advisor who must draft a memorandum for your secretary of state, /ex
Jerenda doesn’t get you anywhete: what you want to know is what the current state of the law is.?? (Interestingly, the
claim that the legal obligations outlined in the Manual basically reflect what states are already subject to also helps
to understate the novelty of the attempt: in this way the experts can claim that the black-letter rules are really noth-
ing new, that these are simply the rules that states were already bound by.??) In other words, the need to give lex lata
has everything to do with the manual as a “legal” form. Form dictates substance.?*

The Notion of a “Rule Book”

From the above it follows that Efrony and Shany’s reference to the Tallinn Manual as a “Rule Book™ is not that
strange. They simply go along with what the Tallinn Manual claims that it is, referring to it as a “comprehensive
regulatory scheme,” an “attempt ... to adapt existing law to new circumstances” and “to extend the law by way of

"7 Pilac 2015, supra note 15, at 55.26, 52.52. In the presentation from which this quote is taken, Schmitt misspeaks at 55.26 and says the
experts were “slave[s] to /x ferenda,” but it is obvious from the context, as well as from other presentations and sources on the Tallinn
Manual, that this is the opposite of what he intended to say. I have therefore changed it in the body text.

'8 Lens 2013, supra note 1, at 1.06:46. Note how the introduction to the first Tallinn Manual states the drafting process finished in July
2012. See TALLINN MANUAL, supra note 4, at 10; Michael N. Schmitt, The Notion of “Objects” During Cyber Operations: A Riposte in Defence of
Interpretive and Applicative Precision, 48 IsRAEL L. Rev. 81, 82 (2015).

19 TarLiNg MANUAL 2.0, supra note 3, at 2-3.

20 TALLINN MANUAL, s#pra note 4, at 5—-6; Brown 2013, supra note 2, at 1.18:04. Efrony and Shany also refer to the debate about whether
the Tallinn Manual in fact manages this distinction. See supra note 8. See also Nicholas Tsagourias, The Tallinn Manual on the International Iaw
Applicable to Cyber Warfare: A Commentary on Chapter I1 — the Use of Force, 15 Y.B. INT’L HUMANITARIAN L. 19, 40 (2012); Kenneth Watkin, The
Cyber Road Ahead: Merging Lanes and Legal Challenges, 89 INT’L L. STUD. 472, 494-495 (2013); Michael J. Adams, A Warning About Tallinn 2.0 ...
W hatever It Says, LANFARE (Jan. 4, 2017); Lianne .M. Boer, “Restating the Law ‘as It Is”": On the Tallinn Manual and the Use of Force in Cyberspace, 5

AMSTERDAM L.F. 4 (2013). On the (im)possibility of this distinction in general, see Wouter G. Werner, International Law: Between 1 egalism and

Securitization, in SECURITY: DIALOGUE ACROSS DISCIPLINES 196, 196 n.1 (Philippe Bourbeau ed., 2015). See generally MarTT1 KOSKENNIEMI, FROM
APOLOGY TO UTOPIA: THE STRUCTURE OF INTERNATIONAL LEGAL ARGUMENT 47071 (2005) (pointing this impossibility out in the context of

customary law).
2! Cycon 2012, Part 1, supra note 16, at 11.37.

22
INGO VENZKE, HOW INTERPRETATION MAKES INTERNATIONAL LAW: ON SEMANTIC CHANGE AND NORMATIVE Twists 17 (2012); Werner,

supra note 9, at 7, 8.

2 See also Werner, supra note 9, at 8; Oliver Kessler & Wouter Werner, Expertise, Uncertainty, and International Law: A Study of the Tallinn
Mannal on Cyberwarfare, 26 LEIDEN J. INT’L L. 793, 805 (2013); Wouter Werner & Lianne Boet, 17 Could Probably Just as Well Be Otherwise’:
Imageries of Cyberwar, in Risk AND THE REGULATION OF UNCERTAINTY IN INTERNATIONAL Law 39 (Ménika Ambrus et al. eds., 2017). On
this “interventionist legal thought,” and “law-stretching instead of law-making,” see Jean d’Aspremont, Cyber Operations and International
Law: An Interventionist Legal Thonght, 21 J. CONFLICT & SECURITY L. 575 (2016), especially Section 3.

** For a different take on the dictate of the form of the manual, see Werner, supra note 9.

https://doi.org/10.1017/aju.2019.11 Published online by Cambridge University Press


https://www.youtube.com/watch?v=ZWwrVAMSOT4
https://www.youtube.com/watch?v=vQBiLBrmJJI
http://csef.ru/media/articles/3990/3990.pdf
https://www.cambridge.org/core/journals/israel-law-review/article/notion-of-objects-during-cyber-operations-a-riposte-in-defence-of-interpretive-and-applicative-precision/06D573089DC90025D3BC261EE7C829CC
https://www.cambridge.org/core/journals/israel-law-review/article/notion-of-objects-during-cyber-operations-a-riposte-in-defence-of-interpretive-and-applicative-precision/06D573089DC90025D3BC261EE7C829CC
https://www.cambridge.org/core/books/tallinn-manual-20-on-the-international-law-applicable-to-cyber-operations/E4FFD83EA790D7C4C3C28FC9CA2FB6C9
http://csef.ru/media/articles/3990/3990.pdf
https://watson.brown.edu/events/2013/michael-schmitt-tallinn-manual-international-law-applicable-cyber-warfare
https://www.cambridge.org/core/journals/yearbook-of-international-humanitarian-law/article/chapter-2-the-tallinn-manual-on-the-international-law-applicable-to-cyber-warfare-a-commentary-on-chapter-iithe-use-of-force/6A39D8CA80E957A87F2CBF33DBDA025B
https://www.cambridge.org/core/journals/yearbook-of-international-humanitarian-law/article/chapter-2-the-tallinn-manual-on-the-international-law-applicable-to-cyber-warfare-a-commentary-on-chapter-iithe-use-of-force/6A39D8CA80E957A87F2CBF33DBDA025B
https://digital-commons.usnwc.edu/ils/vol89/iss1/5/
https://digital-commons.usnwc.edu/ils/vol89/iss1/5/
https://www.lawfareblog.com/warning-about-tallinn-20-&percnt;E2&percnt;80&percnt;A6-whatever-it-says
https://www.lawfareblog.com/warning-about-tallinn-20-&percnt;E2&percnt;80&percnt;A6-whatever-it-says
http://amsterdamlawforum.org/article/view/323
https://www.cambridge.org/core/books/security/international-law-between-legalism-and-securitization/4731F358CE82F5F75EA76429617FF931
https://www.cambridge.org/core/books/security/international-law-between-legalism-and-securitization/4731F358CE82F5F75EA76429617FF931
https://www.cambridge.org/core/books/from-apology-to-utopia/146C2D8967B109E959E651A5583EED54
https://www.cambridge.org/core/books/from-apology-to-utopia/146C2D8967B109E959E651A5583EED54
https://www.youtube.com/watch?v=wY3uEo-Itso
https://global.oup.com/academic/product/how-interpretation-makes-international-law-9780199657674?cc=de&lang=en&
https://www.cambridge.org/core/journals/leiden-journal-of-international-law/article/expertise-uncertainty-and-international-law-a-study-of-the-tallinn-manual-on-cyberwarfare/F72E80E8768C66B8C0CBEBB413E643C5
https://www.cambridge.org/core/journals/leiden-journal-of-international-law/article/expertise-uncertainty-and-international-law-a-study-of-the-tallinn-manual-on-cyberwarfare/F72E80E8768C66B8C0CBEBB413E643C5
http://www.oxfordscholarship.com/view/10.1093/acprof:oso/9780198795896.001.0001/acprof-9780198795896-chapter-3
http://www.oxfordscholarship.com/view/10.1093/acprof:oso/9780198795896.001.0001/acprof-9780198795896-chapter-3
https://academic.oup.com/jcsl/article-abstract/21/3/575/2567002?redirectedFrom=fulltext
https://academic.oup.com/jcsl/article-abstract/21/3/575/2567002?redirectedFrom=fulltext
https://doi.org/10.1017/aju.2019.11

2019 LEX I.LATA COMES WITH A DATE; OR, WHAT FOLLOWS FROM REFERRING TO THE “TALLINN RULES” 79

interpretation and analogy.”?® They cannot frame their own inquity in terms of “compliance”—that would elevate
the Manual to a primary source, which is impossible given Article 38(1) of the Statute of the ICJ. Yet the verbs they
use to describe states’ responses 7 the Manual only just fall short of this: they scrutinize whether states “follow”
and “accept” (or not) the Tallinn Rules, “and whether their reactions [are] compatible with” whatis outlined in the
Manual.?® Their elaborate case studies ate designed to test “whether [states] have referred to their legal rights and
obligations under international law, as reflected in the Tallinn Rules”?; they want to “[explore] whether /ex /ata as
identified by the international group of experts coincides with the ways in which states actnally conduct themselves.”?® A
similar ambivalence is reflected in the choice of case studies. Excluded from its scope are cyber operations that
took place before 2013, the date of publication of the first Tallinn Manual. At first sight this makes sense, as their
question is to what extent states “follow” the Manual. Yet, if we adopt the Manual’s logic that it simply restates
customary law, and that there is “no effort to progressively develop the law,” there is no reason why cyber oper-
ations executed before 2013 should be excluded from the cases analyzed.?” What states “follow;” if we go along
with the Manual’s autonarrative, is not the Manual, but existing law predating the Manual.?"

Based on these case studies, the authors conclude that there is a “gap™! between the rules given by the Manual
and states’ legal responses to cyberattacks. The authors state that “the Tallinn Rules, which attempted to flesh out
an existing regulatory framework, have been challenged as unfit to fully address the risks of cyberoperations, obliv-
ious to important state intetests, and non-reflective of the views held by all states.”??

Yet on closer scrutiny we may wonder whether the questions asked by Efrony and Shany, as well as their con-
clusions, weren’t somewhat inevitable from the outset. The premise of the Manual—that it states the law as it is—
prompts questions such as whether states think so, too,?? and whether in their actual behavior, purportedly mea-
sured by means of these case studies, they “invoke” or “rely on”?* the Tallinn Manual. All this is due to the “man-
ual” as a form. Moreover, to connect the substance of the law so firmly to a specific date almost necessitates taking
into account the possibility of change. In another presentation on the first Tallinn Manual, its director says the
following:

I will tell you, that I am a firm believer that this body of law will evolve, it will evolve quickly through state
practice, because some of the Rules that we came up with that we say are the law, we believe they’re the law,
states are not going to be willing to accept ... Armed attack is a good example. I am absolutely convinced
that if the United States were to suffer a massive cyberattack that caused no damage or injury but massively
disrupted our way of life, we would consider that an armed attack. I'm absolutely convinced.>

2 Efrony & Shany, supra note 5, at 584, 583.

% 1d. at 596, 631, 587.

*" Id. at 597.

8 Id. at 593 (emphases added).

%% This ultimately goes back to what it means to “restate” the law in a new form and the impossibility of not saying something new. See
Werner, supra note 9, at 8 (pointing out that the experts “claim that it does not matter who restates the rules; it only matters whether existing
rules are correctly reproduced”).

30 Werner, supra note 9, at 8.

3 Efrony & Shany, supra note 5, at 586.
2 Id. at 652.

> Id at 648.

* 14, at 648, 604.

¥ Tens 2013, supra note 1, at 1.06:54.
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The fact that /ex Jata comes with a date means that any deviance between state behavior and the Tallinn Manual
can be countered by the experts by either claiming the law has changed (“we were right at the time”), or by referring
to the greater legal leeway provided in the commentary to the black-letter rules. Their claims can only be funda-
mentally undermined the moment states start to say existing international law doesn # apply to cyberspace. But this
also highlights the risk involved in framing one’s efforts so very firmly as /ex /Jata. From the claim to /fex Jata it also
follows—as Efrony and Shany’s article shows—that any “gap” between the “Tallinn Rules” and how states
“legally” operate in cyberspace will raise questions such as whether the Tallinn group “got the law right””;?¢ whether
states are willing to allow for regulation of their cyberspace activities in the first place; whether cyberspace is simply
too complex or “virtual” to be regulated; or whether the Manual is falling into disuse.?” These are precisely the
issues raised by Efrony and Shany; the questions they ask in their piece are exactly what may be expected following
the Manual’s claims to /ex /Jata which, in turn, follow from the form chosen.

Conclusion

To ask whether the Tallinn Manual is doomed to desuetude skips the more fundamental question of how we
came to speak of a “Rule Book™ in the first place. We could instead go back to the beginning and ask how academic
scrutiny of the Manual’s use by states may result from adopting, without question, the way it is positioned by its
drafters. The answer to the title of Efrony and Shany’s article—.A4 Rule Book on the S helf>—may be largely dictated
by the choice for a “manual” as a form. In other words, we may wonder whether a “Rule Book” such as the Tallinn
Manual—precisely becanse of its form—may not run the risk of, indeed, lying on the shelf.

% Cycon 2012, Part 1, supra note 16, at 6.40.
7 As suggested by Efrony & Shany, s#pra note 5, at 652.
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