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GENERALISING THE GHS ATTACK ON THE ELLIPTIC CURVE
DISCRETE LOGARITHM PROBLEM

F. HESS

Abstract

The Weil descent construction of the GHS attack on the elliptic curve
discrete logarithm problem (ECDLP) is generalised in this paper,
to arbitrary Artin—Schreier extensions. A formula is given for the
characteristic polynomial of Frobenius for the curves thus obtained,
as well as a proof that the large cyclic factor of the input elliptic
curve is not contained in the kernel of the composition of the conorm
and norm maps. As an application, the number of elliptic curves that
succumb to the basic GHS attack is considerably increased, thereby
further weakening curves over IFyiss. Other possible extensions or
variations of the GHS attack are discussed, leading to the conclusion
that they are unlikely to yield further improvements.

1. Introduction

The Weil descent technique, proposed by Frey [7], provides a way of mapping the discrete
logarithm problem on an elliptic curve (ECDLP) over a large finite field Fy» to a discrete
logarithm problem on a higher-dimensional abelian variety defined over the small finite
field IF,. Using this technique, it became feasible to study possible further constructions of
such abelian varieties, as well as the hardness of the discrete logarithm problem on such
varieties.

This was subsequently done by Galbraith and Smart [10], and by Gaudry, Hess and
Smart [13], in even characteristic (that is, for g a power of 2). The construction of [13]
yields a very efficient algorithm to reduce the ECDLP to the discrete logarithm in the
divisor class group of a hyperelliptic curve over [F,. Since subexponential algorithms exist
for the discrete logarithm problem in high-genus hyperelliptic curves, this gives a possible
method of attack against the ECDLP. We refer to the method of [13] as the GHS attack.

Menezes and Qu [20] analyzed the GHS attack in some detail, and demonstrated that it
does not apply to the case when ¢ = 2 and n is prime. Since this is the common case in
real-world applications, the work of Menezes and Qu means that the GHS attack does not
apply to most of the systems that have actually been deployed. However, there are a few
deployed elliptic curve systems that use the fields F,iss and F,iss; see [17]. Hence there
is considerable interest as to whether the GHS attack makes all curves over these fields
vulnerable. In [24], Smart examined the GHS attack for elliptic curves with respect to the
field extension IF,1s5 /IF531, and concluded that such a technique is unlikely to work for any
curve defined over Fyss.

Jacobson, Menezes and Stein [18] also examined the field [F,iss, this time using the
GHS attack down to the subfield IF»s. They concluded that such a strategy could be used in
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practice to attack around 233 isomorphism classes of elliptic curves defined over F,1s5. Since
there are about 2% isomorphism classes of elliptic curves defined over F,1s5, however, the
probability that the GHS attack is applicable to a randomly chosen one is negligible. A
further very detailed analysis for many other fields was carried out by Maurer, Menezes
and Teske [19]. They identified all extension fields Fo», where 160 < n < 600, for which
there should exist a cryptographically interesting elliptic curve over ['o» such that the GHS
attack is more efficient for that curve than for any other cryptographically interesting elliptic
curve over Fpn. Ciet, Quisquater and Sica [5] discussed the security of fields of the form
Fy24 where d is a Sophie-Germain prime.

Galbraith, Hess and Smart [11] extended the GHS attack to isogeny classes of elliptic
curves. The basic idea is to check whether a given elliptic curve is isogenous to an elliptic
curve for which the basic GHS attack is effective. Then one computes the isogeny and
reduces the ECDLP to that curve. This greatly increased the number of elliptic curves that
succumb to the GHS attack for certain parameters.

The GHS attack has also been generalised to hyperelliptic curves, in even characteristic
by Galbraith [9], and in odd characteristic by Diem [6]. Thériault considers, in [26], a special
class of Artin—Schreier curves in any characteristic.

In this paper, we extend the GHS attack for elliptic curves in characteristic two even
further, thereby considerably increasing the number of curves for which the basic GHS
attack of [13] is applicable. In order to do so, we generalise the construction of [13] and [9]
to arbitrary Artin—Schreier extensions, and this enables us to utilise different Artin—Schreier
equations from those that had previously been considered. These new results are then
combined with the technique of [11].

For example, for the field extension [F5is5 /IF»s, among the isomorphism classes of
curves there are around 219 that are vulnerable to attack under the extended method of [11].
Using the new construction, we find that around 2'?3 additional isomorphism classes should
now be attackable.

On the other hand, it should be noted that the curves produced by our generalised con-
struction, although they have the same genera as in [13], are no longer hyperelliptic. As
a consequence, solving the discrete logarithm problem in the divisor class group of these
curves is much more complicated, and is in general slower by a factor polynomial in the
genus. The precise efficiency and practical implications have yet to be determined.

In the paper we further give a formula for the characteristic polynomial of Frobenius
of the curves constructed using our method, and we discuss the conditions under which
the discrete logarithm problem is preserved when mapped to the corresponding divisor
class group by the norm-conorm homomorphism. Similar statements for the norm-conorm
homomorphism have been obtained by Diem [6]. We additionally discuss a number of
other possible variations of the construction, and conclude that they are unlikely to yield
any further improvements. We also address the algorithmic issues of computing the final
curves and solving the discrete logarithm on them.

The results of this paper show that curves defined over fields of composite extension
degree over [, especially 155, may possibly be more susceptible to Weil descent attacks
than is suggested by previous methods. Our techniques do not, however, pose a threat for
prime extension degrees in small characteristic, or prime fields in large characteristic.

The remainder of the paper is organised as follows. In Section 2 we describe the general
setting that is considered throughout the paper. In Section 3 we provide statements on
Artin—Schreier extensions and base automorphisms. In Section 4 we explain the general
Weil descent construction for Artin—Schreier extensions, and we make statements about its
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main invariants — such as its genus, the kernel of the norm-conorm homomorphism, and
the characteristic polynomial of Frobenius. In Section 5 we specialise to the case of even
characteristic and elliptic curves, and we generalise the original construction of [13].

In Section 6 we are ready to apply the theory developed in the preceding sections, to
investigate alternative efficient constructions that can be carried out in the elliptic curve case
in even characteristic. In Section 7 we briefly address algorithmic issues of computing the
final curves and solving the discrete logarithm. In Section 8 we investigate various possibly
more effective extensions and variations, and in Sections 9 and 10 we provide general state-
ments on the norm-conorm homomorphism and the characteristic polynomial of Frobenius,
which are used in the earlier sections. Section 11 finally contains the conclusion.

2. Mapping the discrete logarithm problem

Let E be a function field of transcendence degree one over the finite exact constant field
K, let C/E be a finite extension, and let U; be a finite subgroup of Aut(C). The fixed field
of U; in C is denoted by CU. We are mainly interested in the case where E is the function
field of an elliptic curve.

We obtain a homomorphism of the divisor class groups ¢ : CI(E) — CI(CY") by

NC/CUI oConc/E,

the conorm from E to C followed by the norm from C to CY!. The divisor class groups of
degree-zero divisors are denoted by CI/°(E) and CI°(CY"). There are two main objectives:
first, the norm-conorm homomorphism ¢ should map a given discrete logarithm problem in
CIO(E) sufficiently faithfully to @/°(CU1); second, subject to the first condition, the genus
and the constant field of CY! should be as small as possible.

The next four sections describe how such C and Ui, not necessarily optimal in the
above sense, can be constructed from E in terms of Artin—Schreier extensions. We also give
statements about the kernel of ¢, the L-polynomial of CU! and its genus, based on general
theorems that are proved later, in Sections 9 and 10.

3. Artin—Schreier extensions with base automorphism

In this section we describe methods that lead to the Weil descent techniques for Artin—
Schreier extensions, as used in the next few sections, generalising those of [6] and [13]. For
the following theory about Artin—Schreier extensions, see [2, pp. 22—24], [22, pp. 275-281]
and [25, p. 115].

Let F/K be an algebraic function field of characteristic p and transcendence degree one
over the exact constant field K. Let g (x) = x? —x be the Artin—Schreier operator. We have
a 1-1 correspondence of F,-modules A < F T with o (F) € A and abelian extensions of
F of exponent p within a fixed separable closure F of F, given by

A C = F(p l(n)).

If A has finite dimension m, then [C : F] = p". Furthermore, there is a non-degenerate
bilinear form

()1 G(C/F) x A (F) — Fp, ey
given by (z, f) = yt — y,where y € p~ ' (f) and yr =t~y = 171 (y).
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Let 0 € Aut(F) be an automorphism of finite order n, let U = (o) be the cyclic
group generated by o, and assume from now on that A is o-invariant: that is, an (additive)
IFp[o ]-module. The extension C/F U is then Galois of degree p”'n with exact sequence

1 — G(C/F) — G(C/FY) — G(F/FY) — 1. )

This means that G(C/FY) is of exponent np, and that o can be extended to an automorphism
of C of order n or np, denoted by o7. We let U1 = (o1). The sequence is split if and only if
G(C/FY) contains an extension of o of order , and a sufficient condition for this is that
p 1 n. In other words, if o7 is an extension of order np, then olp » is an extension of order n,
where pA = 1 mod n.

If A/ € Aisan F)-submodule of A and 7 € G(C/FU), we have rF(p‘l(A’)) =
F(p~'(zA")); consequently,

G(C/F(p ' (tA")) = 1G(C/F(p (A~

The group G(C/ F) can be viewed as aright I, [0 |-module via conjugation, %' = o170, !
fort € G(C/F),and A/gp (F) can be viewed as aright IF,[o1]-module (or F,[o']-module)
by fo1 = fo = o~ 1(f). Under these conditions, the pairing (-, -) in (1) is F[o1]-linear:

(T, f) = (v, fo1) = (z, fo).
By duality, the pairing (-, -) leads to an IF,[o1]-module isomorphism of G(C/F) and
A/ (F).
The following theorem gives precise conditions under which (2) is split in the case where
A is a cyclic [0 ]-module. For the general case, one can decompose A into a direct sum
of cyclic factors and then apply the theorem.

THEOREM 3. Let f € A, and assume that A [ (F) is the cyclic F,[o']-module generated by
f. Letmy € Fp[t] be the monic polynomial of smallest degree such that fmyg(c) € p (F),
andletcy = (1" — 1)/my € Fp[1].

(i) Any extension of o has order n or np; the exponent of G(C/FY) is np.

(i1) There are extensions of o of order n and np ifand only if f(c" —1)/(c — 1) & e (F).
In this case, if o1 is an extension of order n, then o7 is an extension of order np for every
T € G(C/F) with (t, f(c" — 1)/(c — 1)) # 0. Conversely, if o1 has order np, then there
ist € G(C/F) with (t, f(c" — 1)/(c — 1)) # 0 such that o1t has order n.

(i) If f(o™ = 1)/(c — 1) € o (F), then the extensions of o have order n if and only if
ver(o) = 0 where v € p_l(fmf(a)), and order np otherwise.

The conditions f(c" — 1)/(c — 1) € p(F), cy(1) = 0 and v;_1(my) # pUr™ gre
equivalent, and p { n implies that f(c" —1)/(c — 1) & © (F) or veg(o) = 0.

Proof. Since o has order n, we have my | (1" — 1) and ¢y € IFp[t]. Statement (i) follows
from sequence (2) and its exactness.

We prove statement (ii). If o} is an extension of o, then every other extension can be
written in the form ot with T € G(C/F), because (2) is exact. We have

(o17)" = r(Ul"—l)/(Gl—l)O.ln 4)
by a straightforward calculation, and % = 7 because ol € G(C/F) by (2). If there are
extensions of order n and np, then there exists t such that o has order n and ot has order

np, and hence
£ =1/1-1) # 1.
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Then
(T(al"—l)/(m—l)’ f) #£0,
since otherwise, as g =D/@1=1) g o -invariant,
(tet=D/@= rol) =0,  forl<i<n
and then (@1~ D/@1=D )y = 0 forall w € A /g (F), which is impossible because (-, -)
is non-degenerate. We have
(i f) = (e f0" — D/ = D) #0.
and thus
fle" =1/ —1) & pF).

Conversely, assume that f(c" — 1)/(c — 1) € g (F) holds true. If oy has order n, we
choose any t with (z, f(¢" — 1)/(c — 1)) # 0. Then

f@=D/@=1 £

and o7 has order np by (4). If o1 has order np, then 71 = of' € G(C/F) by (2), 11 # 1
and 7y is oy -invariant. This implies that (71, f) # 0, using an analogous reasoning process
to that used above. We can find t with (7, f (6" — 1)/(oc — 1)) = —(11, f), and hence

<.L-(Uf_1)/(<71—1).[1’ f) —=0.

Now t((’l"_l)/("l_l)r] is oj-invariant, and we see that (t((’l"_l)/("l_l)n, w) = 0 for all
w € A/gp(F). Hence

I(U?*l)/(”l*I)TI — T(o{’*l)/(mfl)a? -1

and o171 has order n by (4). This proves statement (ii).

We proceed to prove statement (iii) and the last statement. As in [13], we let v €
p‘l(fmf(a)) C Fandy € o '(f). Then ymy(o1) = v + A for some A € ), and
o1 has order n if and only if

y(of = 1) = ymy(o1)es(o1) = vep (o) + Aep (1) = 0. (5)

Note that ver (o) € Fy since o (vep(0)) = @ (y)my(o)cr(o) = f(o" —1) = 0. As in
[13], we see that for every A € I, there is an extension oy with ymy(o1) = v + A It
follows that extensions of order n and np exist if and only if cf(1) # 0. Thus cs(1) =0
is equivalent to f(o” — 1)/(c — 1) € g (F) by statement (ii), and it is obviously equiv-
alent to v,_1(my) # plr™ If cr(1) = 0, then oy has order n precisely if vep(o) = 0,
by (5). This proves statement (iii). Finally, if p { n, then we have extensions of order n, so
f@" =1)/(c —1) & p(F) orvcr(o) = 0 holds true by statements (ii) and (iii). O

We remark that analogous results can be obtained for Kummer extensions.

4. Weil descent with Artin—-Schreier extensions

We describe now how the discrete logarithm in the divisor class group of an Artin—
Schreier extension of small genus over a large finite field can be related to an equivalent
discrete logarithm problem in the divisor class group of a curve of larger genus but defined
over a smaller finite field.
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Let
q:pr’ k:Fq and K:Fqn,

The exact constant field of F is assumed to be K. Let o be a Frobenius automorphism of
F with respect to K / k. By this we mean that o restricts to the Frobenius automorphism of
K /k and has order [K : k] on F such that F/FUY with U = (o) is a constant field extension
of degree n. We could, for example, choose F = K (x) and o to be the extension of the
Frobenius automorphism of K /k via o (x) = x.

Let
A= fFylo]+ p(F),
C=F(p ),
Ey = F(p~'(h), forh € A,
and

m = dim]FP A/p(F) = deg(my).

The goal is to construct an extension o7 of o on C which is a Frobenius automorphism of
C with respect to K1 /k where K is the exact constant field of C. We can then form C Ui
where U = (o01), and map the discrete logarithm problem in GIO(E;,) to Glo(Cul) using

¢n : CL(Ep) — Gl(CU‘) defined by NC/CUl oConc/g, -

It will not always be the case that the discrete logarithm problem in CI°(CY") is equivalent
to that in CI°(Ey).

The extension C/K either is regular or involves a constant field extension of degree p,
since there are no two constant field extensions of degree p that are linearly disjoint over
F. We can thus distinguish two cases: K1 = K and [K; : K] = p. We have FK; =
F(p~"(ANK)),soK; =K ifandonlyif AN K C o (F).

Case K1 = K. It suffices to find any extension of ¢ of order n, and Theorem 3 describes
how this can be achieved. If v, (mf) = p*» ) statement (ii) applies, and we can find such
an extension. Otherwise, statement (iii) applies, and we can find an extension of order n
only if veyg (o) = 0. This criterion is reformulated in Lemma 6. By Theorem 3, p { n or
m = n are sufficient conditions for the existence of an extension of o of order n.

Case [K1 : K] = p. The extension FK;/FU is cyclic of order np and
1 — G(C/FK;) — G(C/FY) — G(FK,/FY) — 1

is exact. The Frobenius automorphism of FK1/FU thus extends to C, and any such exten-
sion will have order np (see statement (iii) in Theorem 3).

LEMMA 6. Let P be a o-invariant place of degree one of F, and let 1 € P be a o-invariant
uniformiser. Let f = Z;’ivp(f) rim! be the P-adic expansion of f.

If[K1 : K1 = p, then Trg jr, (ho) # 0 and vi—1(mys) # 0, and o extends to a Frobenius
automorphism of C with respect to K1/ k.

If K1 = K, then o extends to a Frobenius automorphism of C with respect to K / k if
and only if Trg 7, (Ao) = 0 or vi—1(my) = pUr®,
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Proof. Corresponding to P, we have an embedding ¢ : F —> K(()); also, ¢(x) =
Zfivp(x) bi (x)7r%, and o extends to an automorphism of K ((7r)) that operates on the
coefficients and leaves 7 fixed. We can extend the IF, [0 ]-module structure of F to K ((r))
accordingly, and ¢ : FF —> K will be IF,[o ]-linear. For #y transcendental over IF,,, we
let t = ¢; and o¢ the Frobenius automorphism of K /I, be such that IF,[¢] C F,[#p] and
o =o0y.

If [Ky : K] = p, thenthereisa € fIFy[c] N K witha ¢ o (F). Since a(c —1) =0,
we must have v,_1(my) # 0. Let w be a normal basis element for K/F,. Then there is
h € FF,[t] such that a = wh(oy). The conditions a & o (F), (to — 1) t h and (17" — 1) {
h(ty" —1)/(to — 1) are equivalent. Then

Tri/w, (@) = a(og” — 1)/(oo — 1)
= wh(ap)(oy" —1)/(o0 — 1),

which is non-zero if and only if (#;” — 1) { h(ty" —1)/(to —1). Thus a & g (F) is equivalent
to Trg r,(a) # 0. Now a € AoFp[o], so that Trg r,(a) # 0 implies that Trg /r, (A0) # 0.
That the Frobenius automorphism extends follows from the discussion preceding Lemma 6.

In the case K1 = K, we prove the lemma as follows. By Theorem 3, the Frobenius
automorphism extends if and only if v, (my) = pUr™ or vep(o) = 0. Assume that
vi—1(myp) # pUr™: hence c¢r(1) = 0. In the proof of Theorem 3, it can be seen that
vep(o) € Fp; thus ¢(vep(o)) € Fp and ¢ (vep(o)) = 0 for all i # 0. We find that
ver(o) = 01if and only if ¢p(ver (o)) = ¢o(v)cr(o) = 0. Now ¢f = (t9 — l)c}- for some
c./f € Fplt] since cp(1) = 0, and ¢o(v)(oo — 1) = go(v¥ — v) = ¢o(f)my(o) since
v —v = fmy(c). We obtain

do(w)er (o) = ¢o(v) (o9 — 1)c}(00)
= ¢o(f)my(a)c(00)
= ¢o(f)(og" — /(o9 — 1)
= Trk/r, (90(f)),
and thus vey (o) = 0 if and only if Trg /r, (¢o(f)) = 0. ]

THEOREM 7. Leth € AandV = {t € Uy : ht € Ah + p (F) for some X € Fp,}. Then
N iy (O S ker(gn)

En/(E
-1 m—17—1 0,V
<Ny ([p 17 (Congg, v (CI(F ))))’

where [ p™ ™ is the ‘multiplication-by-p™ =" map.

Proof. The fields E, and tE, = E;, for T € U are either equal or linearly disjoint
over F. The definition of V implies that VE, C E;,and E, = tEj, ifandonly if t € V.
Furthermore, the kernel of the restriction map U; —> Aut(F’) is zero. The conditions of
Proposition 23 are therefore fulfilled. We obtain (Ep)Y Nt(Ey)” = FY forall t € U; with
T ¢ V. Applying Theorems 18 and 24 with ¢ = ¢, gives the result. O

Assume that CI°(E),) has a large prime factor greater than p, which is not present in
CI°(F). Theorem 7 says that if K1 = K and V = {1}, the large prime factor will not
be mapped to zero under ¢;,. If V # {1} and the large prime factor is not present in
CI°((Ep)Y), then it will be mapped to zero. If, on the other hand, [K;| : K] = p, we see
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that o' € G(Ey,/F) has order p and G(E;,/F) C V, and thus (Eh)V C FV. This means
that the large prime factor will always be mapped to zero in this case.
We now state upper and lower bounds on the genus of C.

THEOREM 8. Let f € A, and assume that A /o (F) is the cyclic Fpylo]-module, of -
dimension m, generated by f. Then m < n and

< pPr-=0/(p - 1)(gEf - gp) + gF if f has o-invariant poles,
8C X ]
(P"-D/(p— 1)(” “8E; — gF) + gr otherwise.

On the other hand, if m > 2 and F (9~ ' (f, fo)) has a genus greater than 8Ey, then
gc > p"ge, /K1 K1+ 1.

Proof. Since o has order n, we have at most n different elements f o, and because A is
generated by f, it then follows that m < n.

Using the genus formula of [25, II1.7.8] we see that gg, < ngg, forany h € A since h
is an [F,-linear combination of the conjugates fo', and the numbers m, i p) for h and any
given P are thus less than or equal to the maximum of the numbers m;i p for f. Also, every
place has at most n conjugate places o’ (P). If f has only o -invariant poles, then gg, < gg;,
since the numbers m p for 4 and any given P are less than or equal to the numbers m p for f.
The upper bounds then follow from Corollary 38 with U; = {1} and G = H = G(C/F).
Here, the subgroups H,, of H of index p correspond to one-dimensional IF,,-vector spaces
contained in A/ (F) via H, = G(C/Ey,), where f, spans a non-trivial I ,-vector space
in A/g (F). There are (p" — 1)/(p — 1) many f,, and H,. All the constant field extension
degrees occurring in Corollary 38 are 1 because U; = {1}.

The lower bounds are obtained from the Riemann—Hurwitz genus formula, which gives
28c =2 > 2@, + D = 2)p" /LK1 ¢ K. O

The lower bound of Theorem 8 is not very sharp. However, the main point here is that it
shows that the genus of C is exponential in m.

If (2) is split, we can also apply Theorem 26 and compute the L-polynomial of CU1,
using the notation G = G(C/FUI) and H = G(C/F). Here, as in the proof of Theorem 8,
subgroups H, of H of index p correspond to one-dimensional I ,-vector spaces contained
inA/p(F)viaH, = G(C/Ey,), where f, spans anon-trivial IF,-vector space in A /o (F).
There are (p™ — 1)/(p — 1) many f, and H,. Furthermore,

Uy ={telUs: fit e Mfy + p(F) for some A € IF,}.

5. Generalising the basic GHS attack

In [13], an Artin—Schreier construction has been applied to the case where Ey is the
function field of an elliptic curve and F is the rational function field, over a finite field
in characteristic two. We now describe a generalisation of this construction, obtained by
specialising and applying the techniques of the previous sections.

Let p =2and A = fF[0] + o (F), where f = y/x +«a + Bx for y,a, B € K and
yB # 0. Furthermore, let ' = K (x). We have

A/p(F) =Fs[t]/(my) 9

with my as in Theorem 3, of degree m.
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More precisely, if m, and mg are polynomials in IF;[7] of minimal degree such that
ymy (o) = 0and Bmg(c) = 0, then

(10)

lem(m,,, mg), fora € p (F),
m =
! lem(m,y,, mg,t + 1), otherwise.

We remark that o € o (F) is equivalent to Trg /p, (o) = 0.

THEOREM 11. The Frobenius automorphism o of F with respect to K /k extends to a
Frobenius automorphism of C with respect to K / k if and only if at least one of the conditions

Trgp, () =0, Trge(y) #0 or  Trgn(B) #0
holds.

Proof. We have K1 = K if and only if alcm(m,,, mg)(c) € o (F), and this in turn is
equivalent to saying that at least one of the conditions (¢ + 1) | m,mg or Trg /p, (@) =0
holds, which can be seen to be similar to the proof of Lemma 6.

In the case K1 = K, the Frobenius automorphism o of F extends to a Frobenius
automorphism of C with respect to K/ k if and only if Trg /r, (@) = 0 or v, 1 (mf) = 2*2 ()
by Lemma 6, using the place x = 0 and uniformiser x. Thus there exists a Frobenius
automorphism of C with respect to K /k if and only if Trg r, (o) = 0, or both conditions
(t + 1) | mymg and v;41(mys) = 22 hold.

Now, if n is even, then v, 11 (my) = 2v2 implies that v, 4 | (my) = 2021 oy, (mg) =
22200 pecause of the definition of my and (10); conversely, v;y1(m,) = 20200 op
Vip1(mg) = 2v2(™ implies that (t + 1) | mymg and v,y (my) = 20200 If p is odd,
then (¢t + 1) | my,mg is equivalent to saying that v, 1 (m,) = 202 op Vip1(mg) = 2v2(n)
holds, and implies that v, 1 (my) = 2201 Thijs shows that the Frobenius automorphism
extends if and only if Trg /p, (o) = 0, v;41(my) = 2021 or v, 4 (mg) = 202 hold.

Finally, Trg k() = y(0" + 1)/(c + 1), and v;41(m,) = 2v2(M js equivalent to
y (0" +1)/(o + 1) # 0. This proves the theorem. ]

If o is a Frobenius automorphism of C, then the genus of CU! equals the genus of C, and
Theorem 8 yields appropriate bounds. For the special choice of f it is, however, possible to
determine the genus precisely. The following result can be applied whenever the conditions
in Theorem 11 are fulfilled.

THEOREM 12. Assume that K| = K. The genus of C = F(p~'(A)) is given by
gc = m _ 2m—deg(my) _ 2m—deg(m,3) +1.

Proof. One-dimensional [F;-subspaces of A /g (F) are given by non-zero elements in
IF>[t]/(my) under the isomorphism (9). Let v € A correspond to w € Fa[t] of degree
less than m. Then v = fw(o) and E, has genus 0 if yw(o) = 0 or Bw(c) = 0, and
genus 1 otherwise. Thus for genus 0 we know that w is divisible by m,, or by mg. If
a € p(F), then my = lem(m,,, mg). If o & o (F), then (t + 1) | m,mg, because we
have assumed that Ky = K, which implies that am,, (o)mg(c) € g (F), and hence again
that my = lem(m,,, mg). The two cases m, | w and mg | w thus lead to disjoint sets
of non-zero w, since no non-zero w € F[t] with deg(w) < m can be divisible by both
m, and mg, as this would imply that w is divisible by my = lecm(m,, mg) and hence
that deg(w) > m. There are thus precisely (27 ~9°€my) _ 1) 4 (2m—deg(ms) _ 1) non-zero
polynomials w € IF;[¢], of degree less than m, which are divisible by m,, or by mg.
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Since there are 2" — 1 non-zero polynomials w € F;[¢] of degree less than m, we obtain
the number of one-dimensional F'o-subspaces of A /g (F') such that the associated degree-2
extensions have genus 1, by subtracting the number of genus-0 cases from all the cases;
that is, 27" — 1 — (2—deglny) _ 1) — (2m—deglmp) _ 1) Using Corollary 38 and the remarks
at the end of Section 4, we finally obtain the result. O

We want to link the results obtained so far to the results of [13]. Let y € k. Then
my,=t+land ANK C K(o +1) C p(F),sothat K; = K and C/K is regular. For the
existence of the Frobenius automorphism with respect to K /k, we note that Trg /x(y) =
n mod 2 holds, and that Trg /x(B) # 0 is equivalent to (# + 1)* | mp, where u = 22",
This shows that [19, Lemma 6, condition (2)] is necessary and sufficient, and that [13,
condition(7)] is sufficient for the existence of the Frobenius automorphism. The genus of
C is equal to 2~ — 2m=deg(mp) 4 1 Depending on whether or not (r + 1) | mpg, this gives
m — deg(mg) = 0 orm — deg(mg) = 1, and hence a genus of om=l gpom=1_ 1 Finally,
similarly to the proof of Theorem 12, we see that F (p_l(A(G + 1))) has genus 0 and
index 2 in C; hence C is hyperelliptic. This recovers the main results about the construction
in [13]. In addition, we now obtain the following, more precise, statement.

COROLLARY 13. Let y € k. The genus of C is 21 — 1 if and only ifTrK/ﬂrqu B) =0,
where u = 2V,

Proof. We have to prove that (r + 1) { mg is equivalent to Trg JF yu (B) = 0. We can write
B = wh(o) with h € k[t] and w € K anormal basis element over k such that K = wk[o].
Also, vy 1(#" + 1) = u.

If the genus is 2m=1 _ 1 then (t + 1) J(mg. Because w(mgh)(o) = Bmg(o) = 0 and
t" + 1 is the k[t]-minimal polynomial of w, we find that (+* + 1) | mgh and (t* + 1) | h.
Then B = w(c" + 1)h; for some k| € k[t] such that h = (t* + 1)k, and TrK/Fqu B) =
B+ 1)/(c* 4+ 1) =w(" + 1)h; =0.

Conversely, if Trg /. (B) = B@" +1)/(c" +1) =0, thenmg | (" + 1)/(" + 1))
since mg is the F2[¢]-minimal polynomial of 8. But (t" + 1)/(t* + 1) is coprime to ¢ + 1,
so that (r + 1) { mg. It follows that the genus is om=1_q, O

Forh € Awithh = c¢/x+a+bx,defines(h) = min{s > 1 : 0°(c) = c and o*(b) = b}.
Then o™ is the smallest power of o that maps the one-dimensional subspace of A /g (F)
generated by £ to itself, or, in other words, such that af k)

example, if n/s(h) is odd, then E, = Ej, where h= c/x+ TrK/qus(h) (a)+bx € Fq:m) (x).

yields an automorphism of Ej,. For

THEOREM 14. For the homomorphism ¢y, = CI(Ej,) — CI(CY") given by the composition
NC/CUl o Conc/g,, we have

N (0) S ker(dp)
En/(Ep)'1

s(h
cN (30, ((910 <(Eh)<6l )>)[2m_1])‘
Ep/(Ep)*™1

Proof. This follows from Theorem 7 and CI(F) = 0, since F is rational. O

Assume that o7 is a Frobenius automorphism of C with respectto K / k, as in Theorem 11.
Theorem 14 then means that the discrete logarithm problem in Ej, will be preserved by ¢y, in
practical applications if and only if s (k) = n; that s, if Ej, does not come from a non-trivial

https://doi.org/10.1112/5146115700000108X Published online by Cdffiyidge University Press


https://doi.org/10.1112/S146115700000108X

Generalising the GHS Attack on the elliptic curve discrete logarithm problem

constant field extension (is not defined by a subfield curve). Interestingly, C Ul is in a sense
universal, in that it preserves discrete logarithms in large prime subgroups for all E;, and
h € A such that s(h) = n.

The L-polynomial of CY! or the characteristic polynomial of Frobenius over k can be
computed as follows.

THEOREM 15. Assume that o1 is a Frobenius automorphism of C with respect to K [ k. Let
S C fFlo] be a system of representatives under the operation of U on A /o (F). Then

— s(h)
Leui (1) }EL(Eh)<“1S(h))(t )-
Proof. We want to apply Theorem 26 using the remarks at the end of Section 4. Since
Esn = o1(Ep) and G(C/o1(Ep)) = alG(C/Eh)al_l, a set of representatives H,, under
the operation of Uy on subgroups of G(C/F) of index 2 is given by

{G(C/Ep) :heS, h&p(F)}.
Then

s(h)
Uy, = (af(h)) and ctln = (Eh)(‘71 ) for v corresponding to i € S.

s(h)
Let kj, be the extension field of k of degree s(h). The constant field of (Ep)er ) is equal
to kj,. Furthermore,

CO =k(x), CHUv =ky(x) and  (E@ ) =k(x) forh e p(F).

The result now follows from Theorem 26, since L-polynomials of rational function fields
are equal to 1. O

6. Applications

A representative for each isomorphism class of ordinary elliptic curves defined over
K with p = 2 is given by Y2 + XY = X + aX? + B, with B € K and o € {0, w},
where w € Fou for u = 2%2"") is a fixed element with Trr,. /7, (@) = 1. The associated
Artin-Schreier equation is y?> +y = 1/x + a + B'/%x, obtained by the transformation
Y = y/x 4+ B2, X = 1/x and multiplication by x>. The same normalisation of « is also
possible for the more general Artin—Schreier equations y>+y = y /x 4+a + fx of Section 5.

It is the equation y> + y = 1/x 4+ « + B'/%x that was used in [13] to perform the Weil
descent. However, since (ax + b)/(cx 4+ d) fora, b, c,d € K with ad — bc # 01is also a
generator of F', we could make a substitution x + (ax+>b)/(cx+d) and apply the results of
the previous sectionsto f = (cx +d)/(ax+b)+a+f 12(ax +b)/(cx +d). Since we aim
at getting the smallest possible values of m = deg(m ), because of Theorem 8, we require
f to have o-invariant poles. However, this implies that b = la and d = uc for A, u € k.
Hence (ax +b)/(cx +d) = (a/c)(x +A)/(x + ). As (x + 1) /(x + w) is o-invariant, we
can substitute x for this. Writing y = a/c, we obtain f = 1/(yx) + o« + B2y x, and this
is precisely of the form considered in Section 5. Similar reasoning holds if ¢ = 0 or ¢ = 0.

The question now is whether, for B € K, there is a y € K such that the polynomial
lem(my,y, mgiy2,,) has small degree in comparison with n. If we were to find such a y,
we could apply the results of Section 5 and reduce the discrete logarithm problem on the
elliptic curve to that in the divisor class group of a higher-genus curve defined over k. The
only general algorithm known thus far to find such a y works by computing all y such
that m;/, has small degree, and then individually checking whether mgi/2,, also has small
degree.
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On the other hand, we can choose y1, y» € K such that lcm(m,, , m,,) has small degree
in comparison with 7, and define 8 = y1y,. Then y?>4+y = y1/x +a+ypxand Y2+ XY =
X3 4+ X?+ B2 define isomorphic elliptic function fields. Heuristically, we would expect the
map (y1, ¥2) — Y1)2 to be almost injective for the y1, y» under consideration, except for
symmetry and scaling y; — Ay, ¥2 — A~ !y, by elements A € k. This is also confirmed
by examples. It follows that we (heuristically) considerably increase the number of elliptic
curves that can be attacked by the basic GHS attack.

We now want to combine our results with the results of [11]. Assume, for simplicity, that
r and n are odd, and that n is prime so that « € [F, according to the above normalisation.
Over [F,, we have the factorisation into irreducible polynomials " + 1 = (¢ + 1)hy - - - hy
and deg(h;) = d such that n = sd + 1; see [20]. In this situation, the first non-trivial
m satisfies d < m < d + 1, yielding my = h; or my = (¢t + 1)h; by equation (10).
Due to our generalisation we do not necessarily have m = d + 1 as in [11, 13], and
in fact we are now concentrating on m = d. The number of Artin—Schreier equations
as in Section 5 with @ € Fy and d < m < d + 1 is approximately equal to 2s¢>¢*2,
whereas the number of equations among these with m = d (which implies that « = 0) is
approximately equal to s¢g>?. From these Artin—Schreier equations, we expect to obtain about
min{g", sq??~! 2} associated elliptic curve equations, using the above transformations,
and a system of representatives under the action of the 2-power Frobenius of cardinality
min{q" /(nr), sq*¢~'/(2nr)}. Furthermore, as in [11], we expect these representatives to
be distributed over the isogeny classes like arbitrary elliptic curves with a = 0.

If m = d, we have my = m, = mg, (t + 1) { mymg and « = 0. It follows that
Trg k(y) = Trg r(B) = 0, and by the Theorems 11 and 14 the Weil descent technique
does work because Trg /w, (@) = 0 and y and B are not in a subfield of K since n is prime.
The resulting genus then satisfies gc = 2¢ — 1, by Theorem 12. Note that in [11, 13] it is
always the case thatm = d + 1 butdeg(m, ) = 1, so that the genus is of similar size, namely
2¢ — 1 or 2¢. Going back to the case m = d, we observe that if « = 0, then the group
order of the elliptic curve is congruent to 0 modulo 4, and if « = 1, then it is congruent to 2
modulo 4 (see [3, p. 38]). This means that curves with « = 0 represent half of all the (about
2¢"/?) isogeny classes. Taking this into account, we discover from [11] that a proportion
of min{1, s¢g%¢=1/(2¢"/?nr)} of all elliptic curves over K with « = 0 leads to curves of
genus 2¢ — 1 defined over k with the equivalent discrete logarithm problem. Given a random
elliptic curve with « = 0, we can find the associated elliptic curve (from which such a curve
of genus 24 — 1 can be computed) in running time O (nlog(q)N) + O(q"/ 4+¢) and with
probability min{1, N /¢"/?}, where N < s¢*?~'/(2nr) and & > 0.

The case n = 31 and r = 5 is particularly interesting, since there is an IPsec curve [17]
with o = 0, defined over F,iss. This case has d = 5 and s = 6, and thus yields genus 31;
these are feasible parameters, according to [18]. The heuristic probability that a random
elliptic curve will give rise to a curve of genus 31 has been taken as approximately 272
with the method given in [11], whereas now we obtain

Squfl/(zqn/an) ~ 2738.

The only algorithm known so far to find the elliptic curves from which the corresponding
higher-genus curves are computed requires in the order of s¢2?~!/(2nr) ~ 23° many
operations in [F,1ss (¢"/* ~ 239 here). This is not as efficient, but is still much faster than
using the Pollard methods on the original curves. One can, however, additionally argue that
the security of elliptic curves over [F,1ss does now at least partially depend on the difficulty
of the problem of finding such higher-genus curves.

https://doi.org/10.1112/5146115700000108X Published online by Cdffi8idge University Press


https://doi.org/10.1112/S146115700000108X

Generalising the GHS Attack on the elliptic curve discrete logarithm problem

7. Algorithmic issues

Thus far, our main objective has been to investigate whether there exist curves of suffi-
ciently small genus, to whose divisor class group the discrete logarithm problem could be
faithfully transferred. In this section we briefly discuss how to obtain explicit models for
the resulting curves of Sections 4 and 5, and how to perform an index calculus method for
solving the discrete logarithm problem. Note that the curves that we are considering are no
longer necessarily hyperelliptic. Also, the most expensive step will be solving the discrete
logarithm, and not the computation of the final curve and mapping the discrete logarithm.

7.1.  Explicit models and mapping the discrete logarithm

We first exhibit an explicit model for C. Let m = deg(my). Note that the classes of
o'(f) for 0 <i < m — 1 form an [F),-basis of A/p (F). It follows that C is obtained by
adjoining one root of every y? —y — o’ (f) to F.In other words, C = F[yo, ..., Ym_11/1,
where [ is the ideal of the polynomial ring F[yo, ..., ym—1] generated by the polynomials
yP —yi —o'(f) for 0 <i < m — 1. We write 3; for the images of the y; in C, and we use
the abbreviation y = yy.

Assume that o extends to a Frobenius automorphism of C with respect to K /k, again
denoted by o. After possibly replacing y; by y; + u; for some p; € IF,,, we have

o (Vi) = Yi+1, forO0<i<m—1.
Also,
m—1
oFm-1) =v— Y i
i=0

holds, where the A; € I, are the coefficients of

m
myg = Z)»iti,
i=0
and v € F satisfies
m
v —v =Y diol(f).
i=0

Such v will be determined up to the addition of an element in I, and usually only one of
the p choices of v will be the correct choice, so that o has order n on C (see the proof of
Theorem 3). We obtain an explicit representation of the operation of ¢ on C.

The field CU! is the fixed field of o in C, and FU = k(x) is the fixed field of o in

F = K (x). Define n-1
F=Y ol(ui).
i=0

where (1 is a normal basis element of K over F,. Then C Ut = FY($), because y € CY! and
C = F(y), which in turn holds because y has [C : F] different conjugates under G(C/F).
To see the last statement, let T € G(C/F) and observe that cto~! € G(C/F). Define

AMr)=1(y) —y eF,.

The map 7 — (Ao ito! ).)Ogign—l is injective because the right-hand-side values deter-
mine t on all conjugates o’ (y).
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Then .
©(§) =Y 1o’ (uy)
i=0

n—1
=Y o' (W' ()
i=0
=Y o (wo' (e ta)(F)
i=0
=2 o' (Wo' G+ 1))
i=0
2o W' (3)+ ) o' (wio o’
i=0 i=0
=5+ Za’(u))\(aﬂta’).

i=0

Since w is a normal basis element, we can conclude that y indeed has [C : F] different
conjugates. By computing the characteristic polynomial of y over F' in C, we thus obtain a
defining polynomial for CY' in FU[t]. The discrete logarithm can be mapped from Ef to
cY1, using the conorm map Conc /E, Tollowed by the norm map N, v, . We give a very
rough description of how this can be accomplished. It is best to work with suitable subrings
(Dedekind domains) Rg,, Rc and Rcu,, and with ideals in these rings such that the ideal
class groups are similar enough to the divisor class groups (preserving the large prime factor,
for example). The conorm of a given ideal in R, then becomes the ideal generated in R¢ by
the given ideal included in R¢. Using general techniques, we can compute a representation

y=h(), with i € F[t].

For the norm ideal, we then form the product of the conjugated ideals in R¢ using o. The
substitution of /(y) for y and some further steps yield generators of the norm that are ideal
in RCU1 .

7.2. Index calculus

Index calculus methods are employed for solving the discrete logarithm in the multi-
plicative group of finite fields or the divisor class group of hyperelliptic curves. They also
apply to the divisor class group of general curves. We outline some of the main issues in
our situation.

The basic observation is that every divisor class of CU of degree gcvu canberepresented
by an effective divisor of the same degree. Such a divisor decomposes uniquely into a sum
of places of certain degrees and multiplicities, just as the case of rational integers and
prime factorisations, and smoothness probabilities hold. These divisor class representatives
can be computed by reduction techniques as described in [15], and this leads also to a
mathod of computing in the divisor class group of CY! that generalises the Cantor method
for hyperelliptic curves. We remark that for hyperelliptic curves, addition takes O(géul)
operations in k, whereas for a general C Ui addition takes 0(g4CU1) operations in k, and is
hence considerably slower.
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The number of effective divisors of degree less than or equal to g-v, containing places
of degree less than or equal to d can usually be expressed as some explicit proportion of
q%cY1 . For example, for gcur —> oo and ¢ fixed, we see that this number of smooth divisors
is approximately at least

g8t exp(—(gou, /d) log(geu, /d)),  for g?Ul <d < 822111 and 0 < ¢1 < ¢z < 1 fixed.

From our formula for the characteristic polynomial of Frobenius of CY! in Theorem 15, we

see that
8cli = Zs(h)
hesS

by taking degrees, and then for the cardinality of the divisor class group

#CI(CYY) = g% [T (14 0™/
hes

by evaluating at 1. For every h € S we find that s(k) | n, and the number of h € S
with s(h) | s for given s | n is less than or equal to p°®. If the number of divisors of n is
O(log(gcvy)) and g > p2, it follows that

#clo«cYy = l_[ 1_[ (1+0(p~* ™)) = 0 (g™ geu,)s for some constant ¢ > 1,
sin s(h)=s

and we expect this to be essentially true for ¢ = p because of possible alternating signs of
the trace terms. If we divide the number of smooth divisors by the class number, it is hence
reasonable to expect that a proportion of exp(—(1 +0(1))(g-v, /d) log(g v, /d)) of all the
divisor classes of degree g~uv, will be representable by a smooth divisor, thus leading to the
usual smoothness probability. This would allow for a running time that is subexponential in
gcui » with parameter 1/2, for solving the discrete logarithm. For more details on computing
discrete logarithms for general curves, see [14, 16].

8. Further variations and observations

It is of interest to see whether there are further variations or extensions of the GHS attack
that would lead to smaller genera. In this section we investigate a number of such variations.

8.1. [Iterative descent

Assume thatn = njns. Instead of performing one descent from K to k, we could consider
descending first to [Fn , and then to k. The problem here is that C Ul is in general no longer
an Artin—Schreier extension, so our techniques would not immediately apply. If, however,
we start with an elliptic curve as in Section 6 and consider an associated Artin—Schreier
model with y € Fyni, we do find that CY1 is hyperelliptic, or in other words that it is an
Artin—Schreier extension. In this way, we obtain the following interesting result.

Assuming the generic cases, a descent from K to k leads to a hyperelliptic curve of genus
of about 2" !, whereas a descent from K to Fym gives 2™ ~1. Using Theorem 8, the descent
from IF;n to k finally results in a curve of genus about

(2" — D2~ L pp2mitma—l

Thus, if n; & ny, this final curve has subexponential genus approximately 2@+oM)vn,
instead of exponential genus 2”.
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Let us look at the non-generic cases for n = 155, n1 = 5 and ny = 31. The smallest
non-trivial descent from F5is5 to [F» leads to a genus of about 220 On the other hand, there
are descents from I, 155 to [F,s that result in genus 25 — 1. Assuming the generic case m = 5
for the descent from [Fys to I, then gives a genus at most 52° - 1%

While theoretically interesting, we do not expect these results to have any practical
implications, because the resulting genera are still large.

8.2. Descent from extensions

If the descent from [Fy» to F; does not yield a small enough genus, one could apply a
change of variable to obtain a defining equation of Ey defined over an extension field F;:
and descend to 3, thereby possibly yielding a smaller genus over another small base field
for some suitable g and 7.

At least for prime n, however, this approach will give no improvement. To see this, we
note that for any n, the degrees of the irreducible factors in IF,[#] of " — 1 corresponding to
primitive nth roots of unity are equal to the multiplicative order m of p modulo n. This m is
the smallest value of deg(m r) that can occur for an elliptic curve over F» that is not already
defined over a subfield. For prime n, this m is usually very big. Let m be the multiplicative
order of p modulo 7i. The genus for a descent by 7 is then approximately at least p”. Thus,
ifn | 71, then m > m and the genus can only be bigger than before. Otherwise, if n 1 71, then
n | [F5 : ] because n is prime, and thus Fj is too big.

For composite n, improvements may be possible. Again, there are descents from [F,1ss
to IF, that yield genus approximately 2%, whereas the corresponding descents from [, 1ss
to [F»s yield genus about 23 while Fys is still fairly small.

8.3. Subfields and automorphisms

A possible way of improving the construction in Sections 4 and 5 would be to con-
sider subfields L of CU! and use ¢p7,;, = N, /1 °%y to map the discrete logarithm problem
from (E’lo(Ef) to CI°(L). If the kernel of ¢r,L is small enough, this would lead to
a very substantial improvement, because the genus of subfields is usually much smaller.

To approach this question, we first consider intermediate fields of the extension CY1 / FU1
This extension is in general not Galois, and any intermediate field L leads to an intermediate
field LK of C/F with 01(LK) = LK. Thus LK = F((p_l(AL)) for a unique Aj; with
pF) € AL C Aando(AL) = Ap. If AL # A, then f ¢ Ap, and Ef and LK
are thus linearly disjoint over F. Now N¢,rkx o Conc/g, = 0 by Lemma 16, and since
Nevijp oNgjcvy = NrgyLoNejpk, we obtain ¢y = 0. Thus ¢ and intermediate
fields of CY1 /FY1 are of no use. We could still search for other subfields L of CU! that do
not contain F Y1 and yield a small kernel of ¢y,L. One way of obtaining such subfields could
be via the fixed fields of automorphism groups of C containing the Frobenius automorphism.
Indeed, if we had automorphisms p € Aut(F/K) with p(A) € A, it should be possible to
extend p to C in a similar way as was done with o, under not too restrictive conditions. We
have not found such automorphisms for /' = K (x) and E defined by non-subfield curves.
Even if no such automorphisms exist, there could still be useful subfields L, but this appears
unlikely to happen, except perhaps in very rare cases.

Although automorphisms of CY' /FUI may not be useful to find suitable subfields L as
shown above, they could be of use to speed up the discrete logarithm computation in CU.
We are given 2" automorphisms in G(C/F). For t € G(C/F) with t # 1, to restrict to
an automorphism of CY! we need to7~! € U;. We have to17~! = 71776y, and thus
t1=% = o177 € G(C/F) N Uy As G(C/F) N Uy = {1}, we obtain 7!~ = 1.
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Since G(C/F) and A /p (F) are Fj[o1]-isomorphic, it follows that if my(1) = 0, then
there is precisely one such 7, and otherwise there is no such t. We remark that 7 is the
hyperelliptic involution in the case where CU! is hyperelliptic. Thus G(CY! /FU1) consists
either of the identity only, or of the identity and the hyperelliptic involution. However, it is
still possible that CU could have non-trivial automorphisms, obtained in a different way.

8.4. Other composita

The field composita in Sections 4 and 5 depend on the choice of the base field F = K (x)
within the function field Ey. We want to investigate what happens if other subfields (or
none) are used, in the case of elliptic function fields E in characteristic two.

If K (x1) and K (x7) are any two rational subfields of index 2 of the elliptic function field
Ey, then there is an automorphism 7p € Aut(Ey/K) induced by a point translation map
P +— P + Q such that 7o (K (x1)) = K(x2). In other words, we may assume that x; and
x> are x-coordinates of Weierstrass models. Then Q is the point where x> has its pole. We
conclude that £y /K (x1) and Ey /K (x2) are isomorphic, and hence it does not matter which
rational subfield of index two is taken in Sections 4 and 5.

The methods of Sections 4 and 5 do not apply readily to other subfields of Ey. We make
a few comments on what can be expected in terms of arbitrary field composita.

Elliptic subfields as common base fields F are of no use. The extensions Ey/F are
abelian and unramified, so any compositum C will be unramified over F as well. This
means, however, that C has genus 1 and is again an elliptic function field. The corresponding
elliptic curves are all isogenous. Should there be a Frobenius automorphism on C, then this
would mean that the elliptic curve corresponding to E is isogenous to an elliptic curve
defined over the small finite field k. Other aspects of isogenous elliptic curves have been
exploited in [11].

All other subfields F' must be rational, and of index at least 3, and such fields will indeed
lead to alternative constructions. In order to estimate the resulting genus, we remark that
the lower bound in Theorem 8§ essentially remains valid in more general situations: as in
Section 4, assume that we are given C with a Frobenius automorphism o with respect to
K /k and an elliptic function field E with E € C such that C = E(cE)--- (6" 'E)
for m < n minimal. If E(o E) does not have genus at least 2, then it has genus 1, and
both E(0c E)/E and E(o E)/c E are unramified. This yields an unramified pyramid of
fields. It follows that C is unramified over E, and is hence elliptic, which reduces us to
the uninteresting case discussed above. So we assume that E (o E) has genus at least 2.
Using the Riemann—Hurwitz genus formula, we find that the genus of C is then bounded
bygc 2 [C:E(E)]+1land[C : E(cE)] > 2m=2 1f the fields o' E are linearly disjoint
over a common base field F with o F C F, we even have [C : E(c E)] > [E : FI" 2. The
genus is thus exponential in m.

The main objective is hence again to minimise m in comparison with n. A possible
generalisation of the Artin—Schreier construction could be to use additive polynomials over
a common rational base field F. This would lead to values of m similar to those in Section 5,
but could apply in more (or additional) cases. However, as F would have index 2° in E
for s > 2, the genus bound would be g¢ > 22 4+ 1, which is much larger than the
construction of Section 5.

Theoretically, there could also be completely different constructions of C, given E and
its conjugated fields. To be effective they would need to achieve a good ‘compression’ rate
(that is, small values of m), because of the above lower bound for the genus. We do not
know whether such constructions exist.
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8.5. Characteristic three

Weil descent with Artin—Schreier extensions as in Section 4 can also be carried out for
elliptic curves in characteristic three. Here, Artin—Schreier equations that define elliptic
curves have to be of the form y3 — y = ax? + b with a, b € K. We thus expect to map the
discrete logarithm problem to curves of genus @ (39" with f = ay? + b. We remark
that if @ = 1, we would again obtain an Artin—Schreier extension of degree 3.

Elliptic curves defined in this way are always supersingular and admit subexponential
attacks via the MOV and FR reductions anyway [8, 21] (with subexponential parameter 1/3
instead of 1/2). We would expect these attacks to be more efficient than the GHS attack.
Of course, analogous remarks hold for elliptic curves in even characteristic.

We remark that the main use of elliptic curves in characteristic three appears to be in
identity-based cryptography [4]. For efficiency reasons, one usually considers supersingular
curves. An alternative Weil descent construction for ordinary elliptic curves in characteristic
three is described in [1].

9. The kernel of the norm—conorm homomorphisms

In this section, we prove the main results about the norm-conorm homomorphism that
have been used in the proofs of Theorems 7 and 14.

LEMMA 16. Let C/F be a finite extension of function fields, and let E1 and E, be two
intermediate function fields that are linearly disjoint over F. We have

N¢/g,(Conc/g,(x)) = [C : E1E2]Cong, r(Ng,/r(x))
for all divisor classes x € CI(E1).

Proof. We have Nc/g g, (Conc/g E,(y)) = [C : E1Ez]y, so by the transitivity of the
norm and conorm we can assume that C = EE,. Furthermore, it suffices to prove the
assertion for all but finitely many places x = P of E. In other words, given any finite set of
places of Eq, every divisor class in E has a representing divisor whose support is disjoint
from this set of places, by the approximation theorem.

Because E| and E; are linearly disjoint over F, we have [E|E; : E1] = [E> : F] and
E1 N Ey = F. Furthermore, for almost all places P of E1, the splitting behaviour of P in
E1 E; is the same as that of P N F in E; (that is, their respective conorms Cong, g, /£, (P)
and Cong,,r (P N F) consist of the same number of places, with the same relative degrees
and ramification indices). If P’ is any place of E| E; above such a P, then by symmetry we
have for the relative degrees,

f(P'/P'NEy) = f(P/PNF).

Since
Ng £,/E,(P') = f(P'/P'NE)(P' ' NE)
and
Ng,/r(P) = f(P/PNF)(PNF),
this gives

NEg £, E,(Cong, g,/E, (P)) = f(P/P N F)Cong,;p(PNF)
= Cong,/r(NEg,/r(P)).
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The multiplication-by-m map for m € Z is denoted by [m]. In the following we use the
notation and situation of Section 2, and view the norm and conorm maps as maps of the
corresponding divisor class groups. Let V denote a subgroup of U such that VE C E; that
is, V restricts to a subgroup of Aut(E). Let W denote the largest subgroup of V' such that
EV = E. We define

¢V : CI(EY) — cl1cYh (17)
via the composition ¢" = Nevev o Conev jpv.
THEOREM 18. We have

¢=¢" o[#W]oNg v . (19)
The kernel of ¢ thus consists at least of all elements contained in the kernel of the map

[#W]oNg pv.

Proof. The extensions C" /CY and E/E" are Galois with group V/W, since W is the
kernel of the restriction map V — Aut(E), and is hence normal in V. The fields E and
CV are then linearly disjoint over EY because ENCY = EY, [E: EV] = (V : W),
ECY = Cc% and [ECY : CV] = [CY : CY] = (V : W) by the definition of W
and Galois theory. From Lemma 16, the transitivity of the norm and conorm maps and
NC/CW o COnC/CW = [#W], we obtain
¢ = NC/CUI oConc/E

= [#W] o NCW/CUI o COIICW/E

= [#W]oN¢v cv, oCongv pv oNg /pv

=[#W]o¢" oNg pv

=¢" o [#W]oNg pv.
which proves (19). The statement about the kernel of ¢ is clear. ]

We remark that Theorem 18 can basically be applied recursively in the following way.
Let Cy be the normal closure of CV over CU1, and let

év : CL(EY) — cI(CcY)
be defined by

¢V = NC\//CUI o COHCV/EV .
Then ¢y = [[Cy : CV]] o " and Theorem 18 can be applied to ¢y with V replaced by
any larger group V' such that V'EV C EV.

Let U1//V denote a set of coset representatives such that Uy = Uscy,yv oV and

1 € Uy//V, and denote the restriction of o to E by og. We assume in the following that
E N o E is a function field, and that £ and o E are linearly disjoint over E N o E for every

o € Uj. The latter will, for example, be the case if at least one of E and o E is Galois over
ENokE.

THEOREM 20. Abbreviating Z = ConE/Ev (NE/EV (ker ¢)), we have

[C:ENV :W)Z C E [C:EcE](V: W) Cong/ene E(NoE/ENcE(OE(Z))). (21)
oelU//V
o#l
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Proof. Theextensions C/CY! and E/E"Y are Galois, with groups Uy and V / W respectively.
We have
COHC/Cul o NC/CUI = Z o,

oelU

[oane) COIIC/E = COHC/UE oO0E,

> e =1[(V:W)loCongpv oNg pv,

teV

for any o € U;. Using Lemma 16 in the fifth equation, we obtain
Nc/go COHC/CUI o = N¢yg OCOHC/CUI ONC/CUI oConc/g

:NC/E o( Z o‘) OCODC/E

oel;

= Z N¢/g oo o Conc /g = Z N¢/g oConcjsE 00E

oel) oel;
= Y [[C: EcE]loCong enor ©Nok/Ens E 00
oel)
= Z [[C: EoE]loCong/pnsE ©NoE/ENe E OO © <Z TE)
oelU//V TeV
= Y lC:EcE]loCongrnor ©Nok/Ens E O0F
oeli//V
O[(V: W)]OCOHE/EV ONE/EV. (22)

Ifx e ker¢ and z = Cong,pv(Ng, gv (X)), writing the summand for o = 1 separately, we
thus have

NC/E(COHC/CUl (@(x)))
=[C:E|(V:W)-z+ Z [C:EoE](V: W) Cong/eno E(NoE/ENcE(0E(2)))

UY/A%
=0, o#l
thereby proving equation (21) and the theorem. O

PROPOSITION 23. Assume that V isnormalinUy. Theno (EV) = (6 E)V, and EYNo EV =
(E N o E)Y is afunction field for every o € Uy. Furthermore, if the kernel of the restriction
map V. —> Aut(E) is equal to the kernel of the restriction map V — Aut(E No E), then
EV and o EV are linearly disjoint over EV N EV.

Proof. Since V is normal in Uy, it is an automorphism group of E and o E, and we have
o(EV) = (0 E)V. Thus

EVNno(EVYY=E"N(@WE)” C(ENcE)”

because EV N(o E)Y is contained in ENo E and fixed by V. Conversely, (E N cE) CEV
and (ENoE)Y C (0E)Y, and hence

(ENncE) cEVN@©E)";
in conclusion

EVNnoEY =(EncE)’.

https://doi.org/10.1112/5146115700000108X Published online by C8iFidge University Press


https://doi.org/10.1112/S146115700000108X

Generalising the GHS Attack on the elliptic curve discrete logarithm problem

By Galois theory, E N o E is of finite degree over EY N o EV since V is finite, and thus
EY NoEV is a function field because E N o E is a function field.

The group W is the kernel of the restriction map V. — Aut(E), and is normal in V. Fur-
thermore, s Wo 1 CV forany o € Uy, and WoWo~l C ker(V— Awt(ENcE)) =W,
where the last equation holds by assumption. It follows that s Wo ~! = W, and that W is
normal in Uj.

Wehave EVoEV C (Eo E)V, and we want to show equality. Extension Ec E/(Ec E) v
is Galois with groupV / W, using the fact thatker(V — Aut(Ec E)) = WNo Wo=l =w.
Thus

(V:W)=[EcE:(EcE)|<[EcE:E'cEV].
On the other hand, we obtain (V : W) > [EcE : EYoEV] as follows. We have
E = EV(ENGE),because EV (E N o E) is an intermediate field of the Galois extension
E/EY with group V/W, and its fix group is W/W, using the fact that W = ker(V —>
Aut(ENo E)). Similarly, 0 E = 0 EY (ENo E). It follows that Ec E = EVo EV (ENG E).
Then

(V:W)=[ENGE:(ENcE)"]
>[EVeEV(ENGE): EYoEVY(ENGcE)Y]
=[EcE:EVoE"],
as desired. We see that [(EUE)V :EVoEY] =1, and thus (EO'E)V =EVoE".
The linear disjointness of EV and o EV over EY No EV now follows, because E and o E
are linearly disjoint over E No E and the indices [E : EV],[0E :cEV),[EcE: EVoE"]

and [ENoE : EY NoEY]areall equal to (V : W), observing that (EcE)Y = EVoEY
and (ENoE) =EVNoEY. O

THEOREM 24. Under the assumptions of Proposition 23, we have

[CY:EY] ker¢” € D Congv,pvp,pv(CIY(EY N EY)), (25)
oelUy )V
o#V

and the kernel of ¢ is contained in the preimage of the right-hand side under the map
[([C: E]loNg/gv.

Proof. By Proposition 23, we can apply Theorem 20, replacing ¢ by ¢" and V by {1}.

Then W = {1} and relation (25) follows from Theorem 20, relation (21). Observing that

[C:ENV :W)=#V[C" : EV], and hence that [C" : EV]#W = [C : E], we obtain
[(CY : EVI#W]oNg zv =[[C : ElloNg pv .

The statement about the kernel of ¢ then follows from (25) and Theorem 18. O

10. L-polynomials

In this section, we prove a general theorem about the L-polynomials of certain subfields
of a Galois extension of global function fields with Galois group a semidirect product. The
theorem and its corollary are used in the proofs of Theorems 12 and 15. We remark that the
L-polynomial of a global function field is the characteristic polynomial of Frobenius with
the coefficients in reverse order.
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Let G be a finite subgroup of Aut(C), and let H and U be subgroups of G such that H is
normalin G, HNU; = {1} and G = HUj. The subgroup U; operates on H by conjugation.
Assume further that H is elementary abelian of prime exponent /, and let {H, : v € I} be
a system of representatives under the operation of U; on the subgroups of H of index / for
some index set /. Let U;, be the largest subgroup of U; that leaves H, invariant, and for
any subgroup A of G denote the degree of the exact constant field of C# over that of C¢
by dca.

THEOREM 26. Under the above assumptions, the L-polynomials satisfy

Levy 1%V [ Lea () = [ Lemur, ¢%™00) [ Leno,, %m0y, @7)

vel

Proof. Since conjugation by elements of U, maps H, and H to themselves, H, Uy, and
HU,, are subgroups of G. Furthermore, H U, is in fact the normaliser of H, in G, because
G = HU, and H, is normal in H. The factor group HU,/H, is then a semidirect product
of H/H, and H,U;,/H,,.

We start with a statement on (non-abelian) characters. The following notation is used:
principal characters are denoted by 1, induced characters are prefixed by ‘ind’ with the
subgroup and group as subscript and superscript, and x ") denotes the character obtained
by lifting a character x of HU;,/H, to HUj,. We claim that

indG, (1) = 1= ind%,, ((inde’l};v/ﬁ;V(l) _ 1)(”)). (28)
vel

We postpone the proof of (28) and continue to prove (27). Using Artin L-series and their
functorial properties (see [22, VIL.10]), it is straightforward to obtain

Cevi (8) [ ¢ca(s) = L(C/CY 1,s) / L(C/CY, 1, 5)

= L(C/C%, indfj (1) — 1, s)

=[Te(crcC indGy, (Gnag /1 = 1)™).5)

vel
[Te(crctve, (indg it ) = 1))
vel
[Te(c /e inafy f - 1.s)
vel
=[]z /c™V 1,s)/L(c/ctU 1,5)
vel
= [ ecmu, )/ ¢cnuy, ().
vel

Let ¢ denote the cardinality of the exact constant field of C. The switch from the
s-definition to the - deﬁnition of the Zeta function of a global function field
over the full constant field of g elements happens by composing ¢ = ¢ o (—log,a).
Observing that loqu (%) = log, (1) = —s, we obtain (under a slight abuse of notation)

Sevn (196U) [ tea (0 = [ ] Gemum, 2™ /¢ onuy, (1), (29)

vel
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In general, ¢V (t9) = L(t%)/((1 — ¢?t?)(1 — 1)), where L(t) is the L-polynomial of a
global function field over the full constant field of g¢ elements. Furthermore, L(a%) # 0
for |a| = 1 or |a| = ¢~'. Bringing the denominators (1 — thd)(l — t%) to one side and
the L-polynomials to the other in (29), and comparing zeros and poles on each side, we see
that the denominators of the Zeta functions cancel out, so that we obtain (27).

It remains to prove (28). If A is a finite group, then we denote by C[A] the regular repre-
sentation space with character r4, by I4 = {>_ aed Aad M acA Ao = 0} the augmentation
representation space with character r4 — 1, and by CN,4 for Ny = >, a the trivial
representation space with character 1 of A.

In the discussion that follows, all the modules will be left modules. Assume that N is a
normal subgroup of a finite group A with complement B (such that N B = A is a semidirect
product). The subgroup B operates by conjugation on N, and from this the N-module
structure of C[N] can be extended to an A-module structure, via (nb)x = nbxb~! for
ne N,b e Bandx € C[N]. As A-modules, we have

C[N]=ZIy®CNy  and  C[N]Z C[A] ®c[p CNp =Ind4(CNp), (30)

where the second isomorphism is given by x > x ® Np; we observe that N is a set of
coset representatives for B in A, and that B operates trivially on Np. The equality holds by
definition. We apply these observations to our case, and obtain as G-modules

Iy ® CNy = Ind§ (CNy)), 31)
and as HU;,/ H,-modules
Irjm, ® CNyyp, = Indyy 0T (CNpuy,m,), (32)

taking the remarks at the beginning of the proof into account.
Next, let {H, : v € J} be the set of all subgroups of H of index / for some index set J
such that I C J. Since H is elementary abelian, we have

ru—1=Y (ram, — DY, (33)

veJ

where (x) denotes the pull-back character with respect to H — H/H,. This can be seen
as follows. The characters rg and rp,p, are the sums of all the irreducible characters of
H and H/H, respectively, and these characters are homomorphisms into j;, the group of
[th roots of unity in C. Now every non-trivial irreducible character of H has precisely one
of the H, as kernel, due to the assumptions on H, and is hence the pull-back of a uniquely
defined non-trivial character of H/H,. Grouping together irreducible characters with the
same kernel and summing up yields (33).
Using (33), we see that, as H-modules,

Iy =Y Inm™” (34)
veJ

where Iy, Hu<*) is Iy n, viewed as an H-module. In fact, Iy, p, is even an HUj,-module,

and we denote this by /g, H,,(”). Let C[H ]HV and / g" be, respectively, the submodules of
C[H] and Iy fixed by H,. For a system of coset representatives H // H,, it holds that

(C[H]H” = { Z AphNp, : Ap € (C}
heH//H,
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and

I = { > AhNp :a e (C};
heH//H, ,h¢H,

hence C[H]" = C[H/H,] as HU,,- and HU;,/H,-modules and Ig” = IH/HV(”) as
HUj,-modules. The images of the Iy, Hv(*) under (34) in Iy are contained in (and are in

fact equal to) the / g”, because H, operates trivially on these images and /g, Hv(*) =17 If]l”.
Equation 34 translates into the inner direct sum

Iy =Y Iy (35)
veJ

Now U; operates on the left- and right-hand sides of (35) by conjugation, permuting the
direct summands. More precisely, we have

aH\,a’l
IH

alﬁ”: foro € Uj.

The group HU]\, is the largest subgroup of G that fixes H,, and a system U; //Uy, of coset
representatives for Uy, in Uy, such that Uy = U, ey, yu,,0 Ui, is also a system of coset
representatives for HUq, in G, because H is normal in G. From these statements and the
definitions of / and J, we find that, as G-modules,

G H,\ ~ oHyo™!
Indf,, (Ig") = Z 15,
oeU//Ur,

and
Iy =) IndGy, (). (36)

vel

all sums being direct. Substituting /g, g, ™) for I[II” in (36) gives

Iy = Zlnng.u(IH/Hv(U)) (37)
vel
as G-modules. Combining (31), (32) and (37), we obtain (28). ]

COROLLARY 38. The genera satisfy the equation
deuvy gouy — 8c6 = Z (dCHVUlv gy, — donuy, chUlv). 39)
vel

Proof. This follows if we take the degrees on both sides of (27), since the degree of an
L-polynomial is twice the genus. O

The proof of Theorem 26 simplifies greatly for U; = {1} using (28) only in the form (33),
and then gives an alternative, short proof of the genus formula given in [12].

11. Conclusion

Using statements for extensions with certain automorphism groups, we have investigated
the Weil descent methodology for general Artin—Schreier extensions. We have given a for-
mula for the resulting genera and the zeta function, and have discussed the kernel of the
norm-conorm homomorphism. Our results apply in particular to hyperelliptic and elliptic
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curves in characteristic two. We have obtained a generalisation of the GHS attack, showing
more elliptic curves to be vulnerable. The precise practical implications of the new con-
struction have yet to be determined. We have also given a brief discussion of index calculus
in the divisor class groups of the resulting curves, and of further possible generalisations
and applications of our techniques.
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