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Abstract

We consider a continuum percolation model consisting of two types of nodes, namely
legitimate and eavesdropper nodes, distributed according to independent Poisson point
processes in R? of intensities A and A g, respectively. A directed edge from one legitimate
node A to another legitimate node B exists provided that the strength of the signal
transmitted from node A that is received at node B is higher than that received at any
eavesdropper node. The strength of the signal received at a node from a legitimate node
depends not only on the distance between these nodes, but also on the location of the
other legitimate nodes and an interference suppression parameter . The graph is said
to percolate when there exists an infinitely connected component. We show that for any
finite intensity Ag of eavesdropper nodes, there exists a critical intensity A, < oo such
that for all A > A. the graph percolates for sufficiently small values of the interference
parameter. Furthermore, for the subcritical regime, we show that there exists a Ag such
that for all A < Ap < A, a suitable graph defined over eavesdropper node connections
percolates that precludes percolation in the graphs formed by the legitimate nodes.
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1. Introduction and main results

Random geometric graphs have been used extensively to study various properties of wireless
communication networks. The nodes of the graph represent the communicating entities that are
assumed to be randomly distributed in space, and the edges/connections between nodes reflect
the realistic wireless communication links. With the simplest connection model, two nodes are
connected (or have an edge between them) provided they are within a specified cutoff distance
from each other [6], [7]. Another connection model of interest is the protocol model [4], that
incorporates interference emanating from simultaneous transmission by multiple nodes, where
two nodes are connected if there is no other node in a specified cutoff area (guard zone) around
the two nodes. Thus, a smaller cutoff area results in greater spatial reuse, or more nodes being
able to communicate simultaneously. A non-guard-zone-based connection model for wireless
communication is the threshold model [4], where two nodes are connected if the signal-to-noise
ratio (SINR) between them is more than a certain threshold. The SINR measures the strength of
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the signal received from a particular node relative to those received from other nodes. The SINR
between nodes X; and X ; is defined as

PU(X;, Xj)
N4y Yz, PUXe X))

SINR;; =

where P is the transmitted power from each node, £(X;, X ;) < 1is the path-loss or attenuation
factor, N > 0 is the environment noise, and y > 0 is the interference suppression parameter.

The existence of a path between two nodes in the graph implies the ability of those nodes
to communicate via a multi-hop path. Consequently, percolation in the graph corresponds to
long-range connectivity among large numbers of nodes that are part of the giant component.
Assuming that the nodes are distributed according to a Poisson point process in R? of intensity
A, the existence of percolation in the graph with the SINR threshold connection model was
shown in [1] and [2] for all sufficiently small y > O.

Of recent interest is the problem of percolation in wireless networks in the presence of
eavesdropper nodes [5], [8], and [9]. In these models, referred to as the information-theoretic
secure models, a legitimate node i is connected (has an edge) to node j provided node j is closer
to node i than its nearest eavesdropper. These are the links over which secure communication
can take place in the presence of eavesdroppers of arbitrary capability. The existence of phase
transition of percolation in these graphs was established in [5], [8], and [9], assuming that
the legitimate and eavesdropper nodes are distributed according to independent Poisson point
processes in R? of intensities A and Ag, respectively. Using a branching process argument,
[5] and [9] showed that if the ratio A/Ag < 1 then, almost surely, no unbounded connected
component exits.

The above secrecy graph model [5], [8], and [9] assumes that the signals transmitted from
different legitimate nodes do not interfere with each other. In reality, that is difficult to
incorporate, since there are a large number of legitimate nodes, and all cannot transmit on
orthogonal frequency or time slots. To generalize the secrecy graph model, we extend the
notion of the secrecy graph using the SINR or threshold model, where two legitimate nodes
are connected if the SINR between them is more than the SINR at any other eavesdropper
node. We derive two results on the percolation properties for this new SINR-based secrecy
graph model. The first result is similar in spirit to the one derived by [2]. It states that for any
given intensity A g of the eavesdropper nodes, the secrecy graph percolates for sufficiently large
intensity A of legitimate nodes and all sufficiently small interference suppression parameter y .
The second result is that for a given Ag and y > 0, if the density of legitimate nodes is below
a threshold, then the graph does not percolate. To prove the second result, we use a novel
technique of defining a suitable graph over eavesdropper node connections, where percolation
in the eavesdropper nodes’ graph precludes percolation in the graphs formed by the legitimate
nodes. To complete the result we show that for any given Ag and y > 0, if the density of
legitimate nodes is below a threshold then the defined eavesdropper nodes’ graph percolates.

Before we proceed to describe the model in detail and state the main results, we need some
notation.

Notation: The cardinality of set S is denoted by |S|. The complement of set S is denoted
by S. A ball of radius r, centered at x, is denoted by B(x, r). The boundary of a set G C R2is
denoted by §G. Foraset A C R2, a + A denotes a translation of A with a € R? as the center.
The Lebesgue measure of a set A C R? is denoted as v(A).
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1.1. System model

We now describe the secure SINR graph (SSG), which generalizes the secrecy graph consid-
ered in [5], [8], and [9], by allowing all legitimate nodes to transmit at the same time/frequency
and interfere with each other’s communication. Let & be the set of legitimate nodes, and
® £ be the set of eavesdropper nodes. We assume that the points in ® and &g are distributed
according to independent Poisson point processes (PPP) with intensities A and A g, respectively.
Letx;, x; € ®,and e € ®g. Without loss of generality, we assume an average power constraint
of unity (P = 1) ateach node in ®, and noise variance N = 1. Let0 < y < I be the processing
gain of the system (interference suppression parameter), which depends on the orthogonality
between codes used by different legitimate nodes during simultaneous transmissions. Then the
SINR between x; and x; is

C(xi, xj)
SINR,‘j = y
Y Lkewksi Lk xj) + 1
and between x; and e is
£(x;,
SINR;, := (i, ¢)

C Ykeakpi L x) + 1

Note that the parameter y is absent in the second SINR formula. This is due to the fact that
the code used by the legitimate nodes is not known to the eavesdroppers, hence, no processing
gain can be obtained at any of the eavesdroppers. From [11], the maximum rate of reliable
communication between x; and x; such that an eavesdropper e gets no knowledge is given by

RN () := [logy (1 + SINR;j) — logy (1 + SINR;)] ™,

and the maximum rate of communication between x; and x; that is secured from all the
eavesdropper nodes of ® is

RYNR = 3?332 Rij(e).
Definition 1.1. SINR secrecy graph (SSG) is a directed graph SSG(0) := {®, &}, with vertex
set ® and edge set & = {(x;,x;): RisjINR > 0}, where 0 is the minimum rate of secure
communication required between any two nodes of ®.

We will assume 6 = 0 for the rest of the paper, and represent SSG(0) as SSG. The
results can be generalized easily for 6 > 0. with 8 = 0, SSG := {®, &}, and edge set
€ :={(x;, xj): SINR;; > SINR,, foralle € ®g}.

Definition 1.2. We define that anode x; can connect to x ; (or there is a link/connection between
them) if (x;, x;) € SSG.

Definition 1.3. We define that there is a path fromnode x; € ® to x; € @ if thereis a connected
path from x; to x; in the SSG. A path between x; and x; on SSG is represented as x; — x;.

Definition 1.4. The connected component of any node x; € @, is defined as Cy; := {x; € @,
xj — xi}, with cardinality |Cy; |.

Remark 1.1. Note that because of stationarity of the PPP, the distribution of |Cy;| does not
depend on j, and, hence, without loss of generality from here on we consider node x; for the
purposes of defining connected components. Furthermore, we assume without loss of generality
that x is at the origin.

In this paper we are interested in studying the percolation properties of the SSG. In particular,
we are interested in finding the minimum value A, of A for which the probability of having an
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unbounded connected component in SSG is greater than zero, as a function of Ag, i.e. A, :=
inf{A: P(|Cx,| = o0) > 0}. The event {|Cy, | = oo} is also referred to as percolation on SSG,
and we say that percolation happens if P ({|Cy, | = 00}) > 0, and does not happenif P ({|Cy, | =
oo}) = 0.

Remark 1.2. Assuming that all legitimate nodes can transmit in orthogonal time/frequency
slots then we can use the secrecy graph SG, introduced in [5]. This is where two legitimate
nodes are connected if the received signal power between them is more than the received
signal power at the nearest eavesdropper, i.e. SG := {®, &}, with vertex set ® and edge set
& = {(xi,xj): £(x;, xj) > £(x;,e)foralle € ®g}. Percolation properties of the SG were
studied in [8] and [9], where in [9] it was shown that if A < Ag then there is no percolation,
while [8] showed the existence of A for any fixed A g for which the SG percolates. The graph
structure of the SSG is more complicated compared to the SG because of the presence of
interference power terms corresponding to simultaneously transmitting legitimate nodes, and,
hence, the results of [8] and [9] do not apply for the SSG. For example, consider the case of
y = 0, where it is possible that two legitimate nodes x; and x;, with d;; > min.coy d;. can
connect to each other in the SSG, however, x; and x; cannot connect to each other in the SG
since d;j > minecq di.. Similarly, if x; is closer to x; than any other eavesdropper node then
x; is connected to x; in the SG, however, that may not be the case in the SSG.

Remark 1.3. Without the presence of eavesdropper nodes, percolation on the SINR graph,
where the vertex setis @, and edge set & := {(x;, x;): SINR;; > B, x;, x; € ®} for some fixed
threshold 8, has been studied in [1], [2], and [10]. The results of [1], [2], and [10], however,
do not apply for the SSG, since for the SSG B = SINR;, is a random variable that depends on
both ® and ®f.

Remark 1.4. Note that we have defined SSG to be a directed graph, and the connected
component of x is its out-component, i.e. the set of nodes with which x; can communicate
secretly. Since x; — xj,x;,x; € ®, does not imply x; — x;x;, x; € &, one can similarly
define the in-component C )’C’? = {xx € ®, xy — xj}, the bi-directional component Cf/d =
{xx € @, x; — x; and x — x i}, and either_ the one-directional component Cﬁf = {x; €
®, x; — xporxy — x;}. Percolation on C ;7, Cf(”_i, and C;‘_i is in principle similar to the
percolation on the out-component, but are not considered in this paper.

1.2. Main results

Theorem 1.1. For the signal attenuation function £(x), such thatfxﬁ(x)dx < 09, for any Ag,
there exists ' < 0o and a function y'(,, Ag) > 0, such that P(|Cy,| = 00) > 0 in the SSG
for x> M andy < y' (A, AE).

We show that for small enough y, there exists a large enough A for which the SSG percolates
with positive probability for any value of Ag. This result is similar in spirit to [1] and [2],
where percolation is shown to occur in the SINR graph, where two nodes are connected if
the SINR between them is more than a fixed threshold 8 (without the secrecy constraint due
to eavesdroppers) for small enough y with finite and unbounded support signal attenuation
function, respectively. The major difference between the SSG and SINR graphs, is that with
the SSG the threshold for connection between two nodes (maximum of SINRs received at
all eavesdroppers) is a random variable that depends on both the legitimate and eavesdropper
density; in contrast the threshold in the SINR graph is a fixed constant.

https://doi.org/10.1239/jap/1421763317 Published online by Cambridge University Press


https://doi.org/10.1239/jap/1421763317

914 R. VAZE AND S. IYER

To prove the result, we consider percolation on another graph, SSG¢, that is a subset of the
SSG. We obtain SSG® from SSG by replacing the SINR at each eavesdropper node in the SSG
definition by SINR;, = €(d;.), i.e. the SINR at each eavesdropper node is replaced by just the
signal power received at the eavesdropper node and setting the interference power terms equal
to zero. Considering this subset SSG¢ simplifies the percolation analysis significantly. Then
to show the percolation on the subset SSG¢, we map the continuum percolation of SSG to an
appropriate bond percolation on the square lattice, in a similar approach to [2].

For the converse, we have the following theorem on the lower bound for the critical density A.

Theorem 1.2. For every Ap > 0 and y € (0, 1), there exists a .o = A:(Ag, v) > 0 such that
forall A < A, P(|Cy, | = 00) = 0 in the SSG.

We show that for any y > 0, there exists small enough A for which the SSG does not
percolate for any value of Ag. In earlier work on the secrecy graph with no interference among
simultaneously transmitting legitimate nodes, a stronger result was proved that if A < Ag then
the secrecy graph does not percolate [9] using a branching process argument on the out-degree
distribution. We are only able to show an existential result for the SSG, since finding the out-
degree distribution of any node in the SSG is quite challenging and SSG is not amenable to
analysis similar in approach to [9].

The proof idea is to define an appropriate eavesdropper node graph such that if an edge exists
between two eavesdropper nodes then there exists no edge of the SSG that crosses that edge
in R2. Note that for the SSG to percolate, there should be left-to-right crossing and top-to-
bottom crossing of any square box of large size in R? by connected edges of SSG. However,
if the eavesdropper node graph percolates then there cannot be left-to-right crossing and top-
to-bottom crossing of any square box of large size in R? by connected edges of the SSG, and,
consequently, the SSG cannot percolate if the eavesdropper node graph percolates. Then we
derive conditions for percolation on the defined eavesdropper node graph to find conditions
when the SSG does not percolate.

2. Proof of Theorem 1.1

In this section, we are interested in the supercritical regime and want to find an upper bound
onAsuchthat P(|Cy, | = co) > Oforafixed A g. Towards that end, we will tie up the percolation
on the SSG to a bond percolation on a square lattice, and show that bond percolation on the
square lattice implies percolation in the SSG.

For the supercritical regime, we consider the enhanced graph SSG¢, where SSG¢ := {®, §¢},
with edge set &¢ := {(x;, x;): SINR;; > £(d;.) forall e € ®f}. For defining SSG®, we have
considered the interference power at the eavesdropper nodes to be zero. Clearly, SSG* C SSG,
and, hence, if SSG* percolates, then so does SSG.

We tile R? into a square lattice S with side s. Let 8’ = S+ (s/2, s/2) be the dual lattice of S
obtained by translating each edge of S by (s/2, s/2). For any edge a of S, let S1(a) and Sz(a)
be the two adjacent squares to a. See Figure 1 for a pictorial description. Let {a,-}f.':1 denote
the four vertices of the rectangle Sj(a) U Sa(a). Let Y (a) be the smallest square containing
U?_, B(a;, 1), where ¢ is such that £(1) < £(+/55)/2.

Definition 2.1. Any edge a of S is defined to be open if

1. there is at least one node of ® in both the adjacent squares Si(a) and S>(a);

2. there are no eavesdropper nodes in Y (a); and
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FIGURE 1: Open edge definition on a square lattice for supercritical regime.

3. for any legitimate node x; € ® N (S;(a) U S2(a)), the interference received at any
legitimate node x; € ® N (S1(a) U S2(a)), 1;. = Zkecl),k;éi Lixp, xj) < 1/y.

An open edge is pictorially described in Figure 1 by edge a, where the black dots represent
a legitimate node while a cross represents an eavesdropper node.

The nextlemma allows us to tie up the continuum percolation on SSG® to the bond percolation
on the square lattice, where we show that if an edge a is open then all legitimate nodes lying in
S1(a) U S»>(a) can connect to each other.

Lemma 2.1. Ifan edge a of S is open then any node x; € ® N (S1(a) U S2(a)) can connect to
any node x; € ® N (Si(a) U S»(a)) in SSG*.

Proof. For any x;,x; € ® N (S1(a) U S2(a)), SINR;; > E(\/gs)/Z, since

= )" l.x)) <

1
ked, ki 14

for each x;,x; € ® N (S1(a) U Sz2(a)). Moreover, since there are no eavesdropper nodes
in Y (a), the minimum distance between any eavesdropper node from any legitimate node in
® N (Si(a) U S2(a)) is at least . Since ¢ is such that £(f) < E(ﬁs)/Z, clearly, x;, x; €
® N (S1(a) U S2(a)) are connected in SSG®. This completes the proof.

Definition 2.2. An open component of § is the sequence of connected open edges of S.

Definition 2.3. A circuitin S or S’ is a connected path of S or §’ which starts and ends at the
same point. A circuit in S or §’ is defined to be open/closed if all the edges on the circuit are
open/closed in S or §’.

Some important properties of S and S’ which are immediate are as follows.

Lemma 2.2. [fthe cardinality of the open component of S containing the origin is infinite, then
|Cxy | = 00.

Proof. The proof follows from Lemma 2.1.
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Lemma 2.3. ([3].) The open component of S containing the origin is finite if and only if there
is a closed circuit in 8" surrounding the origin.

Hence, if we can show that the probability that there exists a closed circuit in S’ surrounding
the origin is less than 1, then it follows that an unbounded connected component exists in S
with nonzero probability. Moreover, having an unbounded connected component in the square
lattice S implies that there is an unbounded connected component in SSG from Lemma 2.1.
Next, we find a bound on A as a function of A g such that the probability of having a closed circuit
in S’ surrounding the origin is less than 1. This is a standard approach used for establishing the
existence of percolation in discrete graphs.

For an edge a, let A(a) = 1if ® N S;(a) # @, i = 1,2, and zero otherwise. Similarly,
let B(a) = 1 (= 0) if Ij’: = Zkeq)’k#iﬂ(xk,xj) < 1/y for xj, x; € ® N (S1(a) U S2(a))
(otherwise), and C(a) = 1 (= 0) if there are no eavesdropper nodes in Y (a) (otherwise). Then
by definition, the edge a is open if D(a) = A(a)B(a)C(a) = 1.

Now we want to bound the probability of having a closed circuit surrounding the origin
in S. Towards that end, we will first bound the probability of a closed circuit of length n,
ie. P(D(a1) =0,D(a) =0, ..., D(a,) = 0) forall n € N considering n distinct edges. Let
pa = P(A(a;) = 0) for any i. Since ® is a PPP with density A, pg = 1 — (1 — exp(—is?))>.
Then we have the following intermediate results to upper bound P(D(a;) = 0, D(az) =
0,...,D(ay) =0).

Lemma 2.4. It holds that P(A(a)) = 0, A(az) = 0, ..., A(a,) = 0) < p}, where p; :=
pi*.

Proof. The proof follows from the fact that in any sequence of n edges of S there are at
least n/4 edges such that their adjacent rectangles S (a.) U Sz(a.) do not overlap. Therefore,
P(A(a1) =0, A(ap) =0, ..., A(ay) =0) < P(NecoA(a.) = 0), where O is the set of edges
for which their adjacent rectangles S (a.) U S>(a.) have no overlap, and |O| = n/4. Since
S1(a.) U $2(a.), e € O have no overlap, and events A(a,) = 0 are independent for a, € O,
the result follows. This completes the proof.

Lemma 2.5. ([2, Proposition 2].) For fooo xf(x)dx < oo, P(B(ay1) = 0,B(ap) =0, ...,

B(a,) = 0) < pj, where
2A 1
D2 i= exp X L(x)dx — )/_K )
and K is a constant.

Lemma 2.6. It holds that P(C(a)) = 0,C(az) = 0,...,C(a,) = 0) < p% for some p3
independent of n.

Proof. By definition, events C(a;) and C(a;) are independent if Y(a;) N Y(a;) = <.
Consider a circuit $, in S of length n, with a subset ] C ,, where 7 = {a;};c1, where for
anyn,m € 1, Y(a,)NY (a,) = @. Since Y (a) occupies at most (L+[2¢/s7) X (L+1+41[2t/s7)
rectangles of lattice S, where L = 2[+/51, it follows that [I| > n /¥, where ¥ = 8(L+
(2t/s1)2—1. Thus, P(C(a;) =0,C(az) =0,...,C(a,) = 0) < p5, where p3 = P(C(a;) =
0)!/¥ and P(C(a;) = 0) = e *£V(Y(@)) This completes the proof.

Lemma 2.7. It holds that P(D(a;) = 0, D(az) = 0, ..., D(a,) = 0) < (Jp1 + p2'/* +
1/4\n
p3 /N

https://doi.org/10.1239/jap/1421763317 Published online by Cambridge University Press


https://doi.org/10.1239/jap/1421763317

Percolation over secure SINR graph 917

Proof. The proof follows from [2, Proposition 3], where D(a) = 1 if A(a)B(a)C(a) = 1.

Let g := (/p1 + p2'/* + p3'/*). The next lemma characterizes an upper bound on ¢ for
which the probability of having a closed circuit in S surrounding the origin is less than 1.

Lemma 28. If g < (11 — 24/10)/27 then the probability of having a closed circuit in S’
surrounding the origin is less than 1.

Proof. For any circuit of length 7, there are four possible choices of edges for the starting
step and thereafter three choices for every subsequent step, except for the last step which is fixed
since the circuit has to terminate at the starting point. Moreover, for a circuit containing the
origin, the maximum possible distinct intersections with the x-axis are n. Thus, the number of
possible circuits of length n around the origin is less than or equal to 473" 2. From Lemma 2.7,
we know that the probability of a closed circuit of length n is upper bounded by ¢". Thus,

o
4
P (closed circuit around origin) < E 4n3"2g" = 3(1—613)2’
—oq

n=1

which is less than 1 for g < (11 — 24/10)/27.

Proof of Theorem 1.1. Following Lemmas 2.3 and 2.8, it is sufficient to show that g can be
made arbitrarily small for an appropriate choice of parameters. For any eavesdropper density A g,
p3 can be made arbitrarily small by choosing small enough s and 7. Depending on the choice
of s, p1 can be made arbitrarily small for large enough legitimate node density A, and finally
depending on the choice of A, choosing small enough y, p, can be made arbitrarily small. This
completes the proof.

3. Proof of Theorem 1.2

In this section we are interested in the subcritical regime of percolation, i.e. obtaining a lower
bound on A, as a function of Ag for which percolation does not happen. We consider the case
of y =0, where x; and x; are connected in the SSG if

£(xi, e)
L+ o jzi LX) 0)

L(d;j) < < ) foralle € Op.

If we can show that A, > ¢ for y = 0, then since the SSG with y > 0 is contained in
the SSG with y = 0, we have that for all y > 0, A, > Ag. So the lower bound Ag for A,
obtained with y = 0 serves as a universal lower bound on the critical density A, required for
percolation. The interference power received at any eavesdropper, with respect to signal from
Xis Iy = Yoy co jax LX) ©)-

For the case of y = 0, we proceed as follows. We tile R? into a square lattice M with side M.
Let M’ = M + (M /2, M/2) be the dual lattice of M obtained by translating each edge of M
by (M /2, M/2). For any edge e of M, let S;(e) and S>(e) be the two adjacent squares to e.
See Figure 2 for a pictorial description. Let 77(e) and 7»(e) be the smaller squares of side m
contained inside Si(e) and S (e), respectively, as shown in Figure 2, with centers identical to
that of S; and S,.

Definition 3.1. For any edge e of M, we define three indicator variables A(e), B(e), and C(e)
as follows.
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FIGURE 2: Open edge definition on a square lattice for subcritical regime.

1. A(e) = 1 if there is at least one eavesdropper node of ® g in both the adjacent squares
Ti(e) and T>(e).

2. B(e) = 1 if there are no legitimate nodes in Sy (e) and S>(e).

3. C (e) = lifforany eavesdroppernodee € ®gN(T|(e)UT>(e)), the interference received
from all the legitimate nodes 1, := ZXqu, L(xg, e) <c.

Then an edge e is defined to be open if D(e) = A(e)é(e)é‘(e) = 1. An open edge is
pictorially described in Figure 2 by a dashed edge e, where the black dots represent legitimate
nodes and crosses represent eavesdropper nodes.

Lemma 3.1. For any m and c, for large enough M, an edge (x;, x;) € SSG cannot cross an
open edge e of M.

Proof. Let two legitimate nodes x;, x; € ® be such that the straight line between x; and x;
intersects an open edge e of M. Then by definition of an open edge, x;, x; ¢ (S1(e) U Sz2(e)).
Thus, the signal power between x; and x; is £(d;;), where d;; > M. Moreover, the SINR
between x; and any eavesdropper node e € (Tj(e) U Tx(e)), SINR;, > €(d;.)/(1 + ¢), since
edge e is open and hence I, < ¢ for any e € (T1(e) U T>(e). Thus, choosing M large enough,
we can have £(d;j) < SINR;, for any e € (T1(e) U T>(e)), and, hence, x; and x; cannot be
connected directly in the SSG if the straight line between them happens to cross an open edge
eof M.

Definition 3.2. Consider a square box B. Then by {L — R crossing of B by G}, we denote
that there is a connected path of graph G that crosses B from left to right. Similarly, top-to-
bottom crossing is represented as {T — D crossing of B by G}.

Lemma 3.2. If bond percolation happens on a square lattice M for large enough M for which
an edge (x;, xj) € SSG cannot cross an open edge e of M, then the connected component of
the SSG is finite.

Proof. Consider a square box By of side N centered at the origin. Let M be large enough
such that an edge (x;, x;) € SSG cannot cross an open edge e of M. If bond percolation
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happens on a square lattice M then

Nlim P (there exists an L — R and T — D crossing of By by open edges of M) = 1.
—> 00

3.1
The proof of the theorem follows by contradiction. Let there be an infinite connected component
in the SSG with probability 1. Then, necessarily

lim P (there existsan L — R and T — D crossing of By by SSG) = 1. (3.2)

N—o0

Since M is such that an edge (x;, x;) € SSG cannot cross an open edge e of M, (3.1) and (3.2)
cannot hold simultaneously. This completes the proof.

Next, we show that for small enough density of legitimate nodes A, bond percolation can
happen on a square lattice M for large enough M for which an edge (x;, x;) € SSG cannot
cross an open edge e of M.

Theorem 3.1. For large enough M that ensures that (x;, x;) € SSG cannot cross an open
edge e of M, bond percolation on M happens for a small enough density of legitimate nodes .

Proof. Similar to the proof in the supercritical regime, we need to show that the probability of
having a closed circuit surrounding the origin in M is less than 1. Towards that end, consider the
probability of a closed circuit of length #, P(D(e;) =0, D(e;) =0, ..., D(e,) = 0), where
D(ey) = A(el)é(el)é(e1?/4 Similar to Lemma 2.4, P(A(e;) = 0, A(e2) = 0, ..., A(e,) =

0) < ri, where rj :=r,/" and ro = 1 — 1 —exp(—Agm))* is the probability that there
i§ no eavesdroppgr in either 77 (e) or T>(e). Similarly, following Lemma 22.4, P(B(e;) =0,
B(ez) =0,...,B(e;) =0) < rj, where rp:=rg andrp = 1 — e~ *M” s the probability

that thege is at least one legitimate node of ® in Sj(e) or Sz(e), P(C‘(el) =0, C'(ez) =
0,...,C(ey) = 0) < rf, where r3 =:= exp(ZA/KfE(x) dx — ¢/K) following Lemma 2.5,
and finally

P(D(e;) =0, D(e2) =0, ..., D(e,) =0) < (Jri + 1/  + i/

following Lemma 2.7. Let ry := /r1 + r21/4 + r;/4.

Using Peierl’s argument, bond percolation happens in M if r; < € for sufficiently small
€ > 0. Let us fix such an € > 0. Then, by choosing m large enough, we can have /ri <
€/3. Moreover, for fixed c, let M be large enough such that for any pair of legitimate nodes
xi, xj ¢ (S1(e) U S2(e)) for which the straight line between them intersects an open edge e of
M, £(d;j) < SINR;, for any e € (T1(e) U T>(e)). Now, given ¢, m, and M, we can choose
A small enough so that r," " < €/3 and r,’* < €/3. Thus, we have ry < € as required for an
appropriate choice of m, M and A.

Thus, from Theorem 3.1 and Lemma 3.2, we have for small enough legitimate node density
A, the SSG with y = 0 does not percolate.

Acknowledgement

S. Iyer’s research was supported, in part, by the University grant commission career ad-
vancement scheme (UGC-CANS).

https://doi.org/10.1239/jap/1421763317 Published online by Cambridge University Press


https://doi.org/10.1239/jap/1421763317

920

(1]

(2]
(3]
(4]
(5]

(6]
(71
(8]
[10]

[11]

R. VAZE AND S. IYER

References

Doussk, O., BAcCELLI, F. AND THIRAN, P. (2005). Impact of interferences on connectivity in ad hoc networks.
IEEE/ACM Trans. Networking 13, 425-436.

Doussk, O. et al. (2006). Percolation in the signal to interference ratio graph. J. Appl. Prob. 43, 552-562.
GRIMMETT, G. (1980). Percolation. Springer.

GUPTA, P. AND KUMAR, P. R. (2000). The capacity of wireless networks. IEEE Trans. Inf. Theory 46, 388-404.
HAENGGI, M. (2008). The secrecy graph and some of its properties. In Proc. IEEE Internat. Symp. Inf. Theory
ISIT 2008, 1IEEE, pp. 539-543.

MEESTER, R. AND ROY, R. (1996). Continuum Percolation. Cambridge University Press.

PENROSE, M. (2003). Random Geometric Graphs. Oxford University Press.

PiNTO, P. AND WIN, M. Z. (2012). Percolation and connectivity in the intrinsically secure communications graph.
IEEE Trans. Inf. Theory 58, 1716-1730.

SARKAR, A. AND HAENGGI, M. (2013). Percolation in the secrecy graph. Discrete Appl. Math. 161,2120-2132.
VazE,R. (2012). Percolation and connectivity on the signal to interference ratio graph. In Proc. IEEE INFOCOM
2012, IEEE, pp. 513-521.

WYNER, A. D. (1975). The wire-tap channel. Bell Syst. Tech. J. 54, 1355-1387.

https://doi.org/10.1239/jap/1421763317 Published online by Cambridge University Press


https://doi.org/10.1239/jap/1421763317

	1 Introduction and main results
	1.1 System model
	1.2 Main results

	2 Proof of Theorem 1.1
	3 Proof of Theorem 1.2
	Acknowledgement
	References

