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Certain Exponential Sums and Random
Walks on Elliptic Curves

Tanja Lange and Igor E. Shparlinski

Abstract. For a given elliptic curve E, we obtain an upper bound on the discrepancy of sets of multiples
zsG where z; runs through a sequence Z = (z1,...,zr) such that kz;, ..., kzr is a permutation of
z1, ..., zr, both sequences taken modulo ¢, for sufficiently many distinct values of k modulo ¢.

We apply this result to studying an analogue of the power generator over an elliptic curve. These re-
sults are elliptic curve analogues of those obtained for multiplicative groups of finite fields and residue
rings.

1 Introduction

We denote by 7, the residue ring modulo an integer m > 1 and by U,, the group of
units of this ring, that is, the collection of residue classes which are relatively prime
to m. We identify 7, with the set {0,1,...,m — 1}. For ¢ = p” a power of a prime
p, let |, denote the finite field of g elements.

As in [6, 7], we say a sequence Z = (zi,...,zr) of T elements from 7, is K-in-
variant if there exists a set X C U, such that the sequence kz,, . . . , kzr, taken modulo
t, is a permutation of the original sequence zi, . . ., zr for each k € X.

Let E be an elliptic curve over F,, given by an affine Weierstraf$ equation of the
form

Y24+ (X +a3)Y = X2 + X + auX + ag,

with coefficients a;, a5, a3, a4, as € Iy, such that the partial derivatives a,Y — 3X?% —
@ X — a4 and 2Y + a,X + a; do not vanish simultaneously at points of the curve
(x,9) € E(Fq) over the algebraic closure R of IFg, see [2, 27]. We put h(X) = a, X +a;3
and f(X) = X° + a,X* + a4 X + ag, thus the Weierstrafl equation becomes

Y2+ h(X)Y — f(X) = 0.

For p > 2 one can always take h = 0 and for p > 3 also a, = 0; for p = 2 at least
one of aj, a3 must be nonzero.

It is known, see [2, 27], that the set E(F,) of F,-rational points of E forms an
Abelian group under an appropriate composition rule, which we call addition and
denote @, and with the point at infinity O as the neutral element. Thus, given a point
Q € E(IF,) and an integer z we write zQ for the sum of z copies of Q. We also recall
that

#E(F) —q — 1] < 2q'7,
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where #E(IF;) is the number of IF,-rational points, including the point at infinity O.
Given a point Q € E(F,) with Q # O we denote by x(Q) and y(Q) its affine compo-
nents, Q = (x(Q), ¥(Q)).

Let G € E(F,) be a point of order ¢, that is, ¢ is the size of the cyclic group (G)
generated by G.

Let us denote by X the set of all additive characters x of k. It is useful to recall that
X consists of the functions x,(z) = exp(27i Tr(az)/p), where a € F, and

y—1

Tr(u) = Z ub’

j=0

is the trace of u € IF; = I in IFp, see[21]. The character x is called the trivial
character. Accordingly, we denote by X* the set of all nontrivial additive characters.
For an additive character x of IF;, we consider exponential sums

T
S2(E,G,x) = »_ X (x(zG))

s=1

with a sequence Z = (z, . . ., zr) of nonzero elements of Z, (thus z,G # O and x(z,G)
is always defined). If Z is X-invariant for a sufficiently large set X, we obtain an upper
bound on these sums which is analogous to those of [6, 7] obtained for multiplicative
groups of residue rings and finite fields, that is, for character sums with g%, where g
is a fixed element of multiplicative order t. Similar results can also be obtained for
sums with y(z;G), or more generally with linear combinations ax(z;G) + by(z,G).

We apply our results to studying the distribution of the power generator on el-
liptic curves. Namely, given a point G € E(F,) of order ¢, we fix an integer e with
gcd(e, t) = 1, put Wy = G and consider the sequence

(1) W,=eW,_;, n=12,....

In a more explicit form we have W,, = ¢"G. Traditionally this generator has been
considered over residue rings, thus producing sequences of the form g¢', see [3, 17,
22]. However, recently elliptic curve analogues of several pseudo random number
generators have been considered, see [1, 4, 10, 11, 14, 15, 18, 24, 26]. Here we obtain
some analogues of the results of [6, 7, 9] and show that the sequence (1) is rather
uniformly distributed, provided ¢ and the multiplicative order T of e modulo ¢ are
large enough.

Our approach follows the path of [6], and thus relates exponential sums
Sz (E, G, x) to certain exponential sums with rational functions of controlled de-
gree. However, studying when these rational functions degeneralise takes signifi-
cantly more effort than in the case of [6] (where this issue does not cause any com-
plications at all). In particular, we must study linear combinations of division polyno-
mials on elliptic curves. We also remark that some of the parameters involved in this
method behave differently compared to [6], so we must optimize them in a different
way which in turn leads to a different bound.
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We also show that our basic arguments combined with some modifications of
the approach of [12, 25] lead to a lower bound on the linear complexity of the se-
quence (1).

We recall that the linear complexity of an infinite sequence u, of a ring R is the
length s of the shortest linear recurrence relation

(2) Upys = As_1Upss—1 + -+ aolly, n=01,...,

with ag, ..., a,—1 € R, which is satisfied by this sequence, see [3, 22].

The sequence (1) as well as other sequences from the aforementioned works pre-
sent an attempt to imitate a “random walk” on an elliptic curve. Certainly cryptogra-
phy could be one of the main “consumers” of such streams of random, or pseudo ran-
dom, points. Other transformations 7T of points on E can be considered, which can
be iterated to generate sequences of points of the formV,, = T(V,_;),n=1,2,..,,
that may lead to a number of new interesting number theoretic questions as well as to
new useful cryptographic constructions. These constructions can also be generalized
to Jacobians of larger genus curves and more general algebraic varieties.

Throughout the paper, the implied constants in the symbols “O”, “<” and “>”
may sometimes depend on the integer parameter ¥ > 1 and are absolute otherwise
(we recall that A < Band B >> A are equivalent to A = O(B)).

2 Preparations

We start with the following simple statement which is Lemma 2 of [6].

Lemma 1  For any set X C U, of cardinality K = #X, any fixed 6 > 0 and any
integer ] > t° there exists an integer r € U; such that the congruence

rk=j (modt), keX,1<;< -1,
has M,(]) > JK/t solutions.

We also need some properties of division polynomials on elliptic curves (for more
details see for example [2, 19, 23, 27].)

We put by = a} + 4ay, by = ajas + 2ay, bs = a3 + 4as, and by = a’as + 4a,a —
ayasa, + aya3 — aj.

The division polynomials ,,(X,Y) € F,[X, Y]/(Y? + h(X)Y — f(X)), m > 0, are
recursively defined by the relations

Yo =0, ¢ =1, 1, = 2Y + h(X),
s = 3X* + b, X° + 30, X% + 3beX + b,
hy = (2X° + b, X° + 50, X* + 10b6X° + 10bsX>
+ (bybg — bybe)X + (bybs — b2))1)s,
Voke1 = VeV — Yea1in, k> 2,
Uak = YWratiy — Vo2V /Y2, k>3,
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If g is even or both g and m are odd then 9,,(X,Y) € F,[X] is univariate and
VX, Y) € (X, Y)F,[X] if g is odd and m is even. Therefore, as PIX,Y) =
4f(X) +h*(X), we have Y2 (X, Y), 1 (X, Y )91 (X, Y) € Fy[X]. In particular, we
may write 111 (X) and 2, (X).

The division polynomials can be used to state multiples of a point. Let Q =
(x, y) # O, then the first coordinate of mQ is given by

0, (x)
P2,(x)

x(mQ) = where 0,,(X) = Xtb5, — Ym—1¥me1.

The zeros of the denominator 2, (X) are exactly the ﬁzrst coordinates of the nontrivial
m-torsion points, that is, the points Q = (x, y) € F; on E with mQ = O. Note, that
these points occur in pairs Q = (x,y) and —Q = (x, —h(x) — y), which coincide
only if 2Q = 0O, that is, if x is a zero of 1)3(X).

We recall that the group of m-torsion points E[m], for an elliptic curve E defined
over a field of characteristic p, is isomorphic to 72, if p Jm.

If m is a power of p then E[m] is either isomorphic to Z,, or to {O}. In the second
case the curve is called supersingular, otherwise non-supersingular or ordinary.

On supersingular curves the discrete logarithm problem is much weaker than on
ordinary curves, and thus these may probably introduce some weaknesses in the
pseudo random number generator (1) too. In the sequel, we therefore concentrate
only on the non-supersingular curves.

By induction one can show that 6,,(X) € F;[X] is monic of degree degf,,, = m2.

Lemma 2  Let E be anon-supersingular elliptic curve defined over Fy. For any integer d
we have that there exists at least one point Q € E (IF,) of exact order d.

Proof Letd = dyp/ with integers j > 0 and gcd(dy, p) = 1. For an integer m =
mop’ with integers i > 0 and gcd(my, p) = 1, there are M,, = m2p’ points of order
dividing m. Thus for the number N of points of exact order d, by the inclusion-
exclusion principle, we have

where (k) is the Mdbius function.
If j = 0, thus d = dy, m = my in the above sums, we obtain

M= S Sl ) (3)

m| m|d
_ p(m) 2 1
N m: d H (1 B ?2)
m|d l)d
{ prime

https://doi.org/10.4153/CJM-2005-015-8 Published online by Cambridge University Press


https://doi.org/10.4153/CJM-2005-015-8

342 T. Lange and 1. E. Shparlinski

If j > 1, only the terms with i = jand i = j — 1 are present in the above sum.
Hence,

Na = Z(“(mjpj)mépj+ﬂ(m0§1 1) o’ 1)
= (u(i—i)mépj+u(ii—f)mépf‘l)

mg|dy
Zu< Hym=di(r =) T1 (1-7).
ol PR
Thus in each case N; > 0. [ |

The following statement deals with linear combinations of multiples of a point G.
It is similar to Lemma 6 of [26] (which treats the special case of D < p = g). In fact
the degree bounds are straightforward, only the non-vanishing of the polynomials is
not immediately obvious.

Lemma 3 Fixintegers1 < d| < --- < d; < D and fix elements c,, ..., c; € F; with
¢; # 0. Let E be a non-supersingular elliptic curve defined over IF,. Let us consider the
following rational function

LX) = Z Zi((X) F, (X).

There are nonzero polynomials Hy, H, € IF4[X] with degH,,degH, < sD? such that

H,(X)

LX) = 000"

Furthermore, L(X) has a pole of multiplicity one.

Proof We have

ZS: 04, (X) HX) H®

MO =2 000 = 3300 0300~ B0

Obviously,

s—1 s
degH, < d*+ z:(di2 —1)<sD* and 0< degH, = Z(d? —1) < sD*.

i=1 i=1
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By Lemma 2 there exists a point Q € E(R) of exact order d;. Then 6,,(X)/ ¢§5 (X)
has a pole at x(Q), while none of the other 6, (X)/wi_ (X),1 < i < s, can have a
pole there. Hence, L(X) has a pole at x(Q) and hence it cannot be constant on E.
Moreover, this pole is of multiplicity one. ]

We also need the following upper bound which is a special partial case of Corol-
lary 1 of [16].

Lemma4  Let E be a non-supersingular elliptic curve defined over IF,. Let f(X) be a
rational function of degree N having a pole of multiplicity one. Then the bound

max| > x(f(x(Q)))‘ =0 (Ng'?)
QeH
fx(Q)#00

holds, where H is an arbitrary subgroup of E(IF,).

In particular, Lemma 3 and Lemma 4 imply the following result which forms the
basis of our arguments.

Corollary 5  Fixintegers1 < d, < --- < d; < Dandfixc,...,c € Fgwithc, # 0.
Let E be a non-supersingular elliptic curve defined over . Then the following bound

holds:
Z (chx (d; Q)) ‘ =0 (SD2 1/2)

Q#O

max
xeXx*

where H is an arbitrary subgroup of E(IF,) of order t = #XH such that
ged(t,dy ... dg) = 1.
Finally, we need the following simple statement:

Lemma 6  Let a sequence u,, n = 0,1, ..., satisfy a linear recurrence relation of the
form (2) over IF,. Then for any s+ 1 pairwise distinct non-negative integers hy, . . ., h;1,
there exist cy, . .., 1 € Fy, not all equal to zero, such that

s+1

E Ciupen, =0, n=0,1,....
i=1

Proof The set of all solutions of any linear recurrence relation over any field I is
a vector space of dimension s over I, for example, see Chapter 8 of [21]. There-
fore, any s + 1 solutions are linearly dependent. In particular, the s + 1 sequences
Upihy s - - - Unshy,» 1 = 0,1, ..., are linearly dependent. [ |
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3 Main Result

The following bound is an analogue of Lemma 4 of [6]. Accordingly our proof fol-
lows along the same lines as that of [6]. However, the proofis also based on the results
of Section 2 which are new and use special properties of elliptic curves. Thus the final
result is different.

Theorem 7 Let Z = (z1,...,zr) be a X-invariant sequence of nonzero elements of
7, with respect to the set X C U, of cardinality K = #X and let N be the number of
solutions of the congruencez, = z, (mod t), 1 < r,s < T. Let E be a non-supersingular
elliptic curve defined over . Let G € E(F,) be of ordert > q'/>*¢ for some fixed e > 0.
Then for any integer v > 1 the following bound holds:

max |SZ(E G X)| < Nl/ZI/Tlf1/Vt(l/+1)/ll(l/+2)K*l/(l/+2)ql/4(ll+2).
XEX* y Ty

Proof Fix somee > 0 and put

] _ IVt(I/+1)/(I/+2)K7V/(V+2)q

71/2(1/+2)" )

In this case J > t1/("+2)g=1/2042) > g2/0+2) thys Lemma 1 applies.

We select r as in Lemma 1. Let M denote the subset of K which satisfies the
corresponding congruence and let M = #M.

Define R(u) as the number of elements z € Z with z = u (mod t). Note that

Z R(u)=T and Z R(u)®> = N.
uelU, uelU,

We also have R(ku) = R(u) for any k € XK since repetitions in Z are preserved under
the permutation of Z generated by multiplication by k € XK. Therefore

S2(E,G.x) = 3 R ((uG) = 12 37 37 Rkux (x(kuG)

uelU, keM uel,
= % > > Rwx (x(kuG)) = ﬁ > Rw) D X (x(kuG)) .
keM uclU, uel, keM

By the Holder inequality we have

528, < M (X RGw| 3 v txtku| )

ucll, keMm
B M_z,,( Z (R(u)z) 1/2VR(M)(;,—1)/V Z X(x(kuG)) ’)ZV

ueU, keMm

< (X r?) (3 R00) " Y| 3 (i) [

uclU; ucU; uclU; keM

— MWNT?2 Z‘ 3 X(x(kuG))lzy.

ueU, keM
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Let § = (G) be the cyclic group generated by G and let * = G\ O. Then,

S| wthucy|” < i\ > x etk

u€U, kEM u=1"keM
XY Y (e -xk)
Ly, €M Ky, EM QEG*  i=1
DD DY (Z (x (1hQ) = x (1k;Q) )
Ly, €M Ky, EM QEG*  i=1
because gcd(r,t) = 1. For the case that (ki, ..., k,) is a permutation of (I, ... 1),

we must use the trivial bound and this gives a contribution O (M"t). In case this
does not happen (there are at most M?” ways), the inner sum above is a character
sum with a rational function of degree at most 21/ J2. By Corollary 5 each of these
terms contributes at most O (Jq"/?). Thus

S2(E, G, )| < M~ NT*~*(M"t + M* J*q'/?)
= NTZI/—Z(M—I/t + ]qu/z)

and so
SZ(E, G, X) < Nl/ZVTl—l/V(M—l/Ztl/ZI/ + ]1/1/q1/41/) .

By Lemma 1 we have M > JK/t thus
Sz(E, G, X) < Nl/ZuTlfl/u(t(l/+1)/2uK*1/2]71/2 + ]1/1/q1/41/) )

Substituting the chosen value of ], after simple calculations we obtain the stated re-
sult. ]

In the most interesting case when
InK~InN~InT ~Int
the bound of Theorem 7, taken with v = 1, yields

max |Sz (E, G, x)| < 17/67Wg!/12]
XEX*

which is nontrivial for t > g'/2*¢.

In another interesting special case when Z is a subgroup of U; we can select
K = Z,sowehave N = K = T, and the bound of Theorem 7 takes the form

(3) max ‘SZ(E G X)| < T17(3u+2)/21/(1/+2)t(l/+1)/1/(1/+2)q1/4(1/+2)'
Yexs s Ty
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One easily verifies that if T > t/3!/*< and t > q'/?*%, then taking sufficiently
large v, makes the bound (3) nontrivial. To see this, it is enough to remark that

T7(31/+2)/2u(u+2)t(u+1)/u(u+2)q1/4(u+2) _ (Tflta,/qﬁ,,)(3u+2)/2u(u+2)

)

where

2 1 1 2
=21 ) wma p=lo 2,
3 3v+2 6 3v+2

4 Power Generator on Elliptic Curves

Let E be a non-supersingular elliptic curve defined over IF; and let G € E(IF;) be of
order ¢.

Let Wy, n=0,1,..., beasequence generated by (1). It is clear that this sequence
is periodic with period T which is the multiplicative order of e modulo ¢.

Fix a basis {wi,...,w,} of F; = FF, over F,. For two integer vectors a@ =
(o1,...,ay)and 8= (B1,...,0,) with0 < a; < 3 < p,i=1,...,7, we consider
the box

Blag ={£€F | =6+ +&w,y, & € [ag, 8), 1 < i< v}
of volume

,
volm Bio 5 = [ [(8; — cv)
i=1

and denote by N(«, 3) the number of points W,,, n = 0,...,T — 1, satisfying
x(W,) € B[a“g).

Let B denote the set of all such boxes B, 3).

We now denote by A,(E, G) the largest deviation of N(a, 3) from its expected
values, that is,

volm B[a’g)

A, E,G) = sup |N(a,f)— T|.

Biop€B

Theorem 8  Let E be a non-supersingular elliptic curve defined over IF,. Then for any
integer v > 1, the following bound holds:

Ae(E, G) < Tl—(31/+2)/2u(1/+2)t(i/+1)/1/(u+2)q1/4(1/+2)(1np + 1)'}/.
Proof We have
0 ife=o,
S =0 =0
e q it el

Therefore
T—1

N(a, 8) = é S T w9
n=0 ¢£€By, 5 YEX
1 T—1
=33 W) Y x(=9).
1 XEX n= £€Bja )
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Separating the term T volm By, g)/¢, corresponding to xo we derive

volm Bj

ST s Z\Zx(x | Y ).

XGX* n=0 geB[u.s’f)

|N(a, B) —

We remark that the set Z = {1,e,...,el '} is a subgroup of U,, thus the bound (3)
applies to the first sum. Hence, for any integer v > 1,

< Tl —(31/+2)/2V(1/+2)t(u+1)/V(V+2)

volm B, g) T| 1/4(v+2)

’N(aaﬁ)_ q

1
xaz

XEX*

x(f)’

£EBap)

Using this bound and then the inequality

>

X€EX

> x(é)‘ < q(1+Inp)

£€Bja )

(see [5] or [28, Lemma 6]), we finish the proof. [ ]

Let L.(E, G) denote the linear complexity of the sequence x(W,), n = 0,1,...,
given by (1).

Theorem 9  Let E be a non-supersingular elliptic curve defined over IF;. Then the
following bound holds:

L.(E,G) > Tt~ 3,

Proof Lets= L.(E,G).

Put | = [t1/3]. Thus by Lemma 1, there exist r € U; and M,(]J) > JT/t values
of ,0<h<T—1and j,0< j<J—1,withre" = j (mod t). If s > M,(]), then
the bound immediately follows.

Otherwise, for these values of r, let us fix any s + 1 < M,(]) such pairs (h, j) of
them which we call (h;, j;), i = 1,...,s + 1. By Lemma 6 we see that there exist
C15- .., 6y1 € Fg, not all equal to zero, such that

s+1 s+1 s+1

0= Zc,-W,Hh, = Zcix (e"””G) = Z cix (eh’e"G) , n=0,1,....
i=1 i=1 i=1
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Therefore, the equation

s+1

Zcix(eh‘Q) =0, n=0,1,...
i=1

is satisfied by at least T points Q € (G). Taking into account that for r € U,, the map
Q — rQ s a permutation on (G), we obtain that the equation

s+1 s+1

Zcix (j,Q) = Zc,-x (reh"Q) =0, n=0,1,...
i=1 i=1

is satisfied by at least T points Q € (G). Using Lemma 3 we derive
T<(s+1)(U -1

which implies the desired result. ]

5 Remarks

We have already remarked that the sequence (1) is an elliptic curve analogue of the
power generator in finite fields and residue rings. Unfortunately, as in that case, we
do not know how to study the distribution of the s-tuples (x(W,,), ..., x(Wpis_1)),
except for the case when e is small (for example e = 2), see [9].

Elliptic curve analogues of the more traditional linear congruential generator have
been studied as well, see [1, 4, 10, 11, 14, 15, 18]. In this case, one selects a point
G € E(F,) of order t and an arbitrary initial value Uy € E(IF;) and then computes

(4) U,=U, . ®G, n=12,....

Thus one gets a sequence (4) of period t at the cost of one addition on E(F,) per
point. Obtaining pseudo random points by using (1) is, generally, more expensive.
However, for e = 2 the addition of distinct points in (4) is replaced by one point
doubling. This operation is equally expensive in even characteristic and needs only
one extra squaring in I, for p > 3. Thus, provided that the order of 2 modulo ¢ is
large, the power generator offers a good alternative. Furthermore, in even character-
istic to obtain W,, = €"Q directly, one can use explicit formulas [13] which save some
operations.

There are several more natural questions about the sequence (1) which would be
interesting to study. For example, in the case g = p, it would be desirable to show
that for a random choice of the prime p, a curve E, a point G € E(IF,), and an integer
e, the period T of the sequence (1) is likely to be large, in particular, is likely to be
above the nontriviality threshold of Theorem 8. For the classical power generator
such results are provided by [8]. It seems that combining the upper bounds of [8] on
the number of elements of small multiplicative order in “random” residue rings with
the results of [20] on the distribution of the number of points on “random” elliptic
curves, one can get such results.
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